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This Rate Training Manual and Nonresident Career Course (RTM/NRCO)
is intended to serve as an aid for personnel who are seeking to acquire the
management and operational skills required of candidates for advancement
to the rate of Data Processing Technician First Class or Data Processing
Technician Chief. . B

-

f(. . DEsigned for individual study, the RTM provides subject matter that

relates directly to the occupattonal qualifications for DP. It is recommended

that personnel studying this training: package should have completed the

Data Processing Technician 3 & 2 course.“The NRCC that accompanies this

RTM provides the necessary requirements for. completing the RTM. Before . - :

starting your study, browse the entire RTM/NRCC. Note particularly tl;;;./ . ¢
U?ghaﬁon on course administration and other mechanics at the front,/ L

t RCC. When you are ready, study the RTM pages listed in Assignmefit 1
¢ of the, NRCC, and go on from ther‘e. Good luck in your endeavo;’., o
* . ¢ This training manual was prepared bry the Naval Eduéaﬁgr‘i and Training
Program Development Center, Pensacola, Florida,.for the Chief of Naval
Education and Training. T e
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THE UNITED STATES NAVY
GUAnggﬁ OF OUR COUNTRY

sea and is a ready fgrce on yatch at home and oyerseas, capable -of
fe peace or of instant offensive action to

J

* The United States S?Ny is responsible for maintaining control of the

strong action to préserve,
4

win in war. T
1
o .

It is‘upon‘the mafhtg ance of this thtrol that/ our\‘éoﬁn}i’y’s glorious
future depends; the United States Navy exists to make it so.

~
O

WE SERVE WITH HONOR

Tradition, valor, and victory are the Navy’s heritage fram the past. To |

t_hése; may be added dedication, discipline, and vigilance as the
wat¢hwords of the present and the future.

*Af home or on distant stations we serve with pride, confident in the
réspect of our country, our shipmates, and our families.

Our responsibilities sober us; our adversities strengthen us.

Service th God and Country-is our special privilege. We.serve with
honor. - ’

e THE FUTURE OF THE NAVY

The Navy will always employ new weéapons, new technidues, and

greater power to protect and defend ‘the United States on the sea,
under the sea, and in the air. * . .

Now and in the future, control of the sea gives the United Sté_tes_her .

greatest advantage for the maintenance of peace and for victory in
war, . Ll - '

Mobility, surprise, dispersal, and offensive power are the keynow§fiof
the new Navy. The roots of the Navy lie in a strong belief in the

future, in continued dedication to our tasks, and in reflection on our .

heritage from the past..

-

- Never have our opporsunities and qur responsibilities been greater.
T . *

“_
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Good managemment traifs and supervisory
abilities are prerequigites for the First Class of
Chief Petty Officer, who is required to function
* as a front line supervisor and manager. The DPI1

. MANAGEMENT*TECHNIQUES'

CHAPTER 1,

* "Having acquired a vast amount of valypable
knowledge and experience within your field, it is

. now_time to pass on this technical know-how to

or DPC will be in imn1ediate control of -

personnel supetrvision and will have many
management. and = supervisory responsibilities
added to those present at the second class level.
The supervisor should continuously MEASURE
and .EVALUATE the performance of the ADP
facility in*support of established manageinent
goals and objectives. For the purpose of this rate
training manual, an ADP facility will be
understood to mean the complete set of
resources dedicated to meeting a command’s

requirements for automatic data processing -

ashore or at sea. It is not the intent of this rate
training ‘manual to set policy or direct any ADP
facility in an authoritative nature. This manual
will only make suggestions or show different
approaches to" common problems to assist the
new DPI or DPC in the requirements and
responsibilities of the position. Various helpful
authoritative publigations, instructions,
standards,..and diregtives will be - referenced
throughout this manuial. These references are
cited for-a purpose; “To assist you as a DP1 or
DPC to gain a wider perspective of the data
processing rating and assist you in pay grade
advancement.” The complexity of modern
computer systems requires the DP supervisor

. and manager to have at hand a wide range of *

information to aid in effectively meeting the
responsibilities of the position. These
responsibilities .range from satisfying the
requirements of the ‘‘users,”.to notifying upper
managenient of problems and status. A “user”,
in this instanc®~is anyone ‘who requires the
‘services of a computing system, A]ZP facility, or
its productss ’ '

others. This chapfer will discuss some, of the
‘'various factors that will aid you in handling the
supervisory afd ' management duties and
responsibilities of your job. Because the field is
Sg vast, printed materia] on the subject so
voluminqus, and the scope of this text so
limited, it gives yod only a.cursory glance at the
various subjects. _Yourinterest and dedication to
the DP field should motivate you to, seek
additional information beyond this text -and
noted references. Remember, it is the dedicated,
studious, and knowledgeable DP that will soige
day be called “Chief.”

-

THE SUPERVISORY POSITION

*To most pegple, it is a wonderful feeling to
be- promoted ,to, a supervisory position. Most
people like sthe- feeling of added prestige,
authority over others, and’ the feeling of progress
that goes fwith promotion. Of course, that

" “increase in:pay adds to the general good feeling, "

-
§ ’

too. i,

Supervision involves working,.with people,
and a njajor 'responsibility - of ~a supervisor is
productjon. A good supervisor knows how to get
a job done by getting the most out of personnel.
+As a word of caution, however, the drive for
production must not overshadow the consid-
eration for the human elément. People are
not machines, and if you treat them as such, you
will find that no amount .of pressure will
permanently increase the production rate, While
you want to:achieve a high level of production,
you also want your personnel to- produce
willingly andito show an interest in their work.

BY “ t
.
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If you have even -a-small amount of experience
in supervising dthers, you are perhaps well aware
that the job of supervisor is not as easy as it
might sometimes seem. The following discussion
will present some ,of the major factors involving
the supervisory position. :

' COMMON MISTAKES

In learning any job; learning what NOT to

do is often as important as learning what to do..

When you make a promise and are unable to
keep that promise, you accept the blame. There
may be a good reason for your inability to keep
your promise or the fault may lie with one of
your subordinates, but the impgrtant thing is
that your accept the responsibility and do not
pass the buck. Passing the buck when something

" goes wrong is g'sure way to lose the respect of

The following are some common mistakes ‘which-

new supervisors terid to make, and which aview -

supervisor should avoid.

Your first days as a new supervisor are
important. Your personnel willbe watching to
see how’ you.react to this new responsibility.

™ Your superiors will be observing you, too. This
is -the period to avoid some: of the common
mistakes made by supervisors.

“New broom” tactics are out! It . is not
.unusual to see an inexperienced supervisor. go
into a new job with the idea that “things are
going to be, different around here.” A new
supervisor wants to make a big showing, or let it
be known that the way the last supervisor
operated is now unacceptable. This precludes a
very potent psychological ~ fagtor called
“resistance to change.” People fear and resent
change. It is far better to et your personnel
know that nothing will be changed for the time

eing; and, after you get your feet on the
ground, gradually make the necessary changes.

Do not make promises in order to gain
friendship and support. Even a hinted or implied

. profnise can sometimes be dynamite.

Avoid dictatorial practices; they are fiercely
resented. An overshowing of authority during
your -first days on the job will be partigularly
noticed,

Careless remarks, which would go unnoticed
if they came from one of the crew, take’on a
new significance when they come from a
supervisor. You must carefully weigh your
rémarks when members of your shop or crew are
listening. .

Failure to delegate work and fearing to trust
subordinates are common failings of a new
supervisor. The result is that soon the new DPs
work gets stacked up and the whole unit is
bottlenecked. )

t

2

your subordinates. And above all, do not lose
your temper in ‘front of your personnel. You
must be master of yourself béfore you can
control others. @

THE FINE LINE

As ¥ supervisor, you must draw a fine line in
the relationships between you and your crew.
Do not assume a false dignity; but at the same
time, the old “buddy-buddy’’ relationships_that
you used to enjoy are no longer appropriate.
Drawing this fine line is one of the‘most difficult
parts of the job of a new supervisor, but it must
be drawn. It is understood that the first class
who is the shop supervisor or crew leader has the
more difficult job in drawing this fine line,
especially when on duty. The team leader eats
and sleeps with other data processing personnel.
The new DP1 also httends the same clubs, but
must ensure that subordinates understand that
general'conversation in_the relaxed atmosphere
of the club and comments on the job carry

© .different weights - and have different valtes.

1-2

While this does not mean that a supervisor’s
actions on the job are to Be radically different
from those off duty, it does alter some measure
of relaxXation. ‘

To accomplish this task and maintain
balance, ask your subordinates for advice and
help, rather than give th€ impression that you
know it all. Let the crew know that you have
confidence in them: maintain, a friéndly but
conservative attitude; treat them all alike; be
consistent; and set a good example yourself. '

SUPERVISORY DUTIES AND o
RESPONSIBILITIES | .

A specific list of duties and respoﬁsibilities
can be made only when it concerns a specific

4] '
:

9
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'Chapter 1-MANAGEMENT TECHNIQUES .
is true in. the office or in the shép. To
L4 . . . .
accomplish those jobs, the supervisor functions ,
in three main ways: ’

position; however} here are some typical duties
and responsibilities: \

1. Getting the right person qn the job at

- ~——

oy . )
the right time / 1. The work must be organizéd and

.

2. Using and storing materials economically

3. Preventing accidents and controlling
hazards ’

. Keeping morale high .

Maintaining the quality and the quantity

of work ' '

. Keeping records and reports

- Maintaining discipline

. Planning and scheduling work

. Training personnel $v

. Procuring the supplies and equipment to
do the work .

11. Inspetting, - caring- for, and preserving
‘equipment .

12. Giving orders and directions.

13. Maintaining liaisons with other units

14, Checkipg and inspecting jobs and

personnel .

'15. Promoting teamwork .

16. Maintaining good housekeeping on the
, Jjob

17. Keeping operations running smoothlly

and efficiently .

W A

1

T O NOO O

~v/

Ana—l-yzing the -typical duties and
responsibilities listed above, indicates that the

following major areas are common to all

supervisory positions:
1. Production . .

2. Safety, health, and physical welfare of
subordinates

3. Development of -cooperation

4. Development of morale _

5. Training and development of
subordinates

6. Records and reportsy

7. Balanced supervision

These greas of responsibility will be :

discussed in the following paragraphs.
Production ‘

It is the supervisor’s responsibility to see
that all work is done properly and on time. This

) ! .o

-planned so that -maximum production is
accomplished with a minimum of effort and
confusion, v

.2, As much as possible, the responsibility
and authority for completing the work must be
delegated, keeping in mind that the final
product is the responsibilty of the supervisor.

. +3. The supervisor must control the work
load and see that ‘all work is prepared correctly.
A .

sSafety; Health, and Physical Weélfare

Safety and proguction go hand in hand, The
safe way is the efficient way. When personnel
are absent because "of injury, ' they aré
non-producers. A good supervisor stresses safety
"to the crew; sets an example by working sifely;
teaches safety as an integral part of each-job; -
and most of all, plans each job with safety in
mind. A good' supervisor does not wait until
after an accident. happens to start safety
measures.

Showing concern ‘over the health and
physical welfare of your crew will also pay off in- ~
increased production. It will add to their feeling
of trust and confidence in you as a supervisor
and increase the amount of respect, they have for
you. X ‘ :

Development gf Cooperatian

The necessity for developing cooperati%Sn
between. the members of a.supervisor’s own unit
goes without saying. Some supervisors, however,
tend to overlook the necessity for cooperation
in two other directions: :

1. Cooperation with management

- 2. Cooperatior with supervisors of other
units .

In carrying out the job, a supewisor often
has dealings with persons in other units of the
activity. It is particularly essential, therefore, -
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that supe/ sors\of these units develop the
cooperation listed in (1) and (2) above.

s

Development of Morale

The esprit de corps of .a group and their
willingness to work .toward common goals
depend to a great extent upon the leadership of
the supervisor. A preducing group will be found
to be a group with high morale.

Training and Development :
of Subordinates 2 !
v, \ -

A good supervisor is mvarrably a good
teacher, and a good leader is a develgper of men
and -women’. One of the basic polics of Navy
supervision reads: - .

The greatest contribution supervrsors can
make is the development of their people. A good

supervisor will arrange to have at least one

. trained person ready to assume responsibility

should the need arise. It is a sign of good
leadership when a supervisor can take leave, and
the job continues to run smoothly. Do 'not be
.afraid to teach every phase of your own work to
at least one or two subordinates. A great deal of
the supervrsor s time involves deaching, so

cultivate yox‘teaching ability.
Reports~and Records

Most supervisors, ,parficularly shop °
personnel do not like to keep records and

prepare ‘repotts, yet they are a vital part of the
work. Make it a point to k&ep neat, accurate

- records and reports, and get the reports in on

time. Paperwork may look like a waste of time
to you, but some day you will'tealize how much
your job depends upon it. Some required reports
and reporting procedures will be discussed in the
management portion of this chapter.

Balanced Supervision

- AnaIyze the major duties and responsibilities
just, covered. You, as a supervisor, must pay
proper_attention to each phase of your job. Do
not emphasize production at the expense of

. safety or, training. Also, do not become so ,

-

) “

. concemndd with the

14

human élement that
production is neglected. Keep up with
,paperwork, and in, so doing avojd its
accumulatlon to the extent that you have
periods when you have to devote your entire

interest to this responsibility at the expense of -

others. Always strive to put the proper emphasis
on éach of your responsibilities and you will be
practicing balanced supervision. »

TRAITS OF A'GOOD SUPERVISOR

There are vatious traits that are desrrable ina. .

supervisor. Some of these traits are disclissed
below»

:
|

- Loyalty

One trait that should stand out in every
supervisor is loyalty It is 1mportant. that you
show loyalty to your country, to the Navy, to
your unit, to your superiors, and to the people
who work for you. Surely, you will agree that to

\ get the respect and loyalty: of your® personnel
you must be loyal yourself

Positive Thmkmg

A .good leader wilt always be a positive

thinker. *Thinking in terms of how things can be -

done, not why -they cannot .be done. The
positive\- thinker maintains an open mind to

changes, new ideas, and training opportunities,

looking to the future with confidence, a
confidence that is catching. Everything
worthwhile that has ever been accomplisiied in
this world was accomplished by positive
thinkers. Ifaou want to lead others, start today
and practice the art of positive thinking.

"Genuine Interest in-People

Have_you eyer met really great leaders? If so,
instead of beirig cold, and aloof, this individual,
probably turned out to be a warm, frxendly,
human being who seemed, to make you feel
1mportant by paying close attention to your
words. .

, N . _

One of. the first steps you, as a new

supervisor s}ivould take is to' get to know your

10

>
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people personally. This not only creates the
" feeling of genuine interest in the individual, but
helps you to place the right person in the right
job at the right time.

The importance of *knowing, your crew

personally increases when the need arises to .

convert from a data processing technician toa
professional defensive tactician and fighter.
Here, the wrong person in the wrong place
could prove disastrous. B

[y

INITIATIVE *

e i . . . Y, .
A person with Initiative is always needed in
tHe - naval service.\Initiagive is evidence of an

open and alert mind. If you have initiative, you’ ’

.continually look for a better way to do things;
you do not wait for others to do them. You do
not put off until tomorrow what should be done
today. If you sée an unsafe condition, you
correct it before an accident Sdsurs. If you see
that a new.form or procedure would simplify
the job, you devise it. If you see.an inadequacy.
in yourself, you sincerely try to overcome it. A
© weak person . lacks initiative. A leader ijs
. characterized by.strong initiative. L
~ . p ?

Decisivene§s

A leader is able to make decisions. One of
the most common complaints heard - from
subordinates is, “You can’t get a decision from
our supervisor,”’ ‘ _

A great m;{fority of the decisions that have
to be made by a supervisot in the naval service -
concern relatively petty things. As often"agnot,
the person merely wants _ the supervisor’s
approval to perform some minor action which

the ifidividual already knows should be done. A *

prompt “yes” from the superyisor is all that is
necessary. In many trivial thatters it makes little
difference whether the answer is “yes” or “no.”
The important thing-is to get an answer. The
supervisor who stalls, puts off, evades, Or refuses
" to give a decision is a battleneck

Of coursg, there are times {vhen a decision

\-—mquir\es\c}g{efm consideration of many factors
and therefore much deliberation. In such cases,

the supervisorshould tell the person when to
return for the decision and-see to it that the.
* decision is ready when promised.

\

£

. accepted - rules

Ta ind Courtesy * ’

A good leader is habitually tactful and
courteous. Whether in the shop ‘or office, a
supervisor can be courteous. Being courteous .
does not imply that a supervisor is a weakling or
a sissy; rather, it iniplies thoughtfulness.

Tact can be defined as “saying and doing the
right thing at the right_ time.” It is the
lubricating oil in human relationships. It is the
regard for ‘the feelings of others based on an
understanding of - human nature—~the little
considerations that make the job pleasant and
smooih. .

Courtesy can be defined as “treating others
with™ respect.” It means treating people as
important human beings, not tools to be-used
for your convenience. It means following the
of conduct, being polite.
‘Courtesy is one of the marks of a good
supervisor. Courtesy is important to' the
supervisor.. One discourteous act, even though
unintentional, can make you an enemy-and, as
a supervisor, you cannot afford to have enemies.
“If you have one enemy, you have one too
many.” Remgmber, courtesy is contagious.

4

Fairness ; ,

The personnel in a.shop or crew are ex-
tremely sensitive to partiality by the supervisor.
They will even single out little incidents where
there was absolutely no intent to show favor-
itism. For this reason, you must think ahead on
,Changes to-be made, decisions to be handed
dpwn, work assignments, recommendations for
promotion, and the like. In each.instance you
must say to yourself, “This action will make this
particular individual happy; but how will every
other individual in my unit feel about it?”

Many experienced supervisors will tell you
of cases where they’ were very friendly with
certain individuals, when the time came for

.. discipline or some other adverse action, it was

very-difficult to deal with the situation.
Sincerity and Integrity

A supervisor who deals with personnel
squarely and honestly all the time, wins and
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., holds the
with crew

respect. Such a supervisor can talk
embers on a one-to-one basis, and
not be afraNd to face the facts. “Give me the
supervisor wh¥ looks you straight i 1n the eye and
tells the truth eyery tlme"’

Consistency \ of thought and action are
important if the\erew is going t6 know where
they stand. Being\too strict one day and too lax
the 'next\ is worse than being consistently strict
or consistently lax. [t is not wise to exhibit good
and bad moods-to\your crew. Strike a happy
medium bet\yeen fitmness and laxness and be
consistent. / " '

Dependability, ong of the marks of integrity,
involves meeting obligations promptly. A
reputation for being a {‘square-shooter” is worth
every effort on wour part. This reputation must
be built early, even piior to appointment as a
supervisor. One violation of mtegnty may take
monfhs to rectify—or fi revet

Confi,dence

A good supervisor has.a quiet confidence
(not ‘an arrogant of cocky manner) based on ‘a

thorough.knowledge of the job and a belief in -

personal ability. Conﬁd nce begets confidence.”
The _mousy, hesitant Tsupemsor who lacks
personal conﬁdeﬁte cannot inspire conﬁjence
in others. It is anrazing to see how people will
follow an individual vho is charged with
confidence personally and in an idea. JEven

crackpots or cranks can win followers if they

appedr: confident. Some people put on a front of
aggressive conﬁdence to hide "an inferiority

complex. They tidicule the opinions of 'others;

they dominate conversations; ‘they are ‘arrogant.

Such_individuals get their come-uppance sooner
or later. However, the individual who has quiet
inner confidence, expregsed -by a confident
manner, by actions,.and by~ words, is respected

. and follow(\ \
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will help you.achieve success in maintaining
discipline of those under your supervision.
The Art of Giving Orders
. 7

‘A good supervisor gives much thought to the
art of giving orders. Proﬁc1ency in this area reaps '
many benefits, and since most disciplinary
prablems are the result of the failure of people
to carry out orders, this subject cannot be
overemphasized. Tﬂere are three basic types of

orders: -
B “~
-
L

~

1. The commnd
2: The request
3. The suggestlon

* Consideration should always be given to
(1) the situation under which the orders are to
be given,#&nd (2) the individual who is to carry
out thé€orders. Succeeding paragraphs examine
the types of orders listed above in the light of
each of thése two considerations. '

The Situation- . .
. A ~

In military formations, the direct command,

or formal type of order, is always used. -The
direct command should also be #8d when there
js immediate danger, a-fire, an accident or,other
emergency, dlsobedlence of safety rules, and so

“The simple request is the best type of order
to give for daily routine work. THe request is
used for most orders given.by good supervisors.

The suggestion is excellent when you wish to
use personal initiative, when you do not have
time to work out the details, or when: you-do
not know yourself exactly how 'the job should
be done. This method of giving orders builds

“morale and shows your peodple that you have

cqnfidence in them. Howeyer, it is not clearcut,
and you certamly vgd’uld have no recourse if the”
Job were not done properly.

- The Individual . - - L

The direct command might have to be used’
-giving orders

12

in “to the careless,
B ’

<

lazy,

[
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insubordinate, or thick-skinned individual. are interested in 'building strong individuals, not
Except in thé- unusual situations mentioned tearing them down. You are interested in the
above, the direct command is norfally feserved underlying cause(s), not in how to get even with
for those to whom we must speak firmly and -an individual.

positively.

The request is by far the best type of order
to- use with 2 normal individual. With most .
individuals, a simple request in the~form of a °
question has the full effect of a direct order.
Moreover, it fosters a feeling of cooperatlve

- effort, of teamwork.

The  suggestion is excellent for those to_
whom a suggestion ‘or hint is sufficient. .
Ind1v1duals with real initiative like to be “put on A fine line should be drawn between
their own.” In dealing with a sensitive, highly harshness and lgniency. Only a supervisor with a
intelligent md1v1dual a mere hint that something keen undérstanding of human nature can discern .
is desired is enoughi to get a project started. For~  this line. .
example: “Petty Officer Smith, I wonder if it - Practice the three “F’s” of discipline:
would be a good idea to do thig?” or, “Do. you Fairness, Firmness, and Friendliness.. The
have any ideas on how this can be done"” or, recommended procedure for administering
[One thing we really need is’. . . Petty reproof follows: o~ A
Officer Smith"then becdmes a key person in the o, ' -
project and feels important. It shows your l.Get all the facts.
confidencg in Smith as an individual, and thus 2. A person should not be repnm}mded in
provides excellent training. The suggestion type . front of others. -

«of order stimulates an individual’s.personal 3. Put the individual at ease. Give a word of
performance. . praise first, if appropriate, to take out

Although the situation and the individual are - . the sting.

the prime Snsiderations in giving orders, the - Use no sarcasm, anger, or-abuse.
attitude and tone of voice in which they, are - Fit the reprimand to the individual.

~ given are very important. Give all orders in - Have all the facts at hand; there may be
accordance with the five “Cs”—Clearly, an attempt to deny the charge.
Completely, Concisely, Confidently, and - Presen the facts.
Correctly. Also avoid orders that are - Ask the person why there was an¢rror.,
unnecessary and/or superfluous. . .Tryt t}? get the person to admit to he

mistake.

THE ART OF REPRIMANDING 10. Do not threaten; the individual knows
. ' how far you can go. \
When an order is dlsobeyed or not carried . 11.Once there is an admission of guilt, the\
out, you would be remlss in your duties as a - reprimand is over. . \
supervisor if you did not do something about it. 12. Leave on a friendly note, letting the
The most common type of discipline used by person-know the incident is closed. Do
supervisors is the simple reprimand. 3 ‘E::e‘:ag follow up with-a casual and
The reprimand, too, must be fitted to the ) friendly contact alt) the shop.
individual and the situation. }ust the slightest
hint"of something ,wrong will be more crushing
. to"a sensitive indivjdual than the severe rebuke~ ask yourself, “Did it build morale?” Remember,
yéy might give a thick-skinned person. - that you must get along with subordinates in the °

The reprlmand .sfiould be a calm, future; you must keep them working, a
constructlve actlon, not a destructive one. You producing unit; and you must be able to gét

, Failure to<act when a reprimand is due is a
sign of poor supervision. A supervisor should not
be too lenient and ingratiating. If one of your
crew “gets by” with something, you may lgse
control. Issuing too” many reprimands is just as
bad: an mex‘f)erlenced school teacher,” for
instance, ’ may . keep scolding pupils until
complete bedlam results' -

To test the effectivengss of your reprimand, -

e
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along with your own consctence. You do not

_haye to be soft, but remember that there is a ~

great deal of difference between dignity and
arrogance. v

* .
g.

od

POSITIVE AND: | R x
- NEGATIVE DISCIPLINE

So far, discipline has been spoken of'in -

terms of punishment. "Actually, - discipline is
much mofe tHan reprisal for wrongdaing.:
Discipline exists also where no disciplinary
actions ever have, to be taken. Most people
realize that they cannot get along without
self-discipline, and that' no organization can
function, no progress can be made, unless
individuals conform to-what is best for thé
whole group. The supervisor who can build the
spirit of cooperation, ‘Which is-the basis for true
discipline, has no discipline pfeblem.

- Positive- discipline, the trend in disciptine
that is being studied - widely by intelligent
executives and supervisors, is the force that
“originates within - the person that prompts
obedience to rules and regulations. People in a
Navy .organization do what is right because they
do not want to hurt'the group as a whole, and
because they believe that by following “the
accepted rules the group’s objectives will be
- accomplished. The supervisor who builds up this
esprit *de corps has little need to resort to
megative discipline. Negative discipline is a
dis‘cipline of fear, based on threat of
punishment. This type of discipline originates «
from ‘*without the person. An
subjected to this type of discipline will do only
endugh-to get by when you are watching. When.
you ledve for a few minutes, discipline leaves
too. The individual’s only . motivation for
wérkmg is fear of feprisal.

“ ~ Discipline and high morale go hdnd in, hand
Positive disc#pline is close[y tied imn with “the
admirdtion and respect of the peoplefor their
supervisor. This, in_turn, is based orr good

. ~ yy
human relatlons. . L%

13 »
THE HUMAN RELATIONS ASPECT ’
. OF DISCIPLINE - PR
» . . .

Wheh good human relations exist between

you "and ‘your work force, ‘it is usually an

% .

individual ' _

‘regulations,

indication fhat you apprectate and understand
your people, have their interests,and welfare at
‘heart, and respect their opinions, knowledge,

. and skills. - /

-

Some of the dNSn relations factors that
‘lead to positive disciplS ﬁr_e listed below: .

° 1.As a good supervisor, you should
understand the principles, standards, rules, and
regulations necessary to good ‘conduct. Believe, * ~
in these things and practice them yourself.

2. Know your people as 1nd1v-1duafs, and
treat them fairly and impartially.

3. Develop the feeling of “belbnglng and
security in the group.

4, Get information to the group through
proper  channels, and promptly eliminate
rumors. . . ‘ '

. 5.Use authopty spanngly and always .
without displaying it.*

6. Delegate authority as far down the line
as possnble .

7 Neﬁr make issues of‘mmor -infrattions
-Or personal issues of dlsmphn_ary matters.

8. Dlsplay confidence in the group, rather
than,s®¢picion. (Workers,are reluctant to betray
expressed ;onﬁdence )

9. Train the group techmcally

10. Look after the mental and physncal
welfare of the group.

11. Try to avoid errors, but shoyv w1lhngness
to admit errors when they are made!
J 12. Develop loyalty in the group and of the
group.

13. Know that idle hands or minds lead to
trouble, so keep them busy. (Slack work perlods
can be. used for tprammg Do -

14. Know that .because of individual
differences discipline cannot be a completely
routine matterx Discontent, idleness, lack of
interest in'- the job, misunder§tanding of
lack of uniform enforcement of
m&léatlons resentment, and emotional strain are
some of the principle causes of misconduct. The
wise supervisor. will avoid the If‘lecessny for
formal discipline by removing as many of these
causes as possible. .
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ACHIEVING TEAMWORK
WITHIN YOUR OWN GROUI" .

' “ Since primitive)
band together otection, ta build, or to
e to'be accomplished by an
individual. ve learned that in daity there
is strength. There are also psychologrcal factors
involved anti every supervisor shquld know and
appreciate these psychological .fewards that a
group must give to hold its members: g

I." Afeeling of security

2. A feeling of “belonging”

3. A feeling of . “bemg somebody
the group

4. A feeling of prlde in the group

?‘ within

5. A feeling of recognition from outside the
group (The harder it is to get into the group, the.

* more important the members feel.)

6. A feeling of accomplishment (The group
" is attammg commen goals.) .

7., A satisfaction 'of certain needs
(advancement, pfide in werk, acquiring new
skills, and so on) while attaining the goals of the
group. ) .

e

~

“A good leader will encourage these' feelings,

the stzonger will be the graup. Some supervisots

hieve such a strong feeling of group pride that
their crew-actually feel that it is a prlvﬂege to
work in the group. The, people we supervise are
human beings with individual differences, and
they usually produce only to the extént that
they feel like prdducing; and their “will to
produce is based primarily on the ability.of
supemsors tde win their cooperation. Good
“leadership is reflected in: this ability to get
cooperation; and ¢ooperation, in turn, is a
reflection of the respect the people have for
their supervisors. Teamwork ‘or cooperation,
then, is Whsed on good human relatlons

jce the strohger these psychological rewards,

When you, walk into any shop or offlce you
can almost feel whether a not the spirit of
cooperatlon is present. If it is there>you can see
it in ‘t%: faces of the people, in the appearance
of the Work spaces, in the reception you receive,
in the way the work is performed.

people have learned to

Y

“ indicatg lack of coopefation.

Poor cooperatlon is indicated
" bickering,- Jealousy, and/fuctlon,
Low production is ‘the inevj
Frequent accidents, indifferenc
griping, complaints and grievaficesy, criticism of
the unit, buck-passmg, lo ny requests

for ‘transfer, poor planping, poor training or -

indifference to training“~all these danger s1gr}a!s

ELEMENTS TO CONSIDER IN .
DEVELOPING\COOPERAT!ON

°

Developmg cooperatron within your group is

. ~largely a matter of "adapt,mg your .behavior {o

megt th¥ varying situations encountered
daily—and in going out of your way to show a

- willingness to cooperate. You da not Just order

cooperation! You achieve it.

‘Corre ctin‘g Mistakes

»n

When correcting a mlstake a crew member is
making, unless safety is involved, make the -
,correction through those who deal directly with
"the individual. There may be a valid reasen for
the performance of what you may consider to
be a mistake. Remember, the individual takes
orders from an immediate supervisor, and this
supervisar may have a valid reason for tmaking
changes to your orders.

»
i

Délegation of Authority

A good supervisor.soon learns 'to delegate.
work, developing subordinates and.getting them
‘to do all the routine work. Such a supervisor
then has-time to handle personnel problems,
time to study, and time to do the necéssary
planning and creative work. The supervisor who
does not learn the knack of delegation, develops
ulcers—and a noncooperative group‘!

Keeping Your People Informed

Keeping yOur people ‘informed means
exactly that. It is extremely important that your
people know the reasons ‘“why” regarding
changes that affect them. If security prevents
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you' from giving reasons, tell your people.

* Remember, “Morale does not well up from the

bottom—rather does it trickle down from the
top!”  ° ;

u

Setting the Example T

It is your job to set the exampIe.*lf you are
enthusiastic about your -job, friendly and

- good-humored, and foster harmony among your
associates, you will attain your goals- and do’

much to create a cooperative attitude in your

_group by your personal example.

Giving Credit

Do not fajl to give credit where credit is due,
and do not forget to pass on any credit given to

you. A good supervisor -gives full credit to, the

team. Frequent and sincere praise is a wonderful

incentive to individuals and to the group as a

whole.

Tactful Handling of

‘Personal Problems

roblems come.up almost daily in
any group of péophg A supervisor must tactfully
handle each of thesé. Rumors about any of your
people, disputes between the-workers, family

Personal

troubles, and similar situations can disrupt the

efficiency of the group. Usually positive action
by you is required. .

-Y®U, as a supervisor, should try{ to solve

" problems that arise in your shop or.crew that are

within your capability of solving. Thjs does not
mean that you should act as chaplain, marridge
counselor, and/or psychiatrist, rather it
emphasizes the need to be able to recognize the
symptoms of those problems requiring special
ability- in solving, so that you may arrange to

have them placed in proper hands as sogon as ~ o

possible.

In each case, youmust first listen and get all |

the facts, then tactfully bring about a solution

so that alt concerned can go back to the job and .
work in harmony. Facing problems squarely and
honestly,. bringing them out into the open on 3 -

personal basis, and solving them before they
explode, are usually the best courses of action.

1-10
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~l&eeping the Boss Informed

COOPERATION WITH YOUR SUPERIOR

. Your superior.is very important to you. dn
this individual’s hands rests much of your ability
to successfully complete your job.

Many supervisors rate loyalty as the most
desirable quahty in an employee. As a loyal
supervisor _ygurself, it is your duty not to
criticize yo#supenors to others, even when you
do not agree. . “

Dependability is another desirable quality
your superior looks for inyyou. Your boss likes
to know that once an assignment is given to you,
it will be carried out to ¢ompletion to the best
of your ability, and on fime. There are few
things more annoying than the person who

" always has an alibi-who cannot be depended

upon.

Do-not be a “yes” person, but on the other
hand, do not go 4o the extreme of being a “no
person.  Your superiors want
supervisors who are not afraid to state opmlons
tactfully, even if this mean$ opposing opinions.
This does not mean, however, that you should
disagree constantly and consistently oppose

everyNdea!
ST
'Make Suggestioris Tactfully J

Most bosses resent employees who make it a
common pragtice to tell them bluntly what
should be done or what shouldn’t be, dene. It’s
easy to get your ideas across, to the boss without
mcurrmg resentment; just put them-in "the form
of a question: “What do you think about this
idea?” or “Do you think this would work?” If
your supervisor gives you an assignment that is
obviously a mistake, tactfully inquire about
handling it in another manner. However, if your
supervisor insists, do not argue.

‘]

Yo

-Your boss likes to know what is going on, - .

but he does not want to be bothered with all the
petty details. Keep your boss advised ~of
personnel problems, proposed changes, and
other important matters.

If you make a serious mistake, tell your
superior about it immediately, rather than wait

¥

6

subordinate
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A

for it to be discovered. Remember also, yot}f
supérior will not want a lengthy explananon of
your actions,
¥
COOPERATION WITH YOUR b%
FELLOW SUPERVISORS . )
°

Frietion and jealousy are
enemies in establwhmg a fedling of cooperation
with- » your fellow supervisors. ‘It i$ the good
supervisor who avoids “back-stapbing,‘”
gossiping, or criticizing fellow supervisérs when
the competition becomes keen. The big thirg to
remember is that you do not rise by criishing
Eventually unkind actions will
boomerang, and if enough people dislike you
you will start failing in your job.

In addition to being cooperative personally,
a goqgd supervisor may sometimes have to

encoyrage cooperation on’ the part of other -
isors. In the long run. it is the person who

sup
is gble to foster and maintain harmony in
relatlonshlps who is needed for the Navy’s key
jObS

-

THE MANAGER POSITION . |

' - s

The first part of this chapter has dealt with
the supervision of personnel. As a DP1 or above,
a good portion of your time will be taken up in
the technical management of the ADP facility.
The data processing technical manager, usually a
DP1 or abave, is responsible for carrying out the
objectives set forth by hxgher authority. The
technical ADP manager must have the ‘authority
to accomplish the responsibilities of the position
and must have the complete cooperation of all
other levels of. management in perforning
job-related duties. In- accomplishing the
objective of the ADP facility, the technical ADP
manager must keep upper management informed
of the pfogress made, as well as many problems
which may arise.

v,

A

Although the procedures for ADP
equipmént vary according to’the purpose for
which the equipment 1s to be used, problems of
management are quite similar among all ADP
installations.” No Navy activity using ADP

equ}'pment is, relieved of the tasks of applying
N— .

your prime

-y

the most economical contract terms, .assuring
proper computatlon of rental and maintenance
costs, accurately recording time, effectively

. using the equipment, and all the other aspécts of

good management.

" All Navy activities that have an ADP facility
should establish or have a reasonable replica of a
Computer Performance Management (CPM)

.program.- A CPM - program is_any structured

-~

effort that measures and evaluates the
performance of installed computer systems in
support of established local upper management
goals and objectives. This subject area is
suggested to assist the DPl and above in
planning and.organizing a CPM" program at all

Navy ADP facilities. The following paragraphs -

provide an explanation of the relatlonshlp
between CEM and the functional respopsibilities
of the ADP facility DP technical manager.
Specific 'responsibilities to .be considered
include: (1) service to users; (Z)inanagement of
resources; (3) communication with upper

management and higher authority;; (4) vendor

and Customer Engineer (CE) rélations.

CPM AND MANAGEMENT

" RESPONSIBILITIES ' )

The problems and responsibilities that. the
ADP technical manager must face are similag to
those encountered by petty officers in other
functional areas of any command. The goal of
maximizing productivity at minimum cost
applies to the DP technical manager as well as
the manager of the engineering spaces of a

“carrier.” Theé BT or EN petty officer’s need for

timely and accurate information with which to
plan for future requirements is as acute. as the
needs of the DP technical manager of an ADP
facility.. But while the growth of computer
technology has helped to ease the burden and
increase the effectiveness of managers in nearly

- every other aspect of command operations, it

has sometimes turned the ADP facility technical
manager’s job into an overwhelming challenge.
The DPl or above may be charged with the
responsibility for ,technically managing a
multimillion dollar resource ashore or at sea ‘t.l_lat
operates at electronic speed on hundreds of

-

s

e
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independent problems at a time. The Navy’s
largest computers can process thousands ‘of

different jobs, from as many different sources,
each day. Except for sporadic messages on the *

operator’s console, and the visible movement of
disks, 'and printers,

work is concealed within the circuitry of th
hardware itself. It cannot be 4
measured, or évaluated without the application

of specialized technology. Yet .many of the:

important decisions that a DP must make about
the ADP resource depend upon a detailed and
precise understanding of these invisible events
and what they signify. ”

Consider a few of the decisions that the ADP
fagllity technical manager faces nearly every
workday.

1. Are user cqmplamts about poor service
Justlﬁeq“’

2. If so, what is the most economical and
feasible
cause(s)?

3. If not, what kind of human factor may
have led to user dissatisfaction and how should
the facts about Semce levels’ be communicated
to the user? °

. 4. What improvements could be realized by
minor modificationsto user requirements?

5. How are user-requirements expected to
change in the next | to 5 years, and with what
affect on present resources?

‘6. As for the facility itself, how many
operator shifts are needed to handle the exnstmg

. workload?

7. How should the computer room be laid

" out to optimize operator efficiency? =

8. What kind of 'background should be

- required of support and opetator personnel, and

what kind of training should they rece1ve after

_they arrive?

9. I*sthe amount of downtime the system
suffers reasonable, given the ' state of
contemporary hardware electronics and software
engineering?

_10. Is the apparent slowdown in throughput
durilg prime time ‘hours (0700 to 1600)
acceptable to users? To upper managment?

ot

3

most of what .
determines how well a computer system does ¥, € s

observed,,

way to ‘remove or miimize the °

1-12
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11. Is ‘there anything that can be done with

the present

performance during prime hours? | .

12.1If so, will the beneﬁts justify the cost of
the enhancement? e

13. If .not, where is the bottleneck in the
" system and what is the most cost-effectwe way
to alleviate it? g

¢ Questions like these could fill the entire DP1
and DPC rate training manual. The point is that
having reasonable and well-documented answers
to these questions largely determines: the
effectiveness with which a DP manages an ADP

facility, instead of merely supervising it. The -

fact is that good supervision and good
management go hand-in-hand in the control,
operation, and financial budgeting of an ADP
facility. The answers to the preceding questions
will provide the Navy with substantial dollar
savings, or significantly enhance’a commniand’s
ability -to carry out its mission. The most
1mmed1ate objective of a CPM program is to
m in control *of a complex, costly, and
critical resource threugh, thorough
understanding of .how that resource performs.
Supervisors and managers must be aware of the

ADP management’s greatest responsibility is
to its user. They are the reason the ADP facility
exists and the reason you, as a DP, are stationed
in the billet at your parent command. Although
specific user needs cannot be stated for every
command, several categories of user
requirements do app€ar to be common at all
ADP facilities. These common requirements are
"(1) timeliness (2) accessibility (3) reliability and
(4) availability. These requirements are discussed
in the following paragraphs.

"

TIMELINESS.—Most ADP users have

s deadlines to meet and rely on the computer to

P

18

program perform more effectively and .
¢ efficiently. . L )
-User Requirements
é -

!

" alternatives 1hat  are available to make the -

configuration to enhance its._ac.

-
v
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help them to meet these deadlines. This is as
factual during a project’s research’ and
development phase as it is in _the production
phase, and is reflected in the user’s need for
rapid turnaround time. In order to meet these
system demands, the ADP technical manager
must know all system turnaround time
requirements, and whether the ADP facility is
meeting these. Personally surveying users is not a
. bractical approach tp defining such requirements
and waiting for the user to complain is no
solution for monitoring levels of service. The
ADP téchnical manager should obtain detailed
information from system accounting log files for
each job class. This entails the number of jobs
submitted 'and the percentage of jobs meeting
predetermined turnaround times. This type of
information is invaluable"in resolving questions
about batch job turnaround time while the job is
actually in the system. (See figure 1-1.) If a
critical delay is outside the system, the
production control logging procedure should
record actual batch job submission and pickup
times, and should include manual operations
such as reading in cards, bursting output reports,

Although degradation of turnaround time by
a few seconds is not noticeable to the mainframe
batch user, an equivalent delay in response time
can be very irritating to the remote batch
processing (RBP) unit or remote terminal (RT)
user. The development of system software has
made it possible to accurately measure RBP and
RT response time at a large number of ADP

facilities. From management’s view this
information is very helpful.
ACCESSIBILITY.—The location and

quantity of remote batch processors and remote
terminals can do much to affect a user’s attitude
toward an ADP facility. A user who has
difficulty in finding an unused terminal will have
little-tegard for the ADP technical manager’s
efforts to satisfy immediate requirements.
Measurement techniques can be used to record
the port numbers and sign-on IDs of every
remote access to the mainframe Central
Processing Unit (CPU). The ADP technical
manager should analyze this data and make
suggestions to upper management for a more
balanced placement of available terminals, if

pulling input tapes, etc. needed. & T
N .
100 % — -
: CLASS B
o — e e e I — — LOWER CONTROL
X% ] / ) LiMIT .
' -
¥
] .
% OF JOBS MEETING
GUARANTEED TURNAROUND; ’
TIMES Caa
\ »
0% 7 T T 7 —
i 2 3 4 5 "6 (WEEKS)
FREQUENCY: WEEKLY -
NOTE A CONTROL LIMIT IS A VALUE PERFORMANCE CRITERION: -
CHOSEN BY THE ADP TECHNICAL : T~

MANAGER AND UPPER MANAGEMENT,TO
REPRESENT THE BOUNDARIES OF aN
ACCEPTABLE PERFORMANCE FOR A
PARTICULAR SYSTEM VARIABLE

4

L. X% OF ALL JOBS IN EACH CLASS SHALL SATISFY THE
GUARANTEED TURNAROUND TIME REQUIREMENTS OF THAT CLASS,

Figure 1-1.~Sample turnaround time report for management.
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RELIABILITY.~A brief system crash
(software or hardware abort) may have little

impact on the total turnaround time of a hatch® '

user’s job, but it is unnerving to a user sitting at
a remote terminal wondering when the system
will come up ‘again and how much work may
have been lost in the process. Without sufficient

A A

AVERAGE LENGTH OF
SYSTEM INTERRUPTIONS

(MINUTES)

"information as to the frequency and duration of

system crashes, the ADP technical manager has
no real feel for the quality of service that is
being provided to the users. Simple logging
procedures such as mean time between failures
(MTBF) and mean time to repair (MTTR) can
provide this information. Figure 1-2 is a sample:

4

UPPER CONTROL
LiMIT

MAXIMUM LENGTH OF ANY
SYSTEM INTERRUPTION
(MINUTES)

(DAYS)

UPPER CONTROL.
LMIT

FREQUENCY OF SYSTEM
INTERRUPTIONS

(DAYS)

N

UPPER CONTROL
LIMIT

’

R

3

3

A *
FREQUENCY: DAILY

(QAYS)

PERFORMANCE CRITERIA:

I. THE AVERAGE LENGTH OF SYSTEM INTERRUPTIONS

SHALLBE LESS T

N X MINUTES.

2. NO INTERRUPTION SHALL LAST LONGER THAN Y MINUTES.
3. THERE SHALL BE NO MORE THAN Z INTERRUPTIONS PER DAY,

AN

Figure 1-2.—~Sample report of system (eliability for upper management.
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~

report for upper management showing the .

reliability of the system._

AVAILABILITY. —System avarlablhty is
usually defined as the percenfage of scheduled
and unscheduled time during which the
computer.system is operational and available to
the users. There i$ another aspect of avarlablhty,
however, . which concerns the nature ~of
scheduled time itself. Complete® system
dedication for. a single purpose should be

. minimizing setup.

avoided during prime work hours,: if ‘at all -

possible. Information concerning the magnitude
and types of demands covering several weeks can
bé used to determine the appropriate hours of
scheduled time for each user or project.  °

4

SCHEDULING-

Scheduling is one‘)f the most important and .

difficult jobs of an operating installation.
Schedules should be tight enough to preserve
valuable machiné time, yet flexible enough to
allow for set up time, manual operations in case
of errory, and unavoidable delays. Scheduling

requirethgnts will  generally be determined by.

the characteristics of an installation. The

followmg cases present two extremes:

EEt
yigidly prescribed standard application .

2. An orgdnization that provides service for
a multitude of users
Most installations fall somewhere between
- these, extremes, and the scheduling must: be
tailored to meet the needs of the particular
installation. Operating’ under rigidly prescribed
stand4rd applications normally ensures a

rélatively fast tunaround. With a multifude of

users the turnaround time depends on. the totgl

workload, and the distribution of this workload.
" To do an effective, job of scheduling, the
schedule must be realistic. A realistic schedule
allows for buffer periods. The basic reason for
buffer time involves the required coordination i in
time of several activities in a data processing run.
Perfect coordination of all activities cannot be
expected.

¢ .

s

‘,ti-

The value of ‘scheduling specific “time for
program testing has been proven by experience.
A continuing need for test-time is evidenced by |
the development of new applications, and
maintenance _ and ~improvement of existing
programs. ’ .

To keep setup time,to a minimum, optimum
scheduling must be employed. Also useful in
time is intelligent
programmmg which keeps to a minimum the

mber of changes of tape reels, disks, and other

ipheral equlpment .

A typrcgl example of a daily operating’
schedule is shown in figure 1-3. The average
computer task is 30 minutes or less. Scheduling
in one 1 hour blocks allows for special setup
time, buffer time, and a good mix of other tasks.
This schedule shows 24 hours across the top.
Auxiliary, remote, and system components are
shown in the left margin. The codes in the time
blocks will let the operating shift supervisor plan
the job mix on the.system with a reasonable
degree of advance planning during the day. For
better turnaround time®ind testing for the user,
as much of the system as possible should be left

-open during prime working hours for regular _]Ob

An installatlon .that operates w1thm‘

" just’about doubles that of the processor.

mix, remote batcl-.processing and remote
terminal use. Howevér, this will not be possible
100 percent of the time.

[y

In addition to scheduhng testmg tlme, all
production runs must be scheduled to ensum
utilization of the equipment. In the case of
standard runs, they should not ¢xceed certain
set limits on *mput/output (I/0) and running
time. Reasonable limits can be deter&nmed only .
through:'a study of -the systems environment.
For instance, do all applications utilize alt I/O
time? The norm usually’TEVeals that I/O time

.2

Special nonstandard runs that exceed the set
time limits for standard runs usually are run at
night in a busy installation. Insthe case of often
expected longer runs, it might be>feasible to

Jrave a monitor with an automatic interrupt

feature. With this system the computer can
alternate between standard and special Tuns.
Some time may be lost each time an interrupt is
required, because appropriate storage of all

-
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conditipns within the main processor is required
at the time of the interrupt. But this loss is
normally insignificant compared to
improvement in the overall cpmputer utilization.

‘Scheduling Operations

Scheduling operations cannot be a.hit or
miss proposition. Machine utilization at al} times
should be in accord with a predetermined
schedule. The schedule should give the operating
group either a specific listing of jobs to be done,

Q

I

*

“-ora spec1fic tlmetable of the ;sequence in which

the

1-16

jobs should be processed. lnpuf data availability
and all demands for machme time ‘should be
coordinated and reflected in the schedule. The
schedule must make proyision. for regular
production runs, special | requests, Pprogram

.

ADP_OPERATING SCHEDULE . oate: \
N PRIME HOURS, & ~ 3 ' _/
0700_ 0800 0900 1000 HOD 1200. 1300 1400 1500 1600 |I700 1800”1900 2000 200 ETC — o= — —— — —m —
R cPU \ 1 I . ®
3 - . . ¥ ) .
SokaBeEow | R%M MIRY Ry
00k & BELOW - R |[5vR [Rim seR | 8 - /-
" Jlsox e seLow 23 bore [y egf © §
200K 8 BELOW SPR st -, | /-
~ {201k & asove [R3m | RamfRam R o] gl RAMIR M o) - /
; - , ' .: .
TAPE UNITS . Rl N . .
W Ix I xIn)xtx |4 ]x 2 lsmlv | vl lyval v~ .
@/1x |x {x | x|x 7y » vl v iviv:] v - /
(3) A Ly X v | & A v I x * b 8 v’ v o~ Vs v I 'y /
@ [a dx|x [vwix [x fe x| x]x [rv T Tvle \ -
5 Ja lx tx Iwix Iy l7Ztix [ x{x]viglx{v] x]- \ )
© Jx Ix [« [+~ x [ lelxTadx IaTx x| = \
{ WK oisKs T~ TF (
. 0 2 Ix [ X Jx st X ssmlvr | vl aler ]
@ | iaxalxlrixYxledlalalgatv o]~} o /-
{3) M lx v Ixa lx |v IrerdiafyiE s o [\
W e bmly 1o e a2 x~0s x|l e -/
READER A oM i (avdr Iy VIR T Al xa¥ ja=dne) o [ o] /
FPRINTER x Ix Ix Tavrl g ix b ja ] & A Nl g | o - > \
PUNCH A oM 5( X X A X x X | X {yvlmtx-| o | orle ‘ J
ome103 .| x x [k e i vk [x & SCR $PR . 3
TERMINALS A//\/V\,/\_/N\ — . S ™~ T \/(
"""~ . : - - ~ . .
' . . R X
e g
. | cooE oeFiniTiON: .- t e
’ RUM 2 REGULAR JOB MiX OETERMINEO BY SHIFT SUPERVISOR FOR BATCH ANO TERMINAL J0B | ™ ol
SPC g)scasou;.so PROJECT BY JOB CLASS FOR OEVELOPMENT ANO TESTING - ®
+ SCHEOULED PROOUCTION RUNS \
su + SCHEDULEO MAINTENANCE . <.
< BEING UTILIZEO BY REQULAR JOB MIX .. .
&% BEING UTILIZED By OTHER THAN REGULAR MiX
—— Y a,
- .
€, . . . .
* . Figure 1-3.—Typical daily operating schedule. . 78.84

testing and assembly, unscheduled mamtenance, )

and rerun time. 4
Scheduling can be considered as the act of
screening all requestsQ for machine time and

allocating time on the basis of optimizing - -

machine usage, meeting . all - prearranged
comntitments, reducing- idle machine - time,

8
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minimizing personnel overtlme, and designating
suttiment time for con{jngencies.

‘There are several ways of establishing an .

effective schedule. Basically, " the scheduling
operation is spread out over ‘a time period.
Repetitive requirements may be planned as’ soon

as they are known. For example, if a spécnfic* .

report 'is to Be prepared on a.specific date and
the time requirement is two hours, this can be
-planned, because the requirement will remain
static for as long as the job exists. Further, the
approximate time of day can be specified
according to the availabiljty of-input data or the
need for output data.

A%reliminary schedule should be devised on -
a monthly basis and should include recurring
jobs. "In developmg this schedule, an
examination of ‘the following factors will
provide enough information to dutline
operations. throughout the month.with some
degree of accuraOy

1. Is thxs a repetitive run or a one-timé
request?’ If it is repetitiye, is it permanent or.
. temporary? .

2. Does the volume of data vary from one
run ta the next?

3. Does the production time take into
account setup time?

4. Is the availability of the mput data
always on time or lS it often late and
incomplete?

5. Does the mput data require extensive
setup time?

6. Are there occurrences of poor data’
preparatlon or invalid qontrols"

7. *'What are the number and type of data
- errors and.exceptions encountered?

8. What is the relationship’ of one
application to another—can the-setup funetions
be consolidated to facijitate setup time?

.There. are -many things which will cause a-
variation in’ setup timé. Examples include
individual operators, .the number of manual
interventions requlred for.a given program,/and
the mode of operation at the data processing
center. Historical data that will aid in making
reasonable estimated of setup time can be
accumulated. i .

(

Estimates of progfam running time should
be included with requests for machine time. The
programmer can determine this estimate in the
" final stages-of testing the program. An example
of a machine time request!form is shown in
figure 1-4. Note that the entry “estlmated

"anmng ‘time" does not include setup time or
provision for error recovery. These should be
estimated by the scheduler and added to the
programmer’s time estimat

The followmg questions should be answered * .
for each installation before scheduling °

- procedures can be established: -~ - :

1. Who determines the priority and
sequence of procesgmg and issues schedule
commitments? °

2. *To whom are requests for .machine time
made?

3. From whom do machine operators
receive final machine schedules that indicate the

" actual job processing sequence?

-

A .
REQUEST FOR:

ASSEMBLY
TEST
PROCESSING
PRODUCTION

JO8 NO.
DATE

REQUESTED BY.

-

UNITS REQUIRED CPU

MFCM

ROR

PCH
ROR=~PCH
PRT .
TAPE ORIVE
0ISK
ORUM
OTHER

[4

&

Q000000000

ESTIMATED RUNNING TIME
SETUP TIME
ERROR RECOVERY
COMMENTS:

P

Figure 14.—40!; request.
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The answers may differ greatly among

installations, dependmg on the nature of the
processing done, the size of the installation, the
organization -of management,.and the extent of
" computer operation. '
Several scheduling techniques may be
applied during the scheduling penod to
. determine the final sequence of processing. They
are summanzed below;:

Pnonty System.—For many reasons, -one

program can take precedence over another. It .

may be determined, for example, that all the
requests from the supply department will receive
immediate attention, ahead of the requests from
other departments. It may- be that priority is.
dictated by the processing sequence of an
- application, or priority may have to be decided
on the basis of a subjective evaluation. .
‘Normal Frequency ~Regularly scheduled
-(that is, repetitive) jobs may_take precedence
over all others. In some cases repetitive work
may not be required on a specific date and can
be processed within a specified range of time.

* Demand. Jobs may be accepted
processed in stnct chronological sequence, as’
requests for processing time are received.

Combination of the Above.~In most
installations, actual scheduling is a combination
of 41l of the preceeding techniques. *

When scheduling machine time and when

reviewing machine utilization, distinction must

H
-

' ) -
and

be made between different categdries of time.
This is of value for analysis, and for pI'OjeCtIOIlS\
of machine requirements. If machine utilization
analysis is done manally, forms used for
schedulmg machine time should have room for
the actual time used to be posted after the fact.
Fhe Daily Log form, illustrated in figure 1-5, can
be useful ip this respect. However, the layout is
« NOt an lmportant consrdératlon as long as there
is provrsron for the followmg categories of time:

«

1. Productron time— trme used for

* processing an application.

2. Asseémbly time—time used for program
-assembly or comprlatron ,

3. Testing tlme—trme used for program
testing,., whether used by - operatlons\\or
programmmg

4. Training time~time used for training
operatlon or programming personnel.

> Preventlve. mamtenance —regularly
) schéduled time when the machine is to be made
avadable for maintenance. v
© 6. Unscheduled maintenance or
downtime— qny time that computmg equipment
is under mamtenance that has not been
scheduled.

7. Rerun time—time requrred becduse of
either . operator error, data efror, machine
malfunction, ,or fallty inpit or output media.
Whenever a job mlst be reprocessed fhe reason
should be indicated.,

‘8. Buffer trme—rdle time allowed to give
some schedule protection for unpredrctable
events during processing (example is a fire dnll)

.

-«

. s .

N T athe
DAILY LOG
- . TIME ERRORs | COMPONENTS
g N USED
RUN : 4
DEPT B T REMARKS
NUMBER . ) - slsle
PRODUC-[ /¢ I TEST-| TRAIN-A BUFF- » L - R EEEARAE ‘
- ON|OFF | 1oy | asSEMely| M| | " |eml oomnfrerun| g [omien [Macuine | user | B| S| 5| (5| 8|5
| ' j :
. P S R . ! A _‘___J ] N
’ 78.77
. : Figure 1-6.~Daily Log.
- \ N l‘l 8 » *
Ll
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A 3 ’
The amount of ddta and logging by hand

shoul t be duplicated if the system software
has automjted logging capabilitigs. ¢

: Run S¢ eduKtqi_ . ,

Use of the run scheduling method permits
estimating the completion time of any run,
assuring the user when delivery can be met. For
each individual operation, the setup time, start
time, and completion time must be specified.
Undgr this method it is necessary to develop a
program for setting’ accurate time standards and
an adequate internal communications system,
For each job processed of the following
minitum information is required;

o -
-_ 1. The availability of input data

2. The volume or number of items handled
or produced' e

-3, The identification of the” computer or
work center assigned to do the operation =

4. The time necessary “to set up each

’ required operation

5. The required running time for the job
6. The knowledge of ‘the exact status of the

. un and its inputs and outputs as it relates to

.

-

other runs ‘

Scheduling by Shift

When shift scheduling, periods of time are
allocated for various types of processing such as
production, testing, compiling, and
maintenance. Instead of attempting to do the
detailed planning normally associated with run
scheduling, each application is assigned to a

H

specific shift or portion of the shift. No attempt .
is made to specify when, within the time period, .
. the processing is to be’started. At the beginning

of each time peried, each ‘shift supervisor is
provided a list of runs that must be completed
during the period. It becorhes the responsibility
of . the -shift supervisor to determine the best
sequence for doing the processing, or whatever.
In short, the shift supervisor is responsible for
the detailed scheduling within a shift. '

°

PRODUCTION CONTROL
AND SCHEDULING -*

In ‘discussing scheduling, ‘it becomes
apparent that some of the production control
functions are highly interrelated with scheduling

computer operations. For instance, realistic

scheduling is quite dependent on routing of
work. - Dispatching of work is dependent on
planning and reporting. Howevem. whatever
technique i§ used, a good production control
and scheduling system_¢an reduce cost and be
responsible to the user. Since computer time
runs at a fixed rate of speed, the techniques to
get the work done fastergenerally involve a new.
setup, scheduling, and handling techniques. A
portion of the usable time of an ADP system is
consumed by assembly, compiling, program
checkout, sort,%o,ther get-ready work to
keep it running shoothly. It is this get-ready
phase which offers a fertile area for cutting costs
through better scheduling and handling.

USER SUPPORT '
- / .

. Support functions such*as training seminars,
user consultations, manuals, and regular center
news bulletins are perhaps the most elusive user
requirements to determine and evaluate.
However; analysis of this type and frequency of
of existing vendor products, and
J¢s to support personnel usually
¢ ADP technical manager with enough
information to make intelligent and timely

training and staffing decisions (figure 1-6). -

Additionally, the diligent logging and analysis of
user problems and complaints may help to-
alleviate similar future problems. -

' RESOURCE MANAGEMENT |

The most obvious responsibility of the ADP
" facility technical manager is the direct control of

resources (equipment, space, personnel, etc.).
The technical manager must continually balance
resource costs against the requirements of the
users. Having to work within_an allocation
budget, the ADP technical manager may- find,
over a time, thgt costs increase to the point thht

1

o




UPPER CONTROL

NUMBER % USER LimiT

INQUI

. S— - (WEEKS),
. 2 3, - 4. . 6

FREQUENCY: WEEKLY -

PERFORMANCE CRITERION:

L. THE NUMBER OF INQUIRIES TO THE USER SUPPORT - -
GROUP SHALL NOT EXCEED X PER WEEK.

0Figure ‘I’-G.—sample report for upper management on user support. ,

\ - R L * > “ ¢

they exceed the command’s allowable budget
This may be due to increased civil service’
personpel costs (ashore), “decreased demand,
* nflationary increases in the cost of equipment
and supplies, or procurement of additional
hardware or software.

For ADP facilities with civil service
employees, one solution to cutting cost is a
cutback of civil service ‘'overtime. Elimination of
underutilized peripheral equipment, elimination

unneeded operator shifts, and tight control of '

-supplies are direct cost savings resulting from
computer performance evaluation efforts. *
- Resource management also involves planning
for the future. Thls implies that the ADP
technical manager must have detailed
information congerning *+ the current
workload—its history of growth, its present
resource demands, its likely eéxpansion in the

. future. The number of_ jobs completed per
month, the percentage &f utilization of major
system resources, and the hours’.of system
availabilitfy are§several’ _measureg, applicable to
this problem. Perfor: ame data 1s,‘thus valuable
not only for enhanc:%'g ﬂ;& present system, but
also for planning future resource requirements.

%MMUNfCATING WITH
UPPER MANAGEMENT -

1

Thew{ADP technical manger has a
responsiBility to report to upper management
(civil service or military) on the ®status,

pefformance, and requirements of the facility.

The reports should include, at a minimum,
summary information concerning the previously: |
discussed areas of responsibility. The form of
such reports is the responsibility of each pa},rent
command’s upper management. This “rate
training manual/ can provide only general
suggestions and nonauthontatlve guldance as

* follows: .

1. Status reports should be regular, con01se,
and preferably graphical ingature. '

2., 5The amount of ififormation, reported
should not’ exceed upper management
requirements. “Too much, - too _often” is-a
problem. commbOn to. many perfoﬂnance
reporting schemes &

3. Information should be at a level of
abstraction which upﬁer managemen/,can easily
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digest and understand, but sufficient to support
the decision-making process. -

4. The reports should conpare the facility’s
current level of performance against a set of
predefined performance goals.

" Performance measures are thus not only a
basis for satisfying the informational needs of
the ADP technical manager, but also an effective
means of communication between different
. levels of upper management responsibility
within the command.

VENDOR RELATIONS

~

Although the increase in purchased ADP
equipment has aroused considerable interest
regarding ADP equipment maintenance, it is
fundamental that whether the equipment is
* leased or purchased, the user must be assured of
its reliable operation. Consequently, the data
processing  technjcal manager must devete
. special attention to scheduled and unscheduled
mamtenance to assure an uninterrupted flow of
products to the user. Also, continued review of

maintenance can avoid unnecessary data
processing equipment costs.
The following common maintenance

classiﬁcations, and definitions are used:

CORRECTIVE MAINTENANCE (CM).—
Maintenance performed by the technician
(contraétor or Government) which results from

required, and therefore, on an

hgs(:h eduled
basis.

'

PREVENTIVE MAINTENANCE (PM).—
Maintenance performed by the . technician
(contractor or Govemment) which 1s\{e31gned to
keep the equlpment in proper operating '’
condition and which is .performed on a
scheduled basis.

ntractually, to keep the equipment in
first-class operatmg condition. It is, therefore,

)3

equipment failure and which is performed as.

" Close liaison with the vendor’s local
'répresentative on maintenance matters is
encourage’d. The vendor is required,

*

mandatory that there is a complete
undersfanding on all equipment maintenance
matters between the ADP facmt% and the
vendor’s representative.

4

«=- Local upper management must be
thoroughly knowledgeable concerning all terms
and conditions of pertinent contracts. In the
maintenance areas, as in all others, these terms
and conditions must be applied with care to
ensure that the best interests of the Navy are
served.

The Navy, in recent years, has expanded its
potential to maintain ADP equipment with its
own personnel, namely for that ADP équipment
being employed aboard ships, remote locations,
and security areas. When in-house maintenance
capability is employed, the scope of the data
processing technical manager’s responsibility will
increase.

Close coordination with assigned DSs is
mandatory for proper maintenance. The
technical manager’s attention shquld also be
focused on such items as stock levels,
replenishment of peculiar parts through vendor
distributors, and the host of problen)s associated
with in-house supplies.

INSTITUTING: A COMPUTER
PERFORMANCE MANAGEMENT
(CPM) PROGRAM

_Although measurement and evaluation
techniques are available to support the efficient
and effective management of an ADP center, the
question facing today’s (ADP technical manager

- is how to introduce this new technology into the
facility. How often should the information
obtained from-performance data be reported to

. upper management, for example” In what form
should it be reported? What is the ADP technical
manager’s role in instituting CPM procedures?
The following paragraphs: present a number of
such issues that should be considered in
inaugurating a performance maqagement
program.

- . v «
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CPM Reporting .

Figure 1-7 dépicts the life cycle of a typical
computer system, progressing from an analysis
of requirements to the final installation,
operation, and enhancement of the selected
system. In each phase of the computer life cycle,
measurement and evaluation play major roles in
satisfying the informational needs of the ADP
technical and upper. manager. As noted earlier,
performance data is ~as useful during the
requirements analysis phase as it is during the
system enhancement' phase. Every'Navy ADP
facility, regardless of size, should have some
form of reporting during each -phase of its
system’s life cycle. (See SECNAVINST
10462.18 series.) R

The types of data to be collected and:
reported should be determined not by their
mere availability, but by the informational
requirements of upper management. These

.informational requirements are in turn compiled

by the ADP technical manager’s scope of.
responsibility. Eachs report should provide a
hJstorlcal trend of the center’s performance
which i$ updated on a regular basis (depending
upon the nature and importance of the
information), and should contain specified
performance criteria. These criteria may be
ttanslated into control limits on the
performance charts. A control limit is a value

* chosen to represent the boundaries of acceptable

performance for a given system variable. Some

of these variables and their associated control -

limits may be ‘“‘objective directed’—that is, they
dndicate the facility’s ability to meet certain
specified ombjectives (e.g., 1-hour average batch

g

" turnaround time). Others are *“process dlrected ”
.indicating the level of performance of mtemal

system r}sources (e.g., the CPU, disks, or
memory). When control limits are exceeded, an
exception ,report is generated and, when
appropriate, an‘ in-depth study may be
recommended to determine the specific cause(s)
for the exception and approprlate remedles for
correction.

Determining control, limit values is highly

dependent on the constraints and resources of
the ADP-facility, and indeed on the goals of the
command. Frequently, past performance has

* been used as a standard against which current

performance - evaluated. - Althquigh" past
performance does not neocessarily mean goéod:
performance, it is a reliable indicator of the
baseline system’s natural reaction to vanous
workload demands. -

Fmally, the performance reports generated‘

by an ADP facility should always remain highly
visible, espec1ally to its user ¢ommunity.
Publicajjon of ‘“performance charts” in the
facility’s regular newsletter is an excellent
vehicle for accomplishing this. .

EVALUATION. AND IMPROVEMENT

An effective ADP installation involves the
use of skilled data .processing technicians and
expenslve complex equlpmsnt To employ these
resources in an optimum manner demands
continuing analysis of the operation. The
establishment of good operating procedures and
techniques does not necessarily mean that ghese
methods will always be the best for continued
operation. Changes in production requirements,

.‘ e
REOURENENTS REQUIREMENTS VENDOR svsrs\c\ e
TS | _gu| SPECIFICATION AND|__g, >  DELIVER > SYSTEM . SYSTEM i
ANALYSIS * REQUEST FOR EV‘SA;S::T'?:"“D msmtmau. OPERATION ENHANCENENTS
PROPOSAL ACCEPTANCE |
< M
.
78.166
Figure 1-7.—The computer system life cycle. .
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¢

=4
¢vork10‘ads, and ‘equipment necessitate
continuous review of present procedures in an
endeavor to obtain optimum results through a
-minimum,of effort and cost.

Most Department of the Navy activities and
contractor operations are required by
SECNAVINST 10462.18 series to report on the
equipment utilization and application. Although
SECNAVINST 10462.18 series specifies the
format for thesé repbrts,.most activities require
utilization data for their own use above and
beyond what they are required to report.

The, collection of operating data, analysis of
utilization and performance, and continuous
review of existing procedures are factors which
can be used for evaluating the effectiveness of
existing data processing- systems
impréving the original plans.

When practical, results of the analysis can be
presented in chart form displaying trends. These
shoulds illustraté to the technical manager the
trend of the operations and point out areas
which need detailed attention. Other results may
b€ in report form for future guidance. Principal

As an ADP technical manager, you should
have a clear understanding and definition of the
scope of your responsibilities"and requirements
from upper management. The objectives of any
reporting program should be established and the
information requirements should be defined in’
order to ensure that only pertingnt data will be
collected. The nature of the actual reports to be
produced, the frequency with which-they should
be produced,. and the performance criteria

“ related to each should be determined. The

.and ,for .

review areas of an installation’s operations are:

1. Equipment utilization
2. Utilization rates
~3. Benefits

AN
N
N

4 ~Equipment capabllltxes
5. Rpower effectlveness
6. \Maintenance - ¥

7. Production sthed ing
8. Adherence to the®nstallation’s approved
data processing program

GEMENT’S ROLE"

. The scope and objectives of the
should be clearly established from the
beginning so as to preclude any misconceptions
and unnecessary data collectlon Perhaps most
importantly, subsequent “control and review by
the. ADP technical manager is needed to
guarantee that the program
meeting the ’organizﬁtion’s,infc_)rmational needs,
in addition to ensuring that the morale of
program personnel is'maintained.

-

e ADP facility“technical manager should

is continually -

1-23

reports should reflect enough, and ONLY
enough, information for upper management to
function effectively within the scope of their
Tesponsibility and higher authority require-
ments.

*A “successful CPM program requires skilled
personngl who are mtlmately familiar with the
computer resources being measured and. the
tools being used, and who have. the ability to
properly analyze and interpret the measurement
data.

Any chMm program, or its equivalent type of
program, should undergo a. periodic review at,
least once a year. Changes in informational
needs’ should be reflected in new CPM reports.
Existing reports should be examined to
determine their current relevancy. Too often at
d Navy command, reports continue to be
generated when there is no longer a need for
them.

IMPROVEMENT THROUGH
EVALUATION
The technical manager of an - ADP -

installation should be on constant.lookout for
ways in which to improve the operating
efficiency of the installation. Improvements may
be made occaswnally on the basis of sudden
inspirations but, “more likely than not, they are
the result of a careful review and analysis of
existing reports, procedures, machine usage,
operation, and experience. Cooperation on the
part of all personnel concerned, from upper
management to data handlers, is essential if
improvements most beneficial to an ADP facility
are to be realized.

)
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Improvement of Reports.—All reports being
produced by a data processing installation
should “be reviewed at least annually to
determine if the preparation of each report is
justified, and if any changes can bg madde which
will improve their quality. Increases in job
requirements often result in the establishment of
new reports, -some of which may contain
information similar to that'in reports presently
being prepared. It may be possible to
consolidate two or more reports into one that
will provide recipients with the required
information, resulting in substantial savings of
time and money within the ADP facility.

Improvement of Procedures.—Changes in
report requirements may necessitate é§tablishing
new operating procedures or modifying existing
procedures. New procedures which are put into
effect without first analyzing existing
procedures may overlap’ or duplicate’ work
already being performed. On the other
hand, cancellation of' job requirements may
eliminate some of the job steps in existing
procedures. In the interest of realizing the most
efficfentsopperation, all operating procedures
should be reviewed from time to time to
determine whether any changes are required so
tRAT procedures may serve the most useful

purpgse.
£

Improvement of Machine Usage.—One of
your principal objectives as a technical manager
should be to achieve maximum utilization of the
data processing equipment for which you are
assigned control. Maximum value is assured only
when such equipment is used productively to
the maximum extent possible during a regularly
scheduled work shift. A careful analysis of.
machine utilization over a period of time may
reveal several important facts. It may réveal that
certain machines are standing idle for several
hours each day during the “slack period” but are
used extensively for overtime work during a
peak period. Machine rental rates generally are
based on a stipulated charge for a specified.
number of hours of operational use time for
each machine during a calengdar montl.
Additional charges accrue when equipment is
used in excess of the operational use time. In the
interest of economy, the operating schedule

v
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should be analyzed and revised, if possible, to
provide for more evenly distributed work

throughout the rental period, thus reducing peak. )

workloads and the amount of extra use charges.

In, some cases ‘an analysis of machine
utilization ‘may .indicate consistent idle time for
certain machines throughout the month. While
this may. be construed to Mean that jobs are
being performed in the most efficient manner, it
means also that room for improvement still
exists if maximum value is to begfierived from
the equipment. In this case, you should search
for additional work which will produce results
of value to the recipient without placing an
undue workload on any given machine required
for the job. . r

Improvement of Operation.—When
productive tools are provided for performing
jobs betfer and faster, there is a natural
tendency to forget the job the PERSON is doing
and to concentrate attention on the job the
MACHINE is doing. While data processing,
equipment may perform many of the detailed,
repetitive, and rcgutine functions, the operator
still performs important duties which the
equipment cannot do. The operator must
exercise the functions of control, analysis,
judgment, decision, and evaluation, -which
remain the most important aspects of a given
operation. Operation efficiency will vary,
depending upon the “training and experience of
the operator and the nature of the job.

As equipment with greater productive
potential is brought into use, the THINKING
function of the operator increases -in
importance. To illustrate, consider the
difference between an operation performed with
an accounting machine and one performed with

‘an electronic data processing system. If an
. operator using an accounting machine fails to set

alteration switches correctly, a worthless report
may be produced. When the error is d}s’eo €red;
the only corrective action necessary is to set the
switches, correctly and rerun’the report. If a
ADPS is being used, however, the operator may’
accidentally use master tape reels for a writing
operation, and by inserting write rings, destroy
valuable records which ‘'may be extremely
difficult or impossible to reconstruct.

~
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. gJPast performance records determine the_

standard operation efficiency which the
technical mdnager uses when assigning time
requirements to various jobs and when
establishing schedules. It-should be the objective
of each technical manager to raise this standard
gradually and continually. There are a number
of ways in which the operating standards of data
processing installafion can be raised. A
continuous on-the-job training program should
be. instituted and maintained for machine
operators. *Manuals of ppocedure containing
accurate operating instructions for all jobs
performed should always be available to
operators.” ‘Morale should be kept high by
prometing better working conditions, improving
administrative relationships, and by being fair
and impartial. Above all, a technical manager
should exhibit those traits which mark an
individual as being a real leader of people.

Use Idle Time Productively

" Another method of improvement is to use
idle /machine time for productive pruposes.
Som¢ of this idle-time may be used in relieving
the \peak workload period, as indicated
previoggly. Other ways of reducing idle time
include preparing additional reports in those
areas not previously mechanized and adding
more record-keeping functions to the machines
when it is economical to do so. The economies
that can result from mechanizing additional
parts of the record-keeping activities- of an

organization can well justify the cost. When idle -

machine time is employed for additional work,
the cost may be negligible compared with the
results. , .

The use of idle machine .fime is more easily
controlled for Electrical Accounting Machjne
(EAM) applications than it is for EDP systems,
Sometimes it may be found that one facility
cannot possibly find enough jobs to keep its
hardware in full-time operation. In this case, the
possibility of sharing the system *wifh another
organization should be investigated. . (See
SECNAVINST 10462.16 series; Subj:
Government-Wide Automatic Data Processing
Sharing Program.) In this way, maximum
utilization of the system may be realized, while

at the same time lowering the operating costs for .
the facility and providing services to additional
users.

PERSONNEL EVALUATION

The efficiency of machine operators must
be “considered when assigning time factors to
various jobs and establisking schedules for.ADP
operations. Likewise, the skill and experience of
programmers must be considered when setting a
target date for completion of a program. In
either case, evaluation generally is based on a
comparison of an individual’s capabilities against
standards established from past performances of
skilled personnel. . )

When evaluating the work"m Tachine
operator, it is impOrtant to consider traiming and
experience. For a new opgrator the number of
cards processed on EAIidp\equipment or the
number of ertors made on a computer systam
are not so important as how much improvement -
is being made. This ttend is the best indication
of the type of production that can be expected
in the development of each operator. The
efficiency of an operator should: be measured
against established standards only after a level
rate of production has beee\nheached.x

Skill and experienc ust be taken into
consideration also when evaluating' the
efficiency of programmers. A new programmer
may require an excessive amount of time and
mays encounter considerabte difficulty during
early attempts .at writing programs. -These
programs may require extensive desk checking
and machine testing before they ¢an be executed
successfully. Eventually, a programmer will have
been writing programs long enough so that
personal-efficiency can be -measured against
expectations. A programmer who measures up
to expectations may be considered qualified. Of
the other hand, it may be better to assign to
other duties an operator who does not have
What it takes to become a programmer,

PROGRAM MAINTENANCE
EVALUTION ° C

Program maintenance should be a matter gf
concern to everyone associated with it. Once " a
program is succes$fully converted to the data
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processing system, it is subject to change.
Experience has proven the need for and value of

_ making periodic chianges to a program after it is
in operation. Some of the more common reasons
for making program changes can be attributed to
such things as:

1. Additional output needs
2. Desire for I/O format changes

3. Normal changes—such as new or obsolete
requlrements

4, Changes in ADP equlpment new or
improved programming techniques, changes in’
aux1hary ‘equipment, etc - .

5. Changes in the scope of apphcatlon

oy
Pl

6. Realization that some aspects of a
program’s results are not acceptable

7. Uhrealisti® input requirements

8. Misunderstandings regarding the output
requirements of the program

9. "A possibleg or unforeseen condition or
oceurrence .

Once a program is released for production,
after final review, and found acceptable under
operating conditions, -it must be completely
documented, as outlined in SECNAVINST

. 5233.1 series; Department of the Navy
Automated Data System Documentation. -This
subject will be discussed in another chapter of
this rate training manual. :

. bnce these areas are covered, the original
programmer should be relieved of most . of the
responsibilities of the /program, and freed to
work on another progktam. Since it is possible
the original programmer> may be transferred
before a program is completed, all programs
should be maintained by a predetermined
section or division. Where major changes to a
program are required, the origina¢ programmer,
if available, may be called on for assistance.

The need for keeping documentation current _
is essential. Procedures must be established to
ensure that changes made to programs are
immediately and completely documented.

The section or division charged with
program maintenance should maintain a-master

-
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copy of each run manual. This master copy has a
twofold purpose;
"1. To prevent loss
program instructions
2® To facilitate the prepaﬁtlon of new run
manuals in the machine room when they
become dirty and/or torn

or destruction ' of

RESOURCE REVIEW AND REPORTS

For the proper guidance and requirements
relevant to the management of automatic data
processing resources and reporting, there are
numerous higher authority instructions and
standards to aid the DP1 or DPC (ADP technical

. manager) and upper management, at all levels of

an ADP command. It is recommended that the
following instructions and standards, with their
references, be rev1ewed semlannually

1. SECNAYV INSTRUCTION 5200.28
series, Information Processing Standards for
Computers (IPSC) Program. (This instruction
will be reviewed briefly later in this chapter.)

2. SECNAV'INSTRUCTION 5230.3 series,

ADP users group program.

3. SECNAV INSTRUCTION 5231.1 series,
Management of Automated Data System
Development.

4. SECNAV INSTRUCTION 523K.1 series, ,
Automatic Data Processing Program Reporting
System (ADPRS)-Resources Accounting. (This
instruction will be reviewed briefly later in thls
chapter.)

5.. SECNAV INSTRUCTION 10462.16
series, Government-Wide Automatic Data
Processing Sharing Program.

6. SECNAV INSTRUCTION 10462.18

series, Automatic Data Processing Review and
Evaluation Program.

MANAGEMENT’S SOURCE MATERIAL

In addition to the various responsiblities and
requirements demanded of a DP1 and above, an

ADP technical manager must make sure that

-
S
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proper publications, directives, instructions, and
reference materials are available for the-crew, [, °
The ADP technical manager’s reference material
should cover the parent command’s ADPE.. It
should also cover all subjects pertaining to pay
grade advancement for all, enlisted personnel
-under the ADP technical manager’s control.

A magnitude of subject area information is
covered in_ the Federal Information Processing
‘Standards (FIPS) publications. Tl{e use of these
publiations was approved by higher ‘authority
in SECNAV INSTRUCTION 5200.28 series,~
Information Processing Standards for Computers

, (IPSC) program. This instruction established the
Information Processing Standards for
Computers (IPSC) program for the Department
of the Navy. It provides the frarework for the

. development and implementation of ADP
standards within the Department of the Navy
and it provides the basis for formal Navy

" support for the international, national, federal,
and DOD levels of ADP standards development.

The Department of the Navy [PSC program
is an integral part of the Department of Defense
IPSC program and is administered in accordance
with procedures of Defense Standardization
Manual 4120.3M. Included within the scope of
the program are areas such as ADP terminology,
problem description, programming languages,
system documentation, * automatic data
processing equipment (AD characteristics,
input/output format and codes, source data
media\and fonts, and software.

. The objectives of the IPSC program are to
identify, develop, and establish those standards
which will: (1) allow the irtegration of
management information systems; (2) enhance
information interchange through.the use of
standard or uniform data links and terms; (3)
facilitate the developmeént of machine
independent computer systems; (4) make
general use of related standardization efforts of
ADP organizations; and (5) enhance the ability
*to interchange computer routines and programs
among divers¢ ADP operating environments.
Further, the program is to’implement standards
on” a ’sustained;, realistic timetable that
anticipates and facilitates planned changes in
equipment and related systems. The final |
* objective is to avoid proliferation of premature
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' including the data format for im

standards which inhibit ADP and information
systems’ research and development efforts. .

It is suggested that every ADP facility’s ADP
technical manager gnaintain acomplete Federal
Information Processing Standards register. The
FIPS publication is a gepd daily reference and a
ready ‘reference to study for advancement in
rate, as noted on the current advancement in
rate bibliography, NAVEDTRA 10052-( ). The
FIPS publications are used as a prime source of *
information to write advancement examinations

" from E4 through E-7. The suggested secondary

reading list to b_e studied before an advancement
exam should contain, as a minimum, the’
following current issues of FIPS publications: 1,
2, 3-1,7, 11-1, 14, 15, 20, 21-1, 22-1, 24, 25,
26, 30,31, 35,41,42-1,48,49, 53, and 57. The
following paragraphs give a brief synopsis 5T the
recommended reading list of FIPS public’ﬁiqns: i

 FIPS PUB 1: CODE FOR INFORMATION
INTERCHANGE.-This document provides

. administrative, policy, and guidance information

relative to the implementation and utilization of
the standard code for information interchange.

It is generally applicable to the representation of

charactercoded information in information
interchange and files used in data processing,
communications, and related equipments.

‘ FIPS PUB 2: PERFORATED TAPE CODE
FOR INFORMATION INTERCHANGE.—This .
document provides administrative, policy, and
guidance inTormation  pertaining to the -
implementation and utilization®of the standard
perforated tape code, for informatioh
interchange. It is ‘generally applicable to the
representation of character-coded information
on perforated paper tape used with data
processing, communications, and related
equipments. : ’
FIPS. PUB 3-1: RECORDED MAGNETIC
TAPE FOR INFORMATION INTERCHANGE
(800 CPI, NRZI).—This document specifies the
recorded characteristics of 9-track,
one-half-inch-wide magnastic computer tape,
plementing the
Federal Standard * Code for Information
Interchange g3t the recording density of 800
characters per inch (CPI).
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FIPS PUB 7: IMPLEMENTATION OF THE

AND RELATED MEDIA STANDARDS.—This
FIPS: 'publication provides further details
covering the implementation of subjects covered

in FIPS PUB 1, 2, and 3-1.

FIPS PUB 11-1: DICTIONARY FOR
INFORMATION PROCESSING.-This
document provides administrative, policy, and
guidance information pertaining to the
utilization .of the American National Dictionary
for Information Processing (X3/TR-1-77Y, This
DICTIONARY is to be regarded as a guideline

for general use thréughout the Navy to help

promote a common understanding of
information processing -activities. Its use is
encouraged but is not mandatory.

FIPS PUB 14: HOLLERITH PUNCHED
CARD C(ODE.-This standard specifies the
representation of the Federal Standard Code for
Information Interchange (FIPS 1). in
3 l/4-inch-widﬂ, 1 2-row, rectangular-hole
“Hollerith” punched cards, and is used in Fed-
eral information processing systems, commun-
ication systems, and assoc1ated equ1pments

FIPS PUB 15: SUBSETS OF THE
STANDARD CODE FOR INFORMATION
INTERCHANGE.-This publication provides
three subsets of 95, 64, and 16 graphic
characters, derived from the Federal Standard
Code for Information Interchange (FIPS PUB
1), which was' adopted from the American
Standard Code for Information Interchange
(ANCII) (X3.4-1968). These subsets are used in
Federal printers, display devices, punched card
equipment, and other data processing or
communication equipment which utilize a
character subset less than the full 128 character
set of FIPS PUB 1.

.FIPS PUB 20: GUIDELINES FOR
DESCRIBING INFORMATION
INTERCHANGE FORMATS.-This FIPS
publication provides guidelines which identify
and describe the various characteristics of
formatted information that should be
considered whenever formatted information is
interchanged. The objective is to clarify and
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improve the documentation necessary to
effectively provide, process, or use the
information involved. The guidelines provided
are to be used throughout the Navy as a
checklist for preparing effective documentation
of formatted mformatlon intercharige.

JFIPS "'PUB 2I-1: COBOL.-This FIPS
pubheatlon announces the adoption of the
American National Standard COBOL
(X3.23-1974) as the Federal Standard COBOL.
T ‘ANSI publication defines the elements of
the COBOL programming language and the rules
for their use. (The standard is used by
implementors as Mhe reference authority in
developmg ‘compilers and by users for writing
programs in COBOL. The primary purpose of
the standard is to promote a high degree of
interchangeability of programs for use on a
variety of automatic data processing systéms.
The COBOL language is intended for use with
business-oriented applications.

FIPS PUB 22-1: SYNCHRONOUS
SIGNALING RATES BETWEEN DATA
TERMINAL AND DATA COMMUNICATION
EQUIPMENT.—This standard specifies the rates
of transferring binary encoded information in
synchronous serial or parallel form between data
processing terminals and data communications
equipments that -~employ voice band
communication facilities. -

FIPS PUB 24: FLOWCHART SYMBOLS
AND THEIR USAGE IN INFORMATION
PROCESSING.-This publication establishes
standard flowchart symbols and specifies their
use in the preparation of flowcharts in
documenting information prodlessing systems.
This standard applies to any Navy information
processing operation where symbolic -
representation is desirable to document the
sequence of operations and the flow of data and
paperwork.

~
'

FIPS PUB 25: RECORDED MAGNETIC
TAPE FOR INFORMATION INTERCHANGE *
(1600 CPI, PHASE ENCODED).—This standard
specifies the recorded chardcteristics of 9-track,
1/2-inch-wide magnetic computer .tape,
including the data format for implementing the
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Federal Stan{ard Code for Information
Interchange at cording density of 1600
characters per inch (CRI). It is one of a series of
Federal Standards implementing the Federal
Standard Code for Information Interchange
(FIPS 1) on magnetic tape medid.

. FIPS PUB 26: ONE-INCH PERFORATED
PAPER TAPE FOR INFORMATION
INTERCHANGE.-This standard specifies the

. physical dimensions and tolerances of
l-inch-wide paper tape, including the size and
location of the performations used for recording
information. . )

FIPS PUB 30: SOFTWARE SUMMARY

. FOR DESCRIBING COMPUTER PROGRAMS

" AND AUTOMATED DATA SYSTEMS.—This .

" publicatioi provides a standard’ software

summary form together with instructions for ..-

describing computer programs and/or automatic
data systems for identification; reference, and
dissemination purposes. )

’ FIPS PUB 31: GUIDELINES FOR
AUTOMATIC DATA PROCESSING PHYSICAL
SECURITY AND RISK MANAGEMENT.—This
publication provides guidelines to be used by
Federal organizations in structuring physical
security programs for their- ADP facilities. It
treats security analysis, natural’ disasters,
supporting utilities, system reliability,
procedural measures and. controls, off/site
facilities, contingency plans, security awareness
and security audit. It contains statistics and
information relevant to the physical security-of
computer data and facilities, and references
many applicable publications for a more
exhaustive treatment of specific subjects.

N

FIPS PUB 35: CODE EXTENSION
TECHNIQUES IN 7 OR 8 BITS.—This standard
specifies methods of extending the 7-bit code of
the ASCII (American Standard Code for
. Information Interchange) (FIPS 1), remaining in

a 7-bit environment or increasing to an 8-bit

environment, and builds. upon the structure of

=~ ASCII to describe various means of extending
' "the control and graphic sets oIt code.

FIPS PUB 41:

] COMPUT§R SECURITY
GUIDELINES FOR

IMPLEMENTING THE

* Computer

- characteristics of a recordegd magnetic -tape file

-PRIVACY ACT OF 1974.—The Privacy Act of
1974 imposes numerous requirements upon .
Federal agencies to prevent the misuse "or
compromise of data concérning individuals. This
standard provides a handbook for use by Federal
oOrganizations in implementing any computer
security safeguards which they must adopt in
order to implement the Act. They describe risks _
and risk assessmerit, physical security measures,
appropriate information management practices,
and computer systemﬁtwork security controls.’

'

FIPS PUB " 42-1 GUIDELINES FOR::
BENCHMARKING™ ADP SYSTEMS IN THE
COMPETITIVE PROCUREMENT
ENVIRONMENT.-These guideline provide
basic definitions and recommended practices to
assist Federal agencies in organizing their
benchmarking efforts.

»é

FIPS PUB 48: GUIDELINES ON
EVALUATION OF TECHNIQUES FOR i
AUTOMATED PERSONAL IDENTI:
FICATION.-This guideline describes
methods for verifying the identity of  users
seéking to gain access to computer systems or
networks via terminalsr Criteria are given* for
.evaluating the effectiveness of perspnal
identification techniques. System consideration
for inclusion as further Safeguards to data

* confidentiality are indicated, as a supplement to

personal identification.

FIPS. PUB 49: GUIDELINE ON
‘COMPUTER PERFORMANCE
MANAGEMENT: AN INTRODULTION.—This
guideline provides general assistdnce to Federal
ADP managers in planning and organizing a
Performance Management (CPM)
progtam. - v

FIPS PUB 53: TRANSMITTAL FORM FOR
DESCRIBING COMPUTER\, MAGNETI€ TAPE
FILE PROPERTIES.—This publication provides
a standard magnetic tape transmittal form
(SF-277), together with, instructions for
providing the necessary information on the
form. The standard magnetic tape transmittal
form, Computer Magnetic Tape File Properties
(SF-277), will be used by Federal agencies to
document the physical properties and.

J
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needed by the repéiving agency to process the
tape.

FIPS PUB 57: GUIDELINES FOR THE
MEASUREMENT OF
COMPUTER SERVICE RESPONSE TIME AND
TURNAROUNDbTIME.—These guidélines define
measures and. describe methodologies for

measuring interactive computer networ‘k‘

services.
FIPS ACQUISITION_

. In addition to the ﬁre\;io.usly listed FIPS
manuals, the- ADP téchnical manager shoyild
acquire all publications, instructions, and

directives listed on the DP’s Blbllography sheet

(NAVEDTRA 10052« )).” The American.
National Standard progrdmming language
FORTRAN manual (ANSI X3.9-1978) was
adopted 15 November 1978 and was apprOVed
for voluntary use by the Departments of the
Army, Navy, anid Air Forcs.-'All FIPS and
approved ANSI manuals can be ordered ot DD
Form 1425 from U.S. Naval Publications and

Forms ™ Center, 5801 Tabor Avenue,
Philadelphia, Pennsylvania, 19120. ,

- - )
ADPPRS ¢ .

Most ADP commands are required to submit
certain reports to er authority. One of these

INTERACTIVE

reportin procedixres is covered in.SECNAV °*

INST §238.1 series Department of the Navy

(DON) Automated Data- Processing Program
Reporting System (ADPPRS). The senior DP in
the command (the ADP DP technical manager)
will ‘probably be responsible for the sybmission
of this report. v

The -ADPPRS. is the DON’ system,
implemented to collect data, that should be
submitfted to a Government-wide Automatic

Data Processing Management Information
System (ADP/MIS), . administered .and.
maintained * by. the General: Services

Administration (GSA). Data maintained in the
ADP/MIS concerns the inventory -and use of
automatic data processing equipment (ADPE).
The information obtained from the ADP/MIS is
used to present appropriate information for the
aftention” of ADP management, assist in
negotiating improved terms and conditions for
federal supply schedule contracts, records the

, ADPE acquisition history,’ isolates improper

utilizatioxi practices, gauges sharing potentials,
enhances reutilizagion possibilities, evaluates
equipment purghase opportumtles, and
otherwise assists in the effective acquisition and

.management of ADPE and related resources..

Spécml government design (SGD) tactical
ADPE and analog computers are- fu119 exempt
from the -reporting requlrements .of.- the \
ADPPRS. SGD tactlzal ADPE is both integral to

o a combat weapon of space system, and is built ‘

[

.

/ | Control Fields Data g:rlzjm%,l;:s Format . %
UA | sA - MA D
. UI,C (Unit Identification Code) ~ x " x X:
(BC (Command/Bureau Code) X | -
SIN (System Identification No.) T X X X
Component Serial/ID No.\ .
Activity/Contractor Nam? X
: - P . ) . ’
{. Figure 1-8.~ADPPRS contro} fields and types of:cards. .
- 130
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or modified to special government design spec-

ifications. An analog computer is a computer
which represents variables by physical analogies.
In gefieral, an analoé computer uses an analog
for each_variable and produces analogs as
outputs, whereas a digital computer counts
descretely. - _
ADPPRS data is to be reported in
accordance with SECNAVINST 5238.1 series to
COMNAVDAC, code 91. There are ‘four
categories of'data submission format cards. The
four categories are ( 1) ADP Unit Identification,
card type is UA; (2) ADPE System Inventory,
“card type is SA; (3) ADPE Component
Inventory, card type is MA; and (4) ADPE

System Utilization, card type is D. Figure 1-8
shows .a matrix of tontrol fields ‘and types of
ADPPRS cards with the data elements required
for each data submission transaction. Certain
data elements (control fields), shown in figure
1-8, are common across all aggregations of data
and for all data submission formats prescribed
for ADPPRS in SECNAVINST 5238.1 series.

Every DPl and above should review
SECNAVINST 5238.1 series on a semiannual
basis.  The material and reporting procedures
contained in this instruction are too voluminous
to include in this chapter but will be used 1\n rate
advancement examinations. ¢

Ly PN
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ADP, ORGANIZATION AND PERSONNEL

-

- —

The organizational structure of the Navy’s
automatic data processing community has gone

through many significant changes since 1977. As -

a DPI or DPC, you should know management
strategies, e.g., methods of personnel
acquisition, the delineation of personnel
responsibilities, and the organizational structure
of an ADP organization. These and other major

areas’ of concern.are presented in this chapter as ~

information/guidelines only. The suggestions
contained in this chapter are not the only means
of organizing an ADP installation.

+

PERSONNEL ADMINISTRATION

Personnel administration is-the management
of people. Thé administration of naval personnel
involves recruitrhent, classification, training and
development, assignmgnt and
transportation, - discipline, advancement,
personnel records,” personnel .accounting,
performance evaluation, separations; * and
retirement, us well as providing morale services.

N

L4 fad i
S

RESPONSIBILITIES

The objectives of personnel administration
.in any  organization are (a) to supply the
organization with a number of pegp.le sufficient
to man the billets or work stations of that
_organization, (b) to effect. the best. possible
distribution of people throughout the
organization, and (c) to ensure maximum

utilization of personnel. Manpower management °

determines personnel requirements and ensures

the effective usé of available manpower.

Concepts of personhel administration and
«

rotation, -

e

. CHAPTER 2 -
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manpower managefient are equally applicable to
the Navy, business corporations, educational
systems, anq research organizations.

Naval manpower management and personnel
administration are engineered to cope with
personnel problems inherent at a.% organization
levels. Additionally, it must cops with special
problems posed by the size of the Na , the
variety of its functions, the global scope.of its
Operations, the mobility of its forces, the rate of
change and complexity of its technology, the
tumnover and rotation of: its personnel, ‘and the
requirement to develop and implement its own
training programs. \ )

To cope with these formidable problems, the
Navy utilizes personnel specialist to.aid in the
planning and implementation of procedures and
actions. These specialists and others who have
responsibilities and duties connected with
manpower management and personnel
administration are, in turn, supported by a
modern data gatheting, Processing, and reporting
System which provides timely and accurate
informatior; necessary to make decisions.

Responsibility for manpower management in”

: the Navy begins with the Secretary of the Navy,

who has an Assistant Secretary for Manpower
and Reserve. ..

N,

MANPOWER MANAGEMENT
Manpower management includes planning,
statistical forecasting, Balancing, and approving
manpower requirements. These requirements
relate to the specific numbers and kinds of
military billets required by each activity (sea or
shore) to perform its assigned mission and tasks.
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Billet and shore position requirements must at 5. To relate support manpower
all times adequately provide for operational requirements within the shore establishment to
readiness, augmentation of the fleets, .the changing demands of the operating forces
maintenance, administration, training, and 6. To minimize responsg time for
seafshore gotation. Planning and control of  "manpower information by responding rapidly to
manpow£and the ‘effective utilization of management queries
manpow meet such requirements are proper 7.0 To ensu at manpower requirements
functions of management (command) for AAhe maintenance and operation of new
coordination. * pons, equipment, systems, and initiatives
. : fare known far enough in advance of fleet
CHIEF OF NAVAL OPERATIONS <ntroduction to allow their consideration in the
’ programming cycle and to allow the
Management of Navy military manpower is a development of requisite- personnel skill levels
~sesponsibility of the Chief of Naval Operations, and ,
who has a Deputy Chief of Naval Operations for 8. To provide reliable planning information
Manpower and Naval Reserve. The officer to personnel inventory managers, both military
assngneci to this billet is also the Chief of Naval and civilian, so they may assess the feasibility
Personnel, which illustrates the close and impact of manpower management actions.
relationship between manpower management
and personnel administration. (Marine Corps MANPOWER SUPPORTING
manpower ‘management is a responsibility of the ORGANIZATIONS . o
Commandant of the Marine Corps.) Military .
manpower management i§ a function of Wh‘le policy control and direction of the
command and operates through the military Navy Manpower Requirement System is vested
chain of command. | in the Chief of Naval Operations, important
. The manpower requirements resulting ffom support for these programs is provided by two

the systems a{x,d..}ubsystems described in major field components, the Navy Manpower
ction

OPNAY Instru 000.16 (series) provide the and Materidl Analysis Centers, Atlantic and
base from which-flans are developed to procure, Pacific (NAVMMACLANT/NAVMMACPAC).
train, and- agsign personnel. The Chief of Naval ~ The purpose of these commands is to apply
Operationagf directs and coordinates the work study and management engineering
development and implementation of the techniques throughout the Naval Establishment
manpower planning system with the following in order to document and " recommend (by

—

objectives; - . means of onsite surveys, special studies, and

ra - evaluation of material maintenance support), the”

1. To determine minimum military and optimum use of manpower and material
civilian manpower requirements to achieve resources in carrying out assigned missions.

approved operational and mission demands Additionat~esponsibilities include stocking and ,

2. To provide staffing standards for maintaining manpower listings for the Naval

functions performed ashore and afloat, based on
recognized management and industrial -
engineering techniques and . objective
determinations of workload

promulgated manpower documents; operating
the Naval School of Work Study; and

analyses and work study functions as may be
3. To provide.a system for the aggregation - directed by the Chief of Naval Operations.
of manpower requlrements information at the
various levels above the activity level HOW MILITARY MANPOWER
IS ACQUIRED
4. To support and justify Navy manpower _ / .
requirements during all stages of the Planning, The senior DP nfay be required to
Programmmg, and Budgeting System participate in planning the DP allowance when

2-2
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Establishment; storing and issuing all -

performing such other manpower or material .
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~ordered to a “new construction” biMet or
assigned. to a command acquiring an additional
or larger computer system. It is also zrobable
that the current allowance is ineffecfive and™ -
‘Tequires adjustment to meet the, command’s
present ADP gequirements. Requesting new or
additional allowances requires'a khowle dge of all
the skills that are required in a computer
installation. The following paragraphs provide an
overview of the events related to establishing
manpower requirements and should be valiable .
to the senior DP involved in allowance planning.

Military manpower requirements are
included in the Department of Defense Planning,
Programming,” and Budgeting System, This
system operates on an 1&month cycle and is
“repeated annually. Events-in this cycle which aré
necessary for the development and authorization
of Navy. military manpower requirements are
briefly summarized in the following paragraphs.
This information is provided to enhance the
understanding of how manpower is acquired.

Intelligence is collected and an dppraisal is
made of any potential threat to the security of
the nation. The President, the National Security
Council, and ‘the Department of Defense are
involved in these actions. ‘

Based upon national policy, a strategy is
developed - to meet any thfeat to national
security. This strategy is developed by the Joint
Chiefs of Staff (JCS).and submitted to the
Secretary of Defense.

The Secretary of Defense issues the Defense
Policy and Planning Guidance, and also fhe
Material Support Guidance (draft Logistics
. Guidance), . ]

Based upon the planned strategy and the
Secretary of Defense Guidance, the Joint Chiefs
of «Staff identify requirements and objective
forces necessary to meet the threat under the
policy: guidance. These r®uirements and
objective forces are not fiscally constrained in .
these planning actions. -

The Secretary of Defénse then issues to the
J(%‘ a PManning and Programming Guidance
Memorandum; Fiscal Guidance and Material
Support Planning, Guidance; and Guidance: for
Program Objective Memoranda/Joint Force
Memorandum Preparation.

"annual recommendation to

The JCS submits to the Secretary of
Defense a Joint Force Memorandum. This

,memorandum contains fecommendations for

forces and resources, rationsle and risk

" assessments, These recommendations are fiscall

constrained to conform to the Riscal Guidance
Previously issued by the Secretary of.- Defense.

Based _upon the™ ¥CS™ Joint Force
Memorandum, the military departments, and

defense agencies develop and submit program

objectives memoranda (POM) to the Secretary
of Defense. Each POM -contains forces and

‘resource recommendations with rationale and

risk assessment. The POM is. fistally constrained
to conform with the Fiscal Guidance previously
issued by the Sécretary of Defense. The POM is
developed by fiscal year, and is concentrated

two fiscal years in advance of the current ﬁscal,,’

year. It includes planned projections of forces
programmed for eight fiscal years and manpower
programmed for five fiscal vyears.” It is
emphasized that “the reqiired forces are first
determinéd, then manpofyer requirements
neeessary to support the planned forces are
determined. Therefore, manpower requirements
are first introduced into the system during the
development of the POM. The Department of
the Navy’s POM is the Secrettghry of the Navy’s

e Secretary of
Defense for the detailed application of
Department of the Navy resources.

Upon receipt and” analysis of each military °

department’s POM, the Secretary of Defense

. issues program decisions. These decisioris include

intended adjustments in the POM submissions.
Rebuttals to these decisions 'may. be submitfed
by the military departments; then final program
decjsions are issued.

When “program decisions are f%alized,
departments/agencies submit wto the SECDEF
budget estimates * for the budget year. The
budget year is usually the fiscal year in advance
of the current fiscal year and is the first program
year of the Five-year Defense_‘Plan (FYDP.

Upon receipt and evaluation of the ‘budget
estimates, the SECDEF issues program. budget
decisions and submits the Department _of
Defense budget,as part of the President’s budget
submitted to Congress. .

* L,
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MANPOWER AUTHORIZATIONS

The manpower authorizations (OPNAV

>Form 1000/2) promulgated by the Chief of

Naval Operations. are the detailed expression of
the numbers (quantit¥) and types (quality) of
the Navy military 'manpower authorized for each
Navy activity.

As an integral part of the Navy’s manpower,

Accordingly, changes to an activity’s mission,
tasks, or functions, which'will require manpower

. changes, must be identified to the Chief of Naval

_ Operations a minimum of 18 months prior to

- the beginning of the fiscal year in which the

personnel and training information _system::

_ (MAPTIS), the manpower authorization has the

following uses and applications:

o k. Asan expresslon ofrthe manpower needs
of an activity, it is the authority used by the
Commarider, Naval Military Personngl Command
and the, applrcable enlisted personnel
distribution office to provide requisite personnel
distribution and Naval Reserve recall.

2. It is the basic document for current and
future peacetime and mopilization Navy military
manpower planning in the areas of recrurtmg,
training, promotion, pe'rsonnel dlstnbutlon, and
Naval Reserve recall. .

3. It is .the smgle ofﬁcral statement of
organizational manning and billets authorized.

All Navy mafipower
collectively reflect the ‘total’ Navy military
ntanpower apportlonment resources ' as

authorizations™ '’

authorized by the Secretary of Defense in the .

Department of Defense
Program (FYDP). ThHe total Navy-wide
mobilization military manpower is phased from

the day of mobiljzation through the succeeding"

12 months. Total Navy-wide, manpower
authorizations cannot exceed the end-strength
‘authorized by the Secretary of Defense for each
fiscal year: Mobilization requirements, however,
are not subject to end-strength hmltatrons

The Navy’s annual - program objectives
memorandum (POM) is the primary. vehicle for
proposing FYDP manpower adjustments to the
_Secretary of  Defense. Accordingly, 'any

Five-year Defense - -

D

¥
*

L

uncompensated request fdr manpower increases |

.+should be included in the POM. Once the POM
for a particular fiscal year has been reviewed by
the Secretary, of 1 Defense and Program Decision
AMemorandum (PDM) issued, no further increases
to a prOgram ‘are usually possible. except by
reprogrammmg within existing resources

f
-
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manpower change is -required. This early
notification is essential if the desired manpower
chrange'is to be included in the POM.

. REQUESTING CHANGES TO.

MANPOWER AUTHORIZATIONS

Changes to OPNAV Form 1000/2 often
involve a change to the billets authorized for an
activity,- necessitating the movement of
personnel to fill the revised authorization.
Frequent and numerous billet changes result in
excessive ‘administrative efforts in the
management of Navy military manpower and an
unnecessary expenditure of severely limited
ﬁnancral resources.

Early 1dent1ﬁcat10n of billet changes which
will require the movement of personnel is-
essential if the required personnel are to be
"onboard when needed. In order to -allow
sufficient time for orderly persomnel detailing,
any changes which require permanent change of
station (PCS) orders to a geograplucal area are
‘pro,]ected with an effecfive date at least four”
months from the date of @pproval.

Administrative Chain

* of Command

When‘reduests for changes are forwarded
which include quantity, grade, or rate increases,
but do not identify compensation, the chain of
command makes recommendations regarding
compensation. The Chief of Naval Operations
retains decision authority on all change requests

Commanding O fflcers.o—Ind1v1dual
commanding officers are responsible for keeping
their manpower claimants, informed regarding
the manpower sitilation and for ensuring that
the number of billets (including skills,
paygrades, and special qualifications feflected in
‘manpower authorlzatlons) are the minimum
mrhtary requrrements necessary to support the

Abg zl o
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mission, tasks, and functions of the command..
In order to ensure optimum manpower
utilization, each commanding officer should \
periodically review and evaluate’ manpower
authorizations, ‘including mobilization
requirements, and, when appropriate, recom-
mend changes to the manpower claimant via the
chain of command. Particular emphasis should

be placed on identifying areas in which
manpower may be "saved ‘wnd/or skill levels
reduced thout adverse effect on mission

accomplisiment. The probabi is extremely
low for the approval of incre ¢s for _which
compensatory decreases are not i

following checks should be applie

to change
requests: )

1. Change .requests are to be submitted a
minimum of 10 months-prior to the effactive
date of the desired chefree.

2." Each requested action is to be complete
and accurate and is to include necessa
mobilization requirements.

3. A complete justification—s
provided in each request for a revision.

If*it becomes necessary to request increases

.7 without complete compensation from within the

manpower assets of the activity, a priority for
each of the. requested billets should be indicated
to. aséist/_the manpower claimant in making
recommendations to the Chief of Naval
Operations. Should the identified ‘compensation
be insufficient, 'invalid, or 'un_acceptjable,
« " aPPrqval of only portjons of the request may be
possible. '
" As appropriate, change requests should be
initiated Jto establish new component activities
and required-billef transfers whén detachments
are  established “at locations geographically
separated from the parent activity. Requested
changes should be summarized by -
desigha{tor/grade or rate/ratings. . .

N ’
.

Manpower Claimants.~The ™ manpower
tlaimant is thé command, bureau, or office in *
the administrative chain of command assignegd
the responsibility by the Chief of Naval
Operations for management of manpower
requirements of assigned activities. Requests for
changes -in manpower- authorizations are
forwarded via the chain of command, to t@e

t b

to bg \\

manpower ‘claimant. The manpower claimant
will then forward requests that are
recommended for approval to the Chief of Naval
Operations. Following are some of the specific
responsibilities of the manpower claimant:

. 1. To perform final review of all change
requests forwarded through' the chain of
command and forward those _requests
recommended for approval to the Chief of Naval
Operations with appropriate recommendations,
ineluding comments concerning the applicability
and availability of compensation.

. 2. To ensure that information copies of
‘those change requests- recommended for
approval are forwarded promptly to appropriate
program element sponsors with copies of all
endorsements. .

3. To respond - promptly to requests from-

the Chief of Naval .Operations for specific
activity changes’ required to implement
manpower end-strength adjustments directed by
higher authonty. .
. 4. As necessary, to coordinate with other
\manpower claimants when proposed changes
which affect activities under the command of
oné manpower claimant have significant impact
-on the operational capabilities of activities under
the command of another manpower claimant.

5. When proposing changes in missiorn,
tasks, or functions of an activity, to ascertain
the manpower implications of the proposed

. .change. This ingludes the requirement to arrange

for associated programming of manpower,
quantitatively and qualitatively, in phase with
the change.

6. To recommend to the Chief of Naval
Operations billet quirements | for assigned
activities andsplannee}\mobilization activities

which do not exist in peacetime. *

7. To establish internal manpower analysis
and validation procedures to accomplish a
review of the mobilization manpower °
allocation/requirement plan (M-MARP) which is
Promulgated, annually, by the Chief of Naval
Operations. o )

8. Upon completion ‘of the annual review
of the M-MARP, to submit Manpower
Authorization ™~ Requests (OPNAV Form
1000/4A) to the Chief- of Naval' Operations

‘

N~ \ ’
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(Op-OlBG) “The revision should reflect all

._changes which are required to be made to .

. “!actmty manpower authorizations.

“the

9. As necessary, to . assume ,the
responsibilities “of commanding officers for
planned activities not curreptly in existence.,

e

ORIGINATING CHANGES

Requests for changes will be submitted on
the Manpower Authorization Request (OPNAV
Form 1000/4A), except for the short formatfor
requesting mingr changes. The completed form
is forwarded under a letter which must reference
transaction, number and date of the
manpower authorizatioh on which the
requested-change is based and must include the
justification for the requested.change.

Bold, legible hand printing is acceptabie on

any OPNAV Form 1000/4A submission. The

expense of typing these forms is. seldom
warranted. The expense of photographically

.reducing these forms is never warranted, since

reduced forms cannot be used because a new
manpopwer authorization can be generated only
with a keypunch operation that uses completed
full-size OPNAV Forms 1000/4A.

Officer and Enlisted
Billet Changes

Separate OPNAV Forms 1000/4A must be
prepared in requestigg changes to officer and
enlisted manpow&a/rea/uth.onzamns When either
the officer -or -€nlisted \change request is
prepared, conslderatlon must be glven to all

officer or all enlisted billets in the activity that
will be’ affected ‘by the cha%g“ i

This
consideration includes billets which re's%{\r\'v
pro;ected change to the MARP code or activi

- code.

However, unless a complete reorganization is
being requested only those billets to be added,
changed, or deleted are entered on OPNAV
Form. 1000/4A. The original-and two copies of
the form are submitted to the CNO; additional
copies should be prepared as required for
retention by the- originator and intermediate
addressees.

New OPNAYV Form 1000/2

Approval or partial approval of a change
request will result in preparation ‘and
distribution of a new manpower authorization,

PNAV Form 1000/2, if significant changes are
‘made. However, minor chgnges in most cases do
‘not justify the cost of printing and distribution.
In these cases, most of the ‘data reflected in the
billets authorized may be verified by checRing
the officer data control report (ODCR) for
officer billets and the Enlisted Distribution
"Verification Report (EDVR) for enlisted billets.
The transaction number on each of these reports
should be noted and, compared with the
transaction RQumber on the activity’s latest
manpower authorization. If the number is

“different, then there is probably a minor change

that has been approved which'did not warrant
reprinting a new manpower authorization.

Short Foi:mat For

Requesting Minor Changes

A short format for requestmgjpmor changes
\to manpower authorizations is ‘duthorized to
reduce response time. The use of this format is
restricted to minor changes not requiring
quantitative or qualitative compensation.,Only
requests for changes in Navy enlisted
classification code (NECs) incident to changes in
shipboard equipment, billet title changes, and
correction: of errors noted in manpower
authorizations should be submitted using the
short form. It is not to be used for requesting
additional billets or changes to paygrades..

 The format (fig. 2-1) is adaptable for use in
official correspondence and. messages, but is
intended for use primarily in speedletter format.

The request should be brief and concise, and
should present specific substantiating data which
ncludes equipment identification for NEC
revisions.

The short format may be used only by fleet
and fleet staff units.. When the originator of a
‘request believes that the Chief of Naval
Operations™ can act upon the request without
comment Or ‘:&ommendation by officers in the

chain of command, the request may be sent ™™

directly to the\C&ief of Naval Operations.
. N

Q ‘ . ) : 48
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(Quassification)
(Originator)
(Date)

¥

.

AN

Manpower Authorization (Activity Title), Transaction Number

, descriptions the many diversified

action is not required.
' ~
Copy ta;: R
Administrative chain of command
Prograni Element Spondor '

Specific Action Recommended: Include the estimated time to implement if immediate

! of __ (Date)
,Situatiofl_: Describe changed gre,guireme.nts ;necessitating revision of the manpower
: authorization. Include authority for, or cause of the «changed requirements.
" This paragraph constitutes the justification for the request.
! . >

Billets: Identify billets by Billet Sequence Code, title (if any), designator or rating,
grade and Wwhether base or augment. Indicate recommended changes on a

. separate line.: : . i

.

-

.
.
3

However, copies are sent to the administrafive

chain of command and to-the program elemet
sponsor. .

If additional information should be required
to clarify a requested change, thé originator or
appropriate official in the chain of command
will be informed of the speeific information
desired. ‘ . : "

f
N

PERSONNEL REQUIREMENTS .

The senior DP at an ADP installation. is
usually required to identify.skill requiremients to
satisfy the approprate billet structure
allowance. It is, therefore, important to have a
thorough knowledge of the various tasks and,
skills that are needed at an ADP instaflation. The
Navy assigns billets mostly by NECs. The NECs
available do not, however, truly reflect in their
positions that
could be required in 3 large-ADP organization.
The various DP positions must first be defined.

. ! . ' . ' 2.7

L

P

Figure 2-1.—Manpower Authorization ShorE~Format Change Req;mt.

The descriptio;ls of the.available N'ECs can then

. be screened, and those best filling the various

positions at an ADP facility can be selected.

. As 7a general guide, figure 2-2 will heip
identify the various positions in a large ADP
organization. These positiogs are described in
the following paragraphs. The total number of
personnel required for each billet description

depends upon the mission of the ADP facility,

the required workload, and the ‘required hours
of operation. These factors vary from one ADP

facility to another. The responsibilities and *

duties .for the following billet descriptions are
discussed throughout this ‘rate training manual
and” the DP. 3 & 2 manual (NAVEDTRA
-10264-D).

DATA PROCESSING MANAGER-The
incumbent is the administrative and technical
head of all data processing activities for a
particular ADP facility. The individual in this
billef is responsible for all data . processing

4 . -
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Figure 2-2.—Billets Within a Larje ADP Organization.

performed by the facility, including systems
analysis, admini§tration, programming, and

operations. This individual serves as liaison to -

authorized users of data processing services and
- develops improved techniques and methods for
assisting a commandjs mission.

., STANDARDS CONTROLLER-This
individual coordinates data processing standards
development * and implementation; enforces

methods and performance standards; audits

adherence to the prescribed standards; and
. reports  deficiencies to the supervisor of
development control. .

» ] .

MAINTENANCE
PROGRAMMER

KEY-TO-DISK
SUPERVISOR

KEY-TO- DISK
OPERATOR

KEYPUNCH ©
OPERATOR

r

< p

TRAINING TECHNICIAN-This individual
organizes, schedules, and coordinates all data
processing training activities, inclutling:

1. Departmental instruction for new -
personnel ) ‘.

2. Programmer and operator training

3. Professional technical.development :

4, Management and supervisory training

SYSTEMS ANALYSIS SUPERVISOR-This
person provides technical analytical assistance in
identifying and solving the system’s problems,
deals with personnel throughout the command,
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and is required to coordinate project control and
approval.

SENIOR -SYSTEMS ANALYST-This
individual is assigned to -systems projects to
provide - direction and control within the
specifications of the project schedule. As project
- leader, the senior systems analyst participates in
the project organization and scheduling and i$ in
direct liaison withr the management and
personnel of the user department. The position
carries project (but. not administrative)
responsibility over the systems analysts assigned.
The incumbent fulfills the detailed duties of the
systems analyst, as required. :

«

SYSTEMS ANALYST—Under the' directicn

of a senior systems analyst, the systems analyst
participates in the analysis of systems problems
and the development of probl solutions
concerning hardware and software. This
individual' is responsible for working with
personnel in problem areas and defining the
pertinent specifications of information
requirements and operational needs. The
systems analyst must make formal presentations,
conduct interviews, and submit written reports

for review purposes. .

DATA BASE AD MINISTRATOR
SUPERVISOR-This person is assigned as
central manager of all data bases. The incumbent
manages, controls, and directs the organizing of
the data base management system'and data base
schemas. The DBA supervisor approves all
software and hardware changes affecting
structure and administrative handling of the data
base. -

-

SENIOR DATA BASE ADMINIS-
TRATOR-This irndividual is assigned
. as systems technician to provide direction and
control within command specifications for Dita
Base’ Management Systems (DBMS) and inherent
schemas. As senior, technician, the incumbent js
in direct liaison with systems, programiming, and
user departments for all local data bases.g

DATA BASE ADMINISTRATOR—Under
_the direction of the senior DBA, the incumbent

is assigned as the ADP facility DBA in ‘planning,
designing, developing, implementing, testing,
documenting, and maintaining the entire. data
base environment. The DBA coordinates all data
base activities between management, analysts,
programmers, operators, and users. The DBA
maintains and updates DED/D, the DBMS
schemas, and the other data base support
software.p

PROGRAMMING SUPERVISOR-The
programming supervisor provides technical and
administrative direction to the development of
new programs and maintenance of operational

» programs. In this capacity, the programming

<

-

@

supervisor is in direct liaison with systems
personnel, operations personnel, and
. Tepresentatives of user departments. :

SENIOR PROGRAMMER —This individual is
assigned to programming projects to provide
direction and control within the specifications
of the project schedule. As senior programmer
on the project, this person participates in project
organization and scheduling and is in direct
" liaison with the systems analysis project leader.
This position carries project (but not
administrative) responsibility “over the
" programming personnel assigned. As required,
the incumbent’ fulfills the duties of a
programmer. . o
4 -
APPLICATIONS PROGRAMMER-Under
‘the direction of a senfer . programmer, the
applications prégrammer participates in analysis
liaison with a systems analyst, and creates
#ogram logic structure and codes. Other
¢ programming. tasks include producing reports
and mathematical computations, and
Maintaining information files. This individual
prepares the required logical interfice between
related programs, and assists, as required, in the
*solution of operation ‘difficulties encountered in
existing programs.

MAINTENANCE PROGRAMMER—Under
* the directionn of a senior brogrammer, the
maintenance programmer takes action to

. improve program performance or to correct
deficiéncies. This person also-- performs all
_programming tasks needed—to implement the
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changes, including testing ‘and updating of
program documentation.

OPERATIONS SUPERVISOR-This
individual supervises the operation of all digital
computing equipment, key-to-tape/disk
equipment, keypunching and verifying
machines, and pther media, conversion devices.
In this capacity, the operations supervisor
reviews equipment and personnel performance,
and develops techniques to _improve
performance. The incumbent reviews new
applications and programs, and projects their
effects on eqiipmert operation for management
evaluation. .

SENIOR CONSOLE OPERATOR-The
incumbent , operates and controls digital

computing equipment by means of a peripheral

console device or auxiliary control panel. The
senior console operator prepares the computer
for program processing and is responsible for the
satisfactory completion of each scheduled
computgr operation.

_~ CONSOLE OPERATOR-This individual
operates digital computing equipment with a

console device or auxiliary control panel. Under:

the direction of the senior console operator, the
consele operator prepares the computer for
program processing and operates the equipment
for the completion of a scheduled program.

KEY-TO-TAPE/DISK SUPERVISOR-The
incumbent supervises the operation of the
system computer with associated equipment,
including the keystations, magnetic disk unit,
magnetic tape unit, teleprinter, and superv1sory
console which houses the system’s computer.
This individual also manages and supervises the
preparation of source data entry.

KEY-TO-TAPE/DISK OPERATOR—Under
the direction of the key-to-tape/disk supervisor,
the key-to-tape/disk operator controls computer
equipment by means of a supervisory console;
prepares source data entry materifl for keying
and processing; and displays data on video
screens for immediate verification and
correction.

KEYPUNCH OPERATOR-The keypunch
operator keypunches/keyverifies data as directed
by the key punch supervisor or the supervisor.

-

LY
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OPERATIONS CONTROL SUPER-
VISOR-This individual directs the
control  and coordination of all operational
facilities through supervising library activities,
production control procedures, and operating
standards. This person is also concerned with
developing and énforcing procedures, and in
several instances, with supervising the personnel
who execute the procedures.

A

¥

TAPE LIBRARIAN-The tape librarian
stores and circulates program documentation,
and controls foreign tapes and data maintained
on all recording media. This person performs a
multitude of administrative duties, such as filling
out tape labels, run requests, degaussing control
forms, and security check lists.

All of the previously described positions or
any that may be desired at an installation must
be designated by an NEC. A complete roster of
Occupational Standards, which covers a
thorough list of duties for all DPs, can be found
in the Manual of Navy Enlisted Manpower and
Personnel Classifications and Occupational
Standards (NAVPERS 18068-D).

ADP INSTALLATIONS

Smaller ADP installations are not allowed
the luxury of having specialized people for each

“specialized position. HoweveY, these smaller

installations (such as most ships) do have other
advantiges over the larger ADP installations
ashore. The most evident advantage is that 2DP
aboard a ship is involved with all aspects of the
data processing® “field. A DP aboard ship could be
expected- to function in billets ranging from the
senior systems analyst to a keypunch operator.

The cross-training a DP receivds aboard ship
is very beneficial, allowing this person to
become a completely trained data processor.
The close working- relatioits with the
departments and divisions requesting data
processing services will help the DP aboard ship
become qualified in more occupational
standards before a- DP ashore. This allows for
complete familiarity with a system ‘and provides
an invaluable background for future Navy
assignments and advancesnent opportunities.

17
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Total Memory

Total

No. of Compute‘i Words (W)

Bytes (B)

Purchase Price* N Size

N

. A ”
[

1

greater than or
equal to 100K

greater than or
equal to 10K

greatér than or

Je(iual to 600K

greater than or
equal to 60K

greater than or

equal to 400K

greater than or

equal to 30K

greater than or
equal to 3.2M

greater than or
equal to 180K

greater than or
equal to §1.5M

greater than $500K

greater than $8.0M ~

greater fhan or
equal to $3.0M

Large

Medium ‘

Large

Medium

\

©

Any amount

Anything else Anyllw—se\

Any number

*If equipment is rented, purchase price equals mbnthly rental multiplied by 40.

greater than §16.0M Large,

gréater than or . Medium

equal to $8.0M |
Anything else "Small

Source: Naval Audﬁt Service

Figure 2-3.—~Table for Computing DPID Size.

* - ¢

A senior DPan compute the size—small to '

large—of a particiMar ADP activity’s automatic
data processing installation department (DPID)
utilizing the chart jn figure 2-3. The sjze is based
on total memory size and total purchase price
of an activity’s computer(s). For an activity to.
have-a DPID, it must have at least one central
processing unit (CPU) and one computer
operator. .

For an activity to have a data processing
programming support department (DPPSD), it
- must have an organizational element whose
primary function is to design, develop, or °
maintain application _software/computer
- programs. An ADP activity with fewer than five
programmers/analysts/specialists is not usually
considered to have a DPPSD. The sizes of a
' DPPSD can be determined using figure 2-4.

L2l

A

~

DPPSD SIZE
FOR AN
ACTIVITY

NO. OF ANALYSTS,
PROGRAMMERS, OR °
SPECIALISTS

SMALL
MEDIUM

LARGE

5 T010
Il 7030
30 OR MORE
)

Figure 2-4.~DP Programming Suppoft Department" Size
Configuration.

[

v
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When an ADP installation is classified as a
design/development agtivity, it functions as a
special category for program development
“activites, and may provide centralized
applications systems development and

maintenance. The program develdpment is for .~

standard systems that are run at multiple
_ activities throughout the Navy or at a single
- location providing Navy-wide support. The
organizational structure and/or responsibilities

may vary considerably, but the primary function -

", is responsibility for applications desigp and
development

For  an installation to have a technical
support department (TSD) the activity must
have an organizational element whose primary
function is to provide “generalized technical
support.” Functions performed are normally in
support of hardware, a DPID, a DPPSD, or
generalized software which supports multiple
applications, as opposed to supportlng a spec1fic
user application. Functions "which may be
performed in a TSD include systems software

acquisition, installation, testing, distribution and -

maintenance, performance manitoring,
configuration planning, teleprocessing services,
and standards and procedures. ‘The sizes of R
TSD can be determined using, figure 2-5.

" EQUIPMENT ORGANIZATION

13

,*There are many organizational planning -

needs to be met when a new installation is to be

NO. OF ANALYSTS, TSD SIZE
PROGRAMMERS, OR FOR AN
SPECIALISTS ACTIVITY
47T05 SMALL
5T01S MEODIUM

I5 OR MORE LARGE

Figure 2-6.—Tochnia|§8upport Departmant S|ze
. Configuration.

/

[

P

]

established” or an existing system modified.
Planning for the incoming hardware is concerned
primarily with space, arrangement, and
environment. - In most cases planning for
hardware installation is fairly routine. The
specifications for each unit’s required spacing
(for repair access) and environment (air
circulation, cooling, humidity, raised floor, etc. )
are detailed by the manufacturer.

The arrangement of equipment -should be of
special concern to the senior DP. If possible
locate a noisy prmter outside the system area.
The harsh printer noise and. paper lint/dust may
be harmful to personnel and may contaminate
system hardware. Other problems concerning
hardware tan usually be resolved by consulting
specification books, manufacturers’
representatives, and Data System s Technicians.

NONTACTICAL ADP ORGANIZATION

In 1975, a General Accounting Office
(GAD) report was’ very critical of the ADP
structure in the Navy. Because of the report, the
Navy conducted a reorganization study during
.1976. As enumerated by the Vice Chief of Naval
Material in 1976, the top 10 ADP problems
besetting the Navy were:

1. ADP configuration management—There-
was no control over the use 6f computer
capacity. Many ~times the capacity’ was
exhausted by local techniques. *~

2. Low thresholds—Everything had to be
justified; therefore, staffs were swamped with
paperwork.

3. Improper support of new-projects—New
projects were locally received without .the
addition of necessary resources.

4. Economic justification—This ftequently
prevented standardization across command lines.
. S.Lack of Navy-wide hardware
standardization—Fhis command-line problem
was created by the differentes in development
time of large-scale sy5tems. “

6. Nonstandardization of systems—This was
another command-line problem. Many actmties
duplicated what other commands or activities
had already done’’

7. Insufficient overhead to ‘properly

.manage ADP-Overhead, in this instance,

™
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referred to personnel cutbacks that tended to
reduce the management and planning staffs.

8..Lack of Navy-wide telecommunications®

planning.

9. Lack of standard procedures for
“requesting ADP semce; and managing systems
development.

The study resulted in the formation of the
Naval Data Automatlon Command as a
second-echelon command of the CNO effective
1 January 1977. Third-echelon commands under
NAVDAC are ADPSO (the ADP Selection
Office of the Navy), DODCI: (the DQD
Computer Institute), and a system of from §ix to

10. Lack | of technical standards and eight Regional Data Automation Centers )
enforcement of them (NARDAC). (See-fig-2-6.)
AUTOMATIC - e aAVDAC DEPARTMENT
oata ~ | s+ | ' HEADQUARTERS i
PROCESSING 1 WASHINGTON, D.C. . DEFENSE ‘
SELECTION COMPUTER
OFFICE INSTITUTE,
(ADPS0) N “ (oobCh | 2 -
(WASHINGTON, D.C) (WAsmNGTON,p@\?’
N -
NAVY NAVY NAVY NAVY
- RESLQT’:A‘- REGIONAL - |, REGIONAL REGIONAL
AUTOMATION [ DATA . i DATA . DATA
CENTER' AUTOMATION | o, . | AUTOMATION AUTOMATION
- ( NARDAC) ° CENTER - |3 . [ CENTER CENTER | .o
WASHINGTON, (NARDAC) e (NARD/ ) (NARDAC)
D.C. i NORFOLK - | PENSAC _ SAN DIEGO.
(ESTABLIBHED (ESTABLISH?D RN P&smnusnso . (ESTABLISHED
* MARCHI977)  :OCTOBER 1978) * . < . OCTOBER 1977) ,,, OCTOBER 1978)
. ! T o\a \ R
o L R N .
- o J.', ’ »A FS A
NAVY NAVY ™ 5" 1 % nawy vy oara |-
. ' v '
NAVY DAT REGIONAL - ngngL . REGONAL" AUTOM%TION \
AUTOMATION DATA . {". DATA" ;| ’
' AUTOMATION FACILITY
FACILITY AUTOMATION AUTOMATION: <.
CENTER ¢ (NAVDAF)
(NAVDAF)} CENTER CENER@ :
(NARDAC) PEARL
NEWPORT R (NARDAC) SAN MNagdae) | | o
R, HI
JACKSONVILLE FRANCISCO NEW’ " ORLEANS , ,
(ESTABLISHED ~ (ESTABLISHED - (ESTABLISHED (ESTABLISHED  (ESTABLISHED
MAY 1980) JULYI978) = JULY 1978) OCTOB‘ER 1979) MAY [1980) *
. . . v v M . .
{ ~ . 78.167
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Figure 2-6.—-NAVDAC Commands. N
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NAVDAC’s principal objectives are to » 5. Technical management of all Navy ADP
improve " the effectiveness of ADP systems in activities. - E
support of Navy operations; to exploit all the 6. Navy-wide - ADP policy, , blans, and

potentials of ADP and teleprocessing technology
in multicommand and multifunctional ADP
systems; and to improve the overall management
of the Navy’s ADP resouices.

NAVDAC’s mission, as approved by the
CI*{O, enfails:

1. Collaboration on ADP matters ;vith all
Navy ADP claimants.

-

2. Approval of systems development, and
acquisition and development of ADP equipment
and service contracts. '

3. Sponsoring ADP technology.

4, Career development and training of

procedures.

NAVDACG, in brief, is charged with fostering
broad-hased improvement in the contribution of”

nontactical ADP to Navy operational
effectiveness. NAVDAC’s goals inolude better
planning and coordination (Navy-wide) to
anticipate, budget for, and satisfy ADP
requirements before rather than after they
become critical; standardizafion of systéms and
consolidation of facilities where it makes good
sense; more aggressive and consistent
exploitation of computers and teleprocessing;
career development of ADP professional
personnel; and the formulation of ~ more
resporsive, up-to-date policy and procedures for
the acquisition and management of ADP
resources. A summary of organizational
structure can be viewed in figure 2-7.

personnel.

OFFICE OF COMMANDER

- <.
SPECIAL STAFF

i3

COMMANDER
v . (CODE 00} -

CODE OOA EXECUTIVE ASSISTANT
CODE 00B INSPECTOR GENERAL
CODE 00OC GENERAL COUNSEL

CODE OOE CDEEC 8 CFWPC
DEPUTY COMMANDER TECHNICAL DIRECTOR CODE -OOH SPECIAL ADVISOR
. (CODE 09), {CODE 00T)
-
-~ . b
DIRECTOR
c
ADMINISTRATION 3'2;;20 ;l,‘)ER
{CODE 04) ;
.
&
T I }/
» DEPYTY Tecr::mcm. DIRECTOR DEPUTY TECHNICAL
RECTOR FOR DIRECTOR DIRECTOR DIRECTOR FOR
SYSTEMS EVALUATION Sﬁi{i’;ﬁ osc?EFsTsY:gE' COMPUTER PROGRAM COMPUTER SYSTEMS PLANS, RESOURCES
POLICY AND R oIS, DEVELOPMENT | OPERATIONS . AND SUPPORT
ACQUISITION CCODE 30) {CODE 40} . {CODE 50) OPERATIONS
{CODE 10) ’ {CODE 90)
‘s
| .
78,168

- ..

Figure 2-7.—Naval Data Automation Command Headquarters.
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Chapter 2~ADP ORGANIZATION AND PERSONNEL

NONTACTICAL ADP SUPPORT

As part_ of .the overall [feorganization of the
Navy’s nontactlcal ADP resources and
management, each Navy ~Regional Data
Automation Center (NARDAC) was .formed
from existing facilities and operations in a
particular geographical afea, of which the former
Data Processing Service Centers (DPSCs) formed
the nucleus. The NARDACs have a significantly

broader mission than the DPSCs, and in all

cases the NARDACs were expanded in scope
and responsibility, including assignment of
Navy-wide areas-of ADP technical management
responsibilities. .

The NARDACs provide a wide range of ADP
support services, from assisting potential
customers in defining their requirements to
providing a modern, on-line, real-time

- »

" efficiently, and

teleprovessing environment in which users do,

their data processing.

Each NARDAC is organized ‘under a
standard structure patterned affer NAVDAGs.
NARDACs are also standardized with ADP
¢apability with the UNIVAC ADPE, specxfically
the U1100/40. The standardized ADPE gives the
NARDACs the means to respond rapidly,
economically to the user
requirements in the field.

The NARDAG: have facilities geographically
removed from the NARDAC. These sites, called
NAVDAFs (Navy Data Automation Facilities),
are located in such areas as Pearl Harbor, Hawaii,
and Great Lakes, Ilkinois. They provide onsite
support to major Navy gommands/activities in
areas not otherwise supported by NARDACs or
having special support requirements. The
NAVDAFs also have an orgamzatlonal structure
patterned by NARDAC.
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CHAPTER 3

ADP PHYSICAL, SECURITY, RISK
MANAGEMENT, AND PRIVACY

©

g chapter provides basic information
about automatic data processing physical
security and risk management, and covers the
Privacy Act of .1974. Authonfatlve references
are cited throughout the chapter and are to be
utilized when implementing any type of security
measures. This chapter should not be used-as
- authority to implement any security measure. If
is intended to assist-the DP1 and DPC in
defining specific ADP physical security
requirements. Additionally, it lists referenced
instruction(s)/manual(s) for developing and
1mplementmg sound physical security programs,
and establishes and provides- :background training
for conducting audits of these programs.

N

PHYSICAL SECURITY PROGRAMS

Every ADP organization has, or should have,
an on-gobing physical sécurity program. The
majority of these programs differ as the needs,
requirements, and locations of the commands
differ. The physical security program for a
highly classified de e fense command_would not be

comparable with the physical security program °

of ‘an unclassified, nontactical command. Also, a
physical security program for an ADP facility in
Florida would not require as much emphasis on
earthquake protection measures as would an
ADP facility in California. Planning a _physical
security program is as 1mp011ant as actually
implementing the program.

The DP technical manager of an AD? facility
will derive the most from this chapter if security
is designated as an on-gomg operational function
and if an adequate staff is provided to support
the function. The®general guidelines suggested

3-1

here for developmg and implementing a physical
security program can be summarized as follows:

~
1. Analyze risk as the basis for
development of a security policy.
2. Select and implement appropriate

security measures to reduce exposure to losses.
3. Develop contingency plans for back-up
operations, disaster recovery, and emergencies.
4. Provide mdoctnnatlon and training for
personnel.
S. Plan and conduct continuing tests and
audits and adjust security measures and
contingeney plans as needed.

ADP THREATS

When planning a physical secunty program,
the DP technical manager should be aware of all
the types of threats that may be encountered.
Not every Navy ADP facility will be faced with
each type of threat, especially if the facility is
aboard ship. The impact of a given threat may
depend on the geographic location of the ADP
fac1l:ty (earthquakes), the local environment
(ﬂoodmg) and potential value of property or
data to a thief, or the perceived importance of
the facility to activists and demonstrators or
subversives. Not all threats and preventative
measures can be discussed in this chapter. For a
thorough review of the subject, refer to FIPS
PUB 31 and OPNAVINST 5510.45 series. Sdfne
of the natural and unnatural threats include:

1. Unauthorized access by persons to

'spec1ﬁc areas and equipment for such*purposes
‘as

theft, “arson, vandalism, tampenng,
circumventing of intemal controls, or improper

physical access to information. .
) . .

!
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2. ADP hardwar‘e faitures.

3. Failure of supporting utilities, including
electric power, air conditioning, commu-
nications circuits, elevators, and mail conveyors.

4, Natural disasters, including floods,
windstorms, fires, and earthquakes. ]

5.. Accidents causing the nonavailability of
key personnel. .

6. Neighboring hazards close

such as

/

proximity to chemical or explosive operatlons,

airports, high crime aregs, etc.

7. Tampering with input, programs, and
data.

8. The compromise - of data
interception of acoustical or electromagmetlc
emanations from ADP hardware.

The preceding list of threats to the operation
of an ADP facility contains only a few of the

reasons why each command should have an . -

on-going physical security program that is
adapted to/tailored to its individual needs and
requirements, .Only the most likely and common
threats are discussed in this chapter.

RISK ANALYSIS

It is recommended that the ADP facility
upper management begin development of the
physical security program with a risk analysis. A
risk analysis, as related to this chapter, is the
study of potential hazards that could threaten
the performance, integrity, and normal
operations of an ADP facility. Experience at
various commands has shown that a quantitative
risk analysis produces the following benefits:

1. Objectives of the sectlrity program are
directly related to the missiops of the command.

2. Those charged with selecting specific
) secunty measures have quantltatlve guidance on
the type and amount of resources that it is
reasonable to expend on each security measure.

3. Long-range planners receive guidance in
applying security considerations to such things
asg_iie selection, building design, hardware
configlirations and procurements, software

systems, and internal controls.

through

’
\

‘4. Criteria are generated f8r designing and .

evaluating contingency plans for backup
operations, recovery from dlsaster, and Qilin'g
with emergencies.

5. An exphcxt security policy can .be
generated which identifies what is to be
protected, which threats are significant and who
shall be responsible for execution,,review, and
reporting of the security program.

Loss Potential Estimates «
. Tt

The “first step to be considgred when
preparing the risk analysis is to eftimate the
potential losses to which the ADP facility is
exposed. The objective of the loss potential
estimate is to identify critical aspegls of the
ADP facility operation and to place a monetary
value on the loss estimate. Losses may result
from a number of possible situations, such as: -~

1. Physical destruction or theft of tangible
assets. The loss potential is the cost to replace
lost assets and the cost of delayed processing.

2. Loss of data or program files. The loss
potential is the cost to reconstruct the files
either from backup copies if available or from
soutce documents and possibly the cost of
delayed processing. "

3. Theft of information. The loss potential
here is difficult to quantify. Although the
command itsglf would sustai no direct loss, it
clearly would have failed in its mission. In some
cases, information itself may have market value,
for example, a proprietary software package or a
name list which can be sold.

, C
4.. Indirect theft of assets. If the ADP
system is used to control othek assets such as
eash, items in inventory, or authorization for
performance of Services,: then it may also be
used to" steal such assets. The loss potential
would be the value of such assets which might
be stolen before the magnitude of the loss is

large enough to assure detection. '

5. Delayed processing. Every appliéatiom

has saome time constraint, and failure to

complete it on (oiﬁ-(?chuses a loss. In some cases
the loss potenfial may not be as obvious as, for
example, a delay in issuing military paychecks.

5%
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The ADP DP technical manager and- upper
management should, construct a table of
replacement costs for the physical assets of the
ADP facility. This usually includes the building
itself and all contents. T,

o
° 3

Having made a preliminary screening to
identify the, critical tasks, the ADP DP technical
manager should seek to quantify loss potential

" more 'precisely with the help of user

, Prep%ration of this tabulation, broken down

. by specific areas helps to identify areas needing

spécial attention. While the contents of the
typical office area may be valued at $5 to $10
per square foot, it is not unusual to find that the
contents of a computer room are worth $500 to
$2000 per square fgot. The estimate is also
helpful in planning for recovery in the event of a
disaster. _ ’ : '

-

The  remaining four loss potential types
previously listed “are dependent on the
characteristics of the individual data processing
tasks performed by the ADP facility. The ADP
DP technical manager should review €ach task to
establish which losses the facility is exposed to
and which factors affect the size of the potential
loss. The DP technical managers should call on
‘'users to help make these éstimates.

In order to make the best use of time, the
ADP DP technical manager should .do rapid,
preliminary screening' in order. to ident®¥y the
tasks which appear to have significart loss
potential. A table of preliminary estimates is
shown in figure 3-1. )

representatives familiar with the critical tasks
and their impact on other activities. Mishaps and
osses that ‘could occur should be considered, on
e assumption that if something can go wrong,
it will. The fact that a given.task has never been
tampered with, used for an embezzlement, or
changed to ' mislead management
command is no assurance that it never will be.
At this stage of the risk analysis, all levels of
management should assume the worst.

.

Threat Analysis
' . - & -
The second step of the risk analysis is to
evaluate the threats to the ADP facility. Threats
and the factors which influence their relative
importance were outlined earlier in this chapter.

‘Details of the more common threats are

discussed later in -this chapter and, to the extent
it is available, general information about the
probability of occurrence is given. These data,
the application of common sense, and “higher
authprity. instructions/manuals should be ,used
by the DP technical manager to develop
estimates of the probability of occurrence for
each type of threat. ,

/ .
. FILE " CLASSIFIED/ PRIOR DELAYED MANPOWER
TASK | RUN | RECON- .- SENSITIVE COMPROMISE/ | PROCESSING COST
_|NAME| TIME'| STRUCTION | DATA - ° |[.THEFT OF INFO | IMPACT PROJECT | ESTIMATE
R 1.5/D { Easy No' No ° -~ | Extreme . .lPayroll 1day v
S | Online| V. Diff Yes Yes Extreme . |Operations | 8 hours
T 2.0/D | -Difficult Yes No . Moderate Inventory ‘|1 week .
) N s . . . L (54 ‘t
U b.SﬁW Normal - No- = (- 1 No . - Low Research 6 days
Vv | 0.7M | Difficuit Yes * * | No _Verylow ; |Research |2 days
N ® ) : - K
W 4.5/W Easy No No ’Modergté ‘| Inventory | 3 hours
A v + Figure 3-1 .—Preiimivary Estimates of Loss Potential.
v , ‘ [ ) ’A. ’ T"
o ) 33 ‘ -
¢ i y 3 55-} ' .

in the
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VA

While ~the overall risk analysis should be
conducted by the ADP DP technical manager,
other personnel at the ADP facility can
contribute to the threat analysis and their help

should be solicited. Figure 3-2 includes a list of.

common threats at a shore ADP facility, with
space allowed for’the agency or individual to
contact should the need

DP technical manager should fill in a similar list
with local contacts of help and information.

Annual Loss Expectancy -

The third step in the risk anmalysis is to
combine the estimates of the value of potential
loss and probability of loss to develop .an
estimate of annual loss expectancy The purpose
is to pinpoint the significant threats as a guide to

arise and a
corresponding telephone number for each. The”

AN
the selection of security measures and to
develop a yardstick for determining the amount
of money which is reasonable to spend on each
of them In other words, the cost of a given”

security’ measure should relate to the loss(es) ’
‘against which it provides protectiofi. ‘

To develop the annual loss expectancy, a
matrix of threats and potential losses can be
constructed At -each intersection, ask if the

given threat could cause the given loss. For

example, fire, flood, and sabotage do not’cause
theft-of-information ‘losses, ‘but, in varying
degrees, all, three result in physical destructlon

losses and .losses due to delayed processmg .

Likewise, “internal tampering could cause an
indirect loss of assets. In each case where there
can be significant loss, the loss poten/tidl is
multiplied by the probability of occurrence of
the threat tp generate an annual estimate of loss.

4

COMMON THREATS

SOURCES OF .
LOCAL INFORMATION AND HELP

LOCAL
PHONE :
NUMBER

Fire

Flood

Earthquake -

Windstorm - — ‘

il

Power failure

Air conditioning failure

|_—6&qmmunications failure

~

ADP hardware failure ) -

Intruders, vandals - | & i

" Compromising emanations

Internal theft

Internal misuse

\.::,
- .
LY

i’igure 3-2.—Threat help list.
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/,/
uﬁs

imate of annual loss has been

Selecting Remedial M

of the significant threats and
itical ADP tasks. The response to significant
threats can take one or more of the- following
forms: ’

-
<
o

1. Alter rShe environment to reduce the
. probability of  occurrence. In an extreme case,
this could lead to relocation of the ADP facility
to Qﬂ less exposed, location. Alternatively, a
" hazardous occupancy adjacent to or inside the

" ADP facility could be moved elsewhere.
2. Erect barriers to ward off the threat.

strengthen ‘the building against the effects of
natural disasters, saboteurs, or vandals. (See
OPNAVINST 5510.1 series and 5510.45 series

can be installed to improve the quality and
reliability of electric power. Special door locks,
military guards, and intrusion detectors can be
used to control access to critical areas."

, 3. Improve_ procedures to -close- gaps in
‘controls. These might include better ‘controls
over operations or more rigorous’standards for

P upper management will havé a_

These might take the form, of changes to .

for evaluation guidelines.) Special equipment:

5. Contingenc¢y plans permit satisfactory
accomplishment of command snissions following
a damaging event. Contingency plans include
immediate response to emergencies’ to protect

* life and property and -to limit damage,
maintenance of plans and'materials needed for
backup operation offsite, and maintenance of
plans for prompt recovery following major
damage to or destruction of the ADP facility.
The command’s Disaster Control Plan should
.coincide with the ADP facility’s contingency
plans. . . -

There are two crigeria for selecting specific
rempdial measures. -

1. The anfual cost is to be less than the
redyuction in expected .annual loss which could
be caused by threats. T

2. The mix of remedidl measures selected is

to be the one having tfie lowest total cost. o

~
The first criterion simply  says that there

must be_a cost justification for the security

program-—that it returns' more in savings to the -

ADP facility than it costs. This may seem

obvious but it is Mot uncommon for an ADP

manager ,to call for a .security measure, “to

_ . . comply with higher authority security
 * programming and software testing. - instructions and directives, without firgt ) )
4. Early. detection of harmful situations analyzing the risks. . '
., permits more rapid response to minimize The second criterion reflects the fact that a
damage. ‘Fire and intrusion detectors “are both given remedial measure may often be effective
. typical examples. ) ' 4gainst more than one threat. (See fig, 3-3.)
. hel i _ - s .
= ~— ¢
N REMEDIAL * FTHREATS <
MEASURES . .
' Firq Internal | External | Hurri- Sabotage ,
cn : theft theft | cane \
4 9"' N o _ hd 4 ! 7
Fir¢ detection system | - X ) X-
. "'+ Loss control team X « X X
<Roving guard patrol X X X X
Intrusion detectors X X . X
. Personnel screening - X X
~ On-sité power ’ - "
generator - . , ) X ) S
_ Back-up plan X . X X
A .
. .

" Figure 3-3.~Remedial Measures.
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Since. a given remedial measure may affect
more than one threat, the lowest cost mix of
measures probably will not be immediately
obvious. One possible way tgymake the selection
is to begin with the Ctlg'r?f?having the largest
annual loss potential. sider possible remedial
measures +and list se for which the annual
cost is less than the expected reduction in
annual logss. (Precision in estimating cost and loss
reduction is not necessary at this point.) If two
or more remedial measures would cause a loss
reduction in the same.area, list them all, but
note the redundancy. Repeat the process for the

* next most serious threat and continue until
reaching the peint where no cost justifiable
measure for a threat can be found. If the cost of
a remedial measure is increased ‘when, it is
extende}i to cover an additional threat, the
incremental -cost should be noted. At this point,
‘there £xists a matrix of individual threats and
“remé&diat measures with estimates of loss

. @

J would not be implemented for D The net loss
reduction from J could be expressed as:

11+ 10 +.3

J(AB&C) .

7 .

. $24, OOO
The table indicates that J and K have the same
reduction effect on threat A. Since K tosts more
than J, it might, at first glance, be gejected:
However,

"K(A,B,C&D)

*

5+12+6+2

$25,000

" and

reductions and costs, and thus an estimate of the .

net saving: This can be shown graphically, as in
figure 3-4. _

For each threat, the es‘mnated loss
. reduction, the cost of the remedial measure, and

the net loss reduction have been given (in that

.order). By applying remedial measure J to threat
A at a cost of $9,000, a loss reduction of
$20,000 can be expected (a net saving of
$11,000). Furthermore remedial measure J will
.reduce the threat B loss by $10,000 at no
- additional cost and the threat C loss by $4,000
at an added cost of only $1,000. Finally,
though, it appears that it would cost more than
it would save to apply J to threat D. Therefore,

.. THREAMS™
REMEDIAL
MEASURES | « A B c| b
3 +|20%| 9]11|10]0|10|4|1]8|2|5|-3
K 20+ | 15| 5[120|12{6|0| 6|4 2| 2
“*Same effect.
LN

\

-7
Figure 3-4.—Threat matrix. '
. -

(4 4

J(A,B&C) + K(A,B,C&D) = -4 + 22 + 9 + 2

$29,000

?

Therefore, while J and K are equally effective on
threat A, K appears to be more effective thanJ
on the "other threats. Further checking shows
that their combined usg results in the greatest
overall net loss reduction.

‘By going through the process just described,

' tising preliminary estimates for cost and loss

‘reduction, a DP technical manager can test
various combinations of remedial measures, and
thus identify the subset of remedial méasures
which appears to be the most effective. At this
point, the DP technical manager’should review
the estimates and refine them as necessary to
ensure compliance with  higher authority
security Instructions.

If all of the preceding procedures have been

" followed, the following «factors- will have been

36
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established and documented:
! “
1. Significant threats and probablhtles of
occurrence

2. Critical tasks and the loss of potential
related to each threat on an annual basis

3. A list of remedfal measures which will
yield the greatest net reduction m""losses
‘together with their annual cost

v



a

Chapter 3—~ADP PHYSICAL SECURITY, RISK MANAGEMENT, AND PlllIVACY-

With - this information at hand, ADP upper
management can move ahead with
implementation of the physical security
program. Since the analysis of remedial measures
will have identified those with the greatest
impact, relative priorities for 1mplementat10\n
can also be established.

IMPLEMENTINGA - -~ -
SECURITY PROGRAM

The use of a risk analysis and hrgher

- authority instruction$ has been suggested as the

basis for developing an ADP security program.
Even though implementation of the program
depends on local instructions/directives and
conditions, it may not be clear just where to
begin. Following is a suggested outline that can
be used as a basis for planning an ADP security
program.;

I. Preliminary planning. Establish an ADP

:secun'ty team t0 prepare an ADP security

program and make responsibility assignments.

2. Perform a preliminary risk analysrs fo
1dent1fy major problem areas.

3. Select and implement urgent “quick fix”
security measures as needed. ,

4. Perform and document a detailed risk
analysis for review and approval. ]

5. Based on the approved risk analysis

procedures,

selected, justify cost and document action plans .

with budgets and schedules for security
measures, contingency plans, training and
indoctrination plans, and test and audit plans.

6. Carry out the approved action plans.

. Dependrng on the results of tests, audits,

and changes in mission or envrronment, repeat
the detailed risk analysis and subsequent ‘steps "

on a regular (at least annual) basrs

“ The action plans shbuld include adequate
documentation. sFor examplé, the
documentation might include':

l. A security pohcy statement which
provrdes general  guidance and assrgns
responsibilities.:

2. A security ‘handbook with instructions
that describe in detail the security program and

and the obligations of ADP
personnel, users, and supporting personnel.

3. Command\standards for system design,
programming, testing, and maintenance to °
reflect security objectives and requirements.

4. Contingency plans for backup
operations, -disaster recovery, and emergency
response.

5. Booklets or command instructions for
ADP staff indoctrination in security program
requirements.

Depending on the normal practice of® the i
ADP facility, these documents may be.
completely separate items or may be included in
other documents. For example, emergency
response plans for the ADP facility might be
included in the command’s Disaster Control
Plan. Similarly, security, standards could be
added to existing documents.

The final point to be made.is the importance
of contmumg an audit and review of the security
program. A major effort is required for the
initial risk analysis,- but once it has been
completed, a regular review and updating can be

‘done much more quickly. By evaluating changes

in command mission, the local environment, the
hardware configuration, anq tasks performed,

“the DP technical manager can determine what

changes, if any, should be made in the security

program to keep it effective.

Authoritative Reference -

There are* numerous higher authority
instructions for physical security, data
protection, and security in general that the DP
technical manager shou)d have a thorough
knowledge of before implementing any security
plan. The DP technical manager should reference
the: following instructions and manuals when
making security decisions and ‘also when
studying for advancement in rate: .

1. OPNAVINST 5239.1- series with
enclosures, Department of the Navy security
program for automatic*data processing.systems

2. FIPS PUB 65 (encl. (3) to OPNAVINST
5239.1 series) Guideline for autorfiatic data

.processing risk analysis
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3. OPNAVINST 5510.1 series, Department
of the Navy Information, Secunty Program
Regulations

4. Office of Naval 'Intelligence (ONI-
CS-63-1-76), Guide for Secunty Equipment

¢
n

NATURAL DISASTERS ~

Fires, floods, windstorms, and earthquakes
all tend to have the same basic effects on ADP
operations. These effects are the ' physical
destruction of the facility and its contents and
interruption of normal operations. They also
represent a threat to the life and safety of the
ADP staff. Fire is the only natural drsaster that
will be discussed in this chdpter.

.

L

FIRE SAFETY
Experience over the last two decades has
demonstrated the sensitivity of ADP facilities to
fire damage resulting in disruption of operatrons
A number of major losses have” mvolved
noncombustible buildings. In'those cases where
v1tal tapes were safeguarded and the computer
*hardware was relatively uncompljcated, raprd

recovery was possible, often in a matter of days. .

However, it seems likely that if"a large computer’
configuration, such as a World Wide Military
Command and Control System' (WWMCTS),
were destroyed or if backup records’were
madequate recovery would be a lengthy process -
that could take many weeks ormonths.
L 4
Fire safety should be a key pa'rt of.the ADP
facrhty s physical Secunty program angd should
mclude these elements: *

a

1. Location, design, construction,+ and

- mdintenance of the ADP faciljty to nfinimize fhe

exposure to fire damage
. 2. Measures to ensure prompt detactron of
and response to a fire emergency. :

3. Provision for quick human intervention
and adequate means to extinguish fires.

4. Provision of adquate ‘means and
personnel to limit damage and effect prompt
recovery.

X

*

-

(\’9

-

-Facility Fire Exposure C

The first factor to consider in evaluatmg the
ﬁre safety of ap ADP facility! is what fire
exposure  results ,from the nature the
occupancy (material) of adjacent buildings and

‘the ADP facility building. Generally speaking,

the degree of hazard associated with a given
occupancy (material) depends on the amount of
combustible materials, the ease with which they
can be ignited, and the likelihood of a source of

" ignition,

The seeond 'and’ third fire safety factors are

_the design and Cconstruction of the building.
“There are five basic types of construction

o

-

3-8

described in figure 3-5, with the approximate
destruction time shown for each fire
classification.

The actual performance of a building will
depend not only on the type of construction,
buton design details such as:

structure into separate buildings W respecf t6
fires.
,» 2. Fire rated partitions which retard the
spread of a fire within a building.

Fire rated stairwells, dampers, or
shutters in ducts; fire stops at the junction of
floors, and walls and similar measures to retard
the spread of smoke and fire within a building.

4 Use of low-flame spread materials for .

1:» Fire walls which in efﬂis: dxvrde a

floor, wall, and ceiling finish to retard
propagation of flame.
‘ ' Approximate Fire
Type of Construction Classification
 Fire Resistant ) i 2 or 3 hours
Heavy Timber- . 1 plus hours
_,Noncombustible 1 hour
*Ordinary Construction Less than 1 hour
., Wood Frame Minutes

*depends on size of timber used.

Figure 3-5.—Types of construction.
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. It should "be understood that thjs discussion
has been much simplified. However,
consLderatlon of‘these factors as they apply to
an-existing or projected ADP facility will help to
determine the amount of attention that should
be payed to fire safety. Seek the assistance of a
qualified fire protection engineer or local base
fire personnel iy evaluating the inherent fire

safety of .thg” ADP facility and identifying °
hazards. ’
The July 1973 fire at the US. Military-

Personnel Records Center, Overland, Missouri,
was an unfortunate demonstration of the result
when well-tested fire safety design criteria are
disregarded in overemphasizing protection
against other risks. Lack of sprinkler protection,

inadequate access to the fire site, and relateds’

design deficiencies seriously hampered fire
fighting and in the end resulted in much more
damage to records than would have resulted
from the operation of sprinkler heads.

The fourth factor in fire safety is the way in
which the. building is operated. It should be
. understood that therinherent fire safety of a
building can be rendered ineffective by careless
operation. This includes: fire doors propped
open; undue accumulation of debris or trash;

careless use of flammable fluids, welding
equipment, and cutting torches; substandard
electric wiring; inadequate maintenance o

safety controls on ovens and boilers; and
excessive concentration of flammable materials.’
ADP facilities for example, have a particular
hazard from the accumulation of lint from card
and paper operations. The ADP physical
security program should strive, in coordination
with the building maintenance staff, to identify
and eliminate such dangerous “conditions.’
Futhermore, it should be understood thdt this
must be a continuing effort and a consideration
in the assignment of security management
responsibilities. The security audit plan should
include verification of compliance with
established standards.

Fire Detection
Despite careful attention to the location,

design, construction, and operation of the ADP
facility, there is still the possibility that a fire

)
-

can start. Experience has shown repeatedly that
prompt detection is a major factor in limiting
fire damage. Typically, a fire goes through three
stages. Some event, such as a failure of electrical
insulation, causes ignition. An electrical fire will
often smolder for a long period of time. When
an open flame develops, the fire spreads through
direct flame contact, progressmg relatively
slowly, with a rise in the temperature of the
surrounding air. The. duration of this stage is
dependent - on the combustibility of the
materials at and near ‘the %oint of ignition.
Finally, the temperature reaches the point at
which ddjacent combustible materials give off
flammable 'gases. At this point the fire spreads
rapidly and ignition of nearby materials will
result from heat radiation as well as direct flame
contact. Because of the high temperatures and
volumes of smoke and toxic gases associated
with this third stage, fire fighting becomes
increasingly difficult and often people cannot
remain-at the fire site®™

Given the objective to discover and deal with
a fire before it reaches the third stage, one can
see the limitation of fire detection which

depends on-detecting a rjse in air temperature. It

is for .this reason that the areas in which
electronic equipment is installed be equipped
with products-of-combustion (smoke) detectors.
Such detectors use. electronic circuitry to detect
the presence of abnormal constituents in the air
which are usually associated with combustion.

To be effective in providing prompt
detection, the following points should be
considered in desighing a fire detection system:

1. The location and spacing of detectors
should take into consideration the direction and
velocity of air flow, the presence of areas with
stagnant air, and the location of equipment and
other potential fire sites. Note that detectors

may be required under the raised floor, above .

the hupg ceiling, and in air conditioning ducts as
well as at the ceiling. It may also be wise to put
detectors in electric and telephone equipment
closets and cable tunnels.

2. The design of the detection control
panel should make it easy to identify the
detector which has alarmed. This implies that
the detectors in definable areas (for example,
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the tape vault, the east end of the computer

room, and administrative offices) should be .

displayed as a group on the control panel. In
other words, when an alarm sounds, inspection
of the control panel should indicate which area

or zone caused the alarm. Generally, and:.

preferably, each detector will include a pilot.s

- light which lights when thé detector is in.the

alarm state. In some cases tHere should be a .

separate indicator light at the control panel for
each detector. It is also important to see that the
alarm system itself is secure. Its design should
cause a trouble alarm to sound if any portion of
it fails, or if there is a power failure. Steps
should be taken to assure that the system can
not be deactivated readily, either maliciously or
accidentally.

3. Meaningful human response to the
detection and alarm systems is necessary if they
are to be of any value. This means that the fire
detection system should be designed to assure
that someone will always be alerted to the fire.
Typically, it is expected that the computer room
staff respond to an"alarm from the ADP facility
algrm. system. A .remote alarm. should also be
located at another point in the building, manned
at all times, such as the lobby guard post,
security center, or building engineer’s station.
This provjdes a backup response -when the
computer area.is-not occupied. If there‘is any
possibility that'the remote alarm point will not
be manned at all times, a third alarm point
should be located offsite, usually at the nearest
fire station or the‘command’s fire department
for the facility:

4. Proper maintenance is essential to the
fire detection system. The nature of smoke
detectors is such that nuisance alarms may be
caused by dust in the air or other factors. Thus,
there is a tendency to reduce sensitivity in order
to eliminate nuisance alarms, with the result that

detection- of an actual fire may be delayed. To

hat qualified personnel (a vendor
rePresentative, building * engineer, or Public
Works Center

! ‘ensure proper operatlon it is 1mportant to' see

personnely verify correct

operation at the time of installation, and at least -

once each year thereafter. Furthérmore, ‘each
fault condition should be corrected
immediately. Unfortunately, there is a common

)
)
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tendency to turn off the fire detection system or
silence the alarm bell, creating. the danger that
there wifl be no response if a fire should occur. -

In addition to alertmg personne¢l to the
presence of a fire, the detection equlpment can
be used to control the air conditionihg System.
There is some support for the view that, upon
detection, air handling equipment should be
shut down automatically to avoid “fanning the
flames” and spreading smoke. This may not be
the best plan, as nuisance alarms will result in
needless disruption. A preferred technique may
be to cauge the system to exhaust smoke by
stopping recirculation, and switching to
10@percent outisde air intake and room air
disch¥rge. As a rule this can be done by
adjustment of air conditioning damper controls
and their interconnection with the fire detection
system. Howéver, it may be necessary to modify
the air conditioning system:.

The use of this technique is at the discretion
of command policy. }

2 s

Fire Extinguishment

Flre extmgulshment may be accompllshed
using one or more of the following four
méthods:

[

*. Portable or hand extinguishers operated
by military or <ivil service personnel,in an effort
to control the fire before’it gets out of hand.

*2. Hose lines used by military, civil service,
or professional fire ﬁghters to attack the fire
with water. W

3. Automatic sprinkler systems which
release water from sprinkler heads activated in

‘the temperature range of 135° to 280°F.

4. Volume extinguishment systems which
fill the room with a gas that interferes w1th the
combustion process. .

To ensure the effectiveness of portable
extinguishers, several measures . should be
observed. Extinguishers should be placed in
readily accessible locations, not in corners or
behind equipment. Each location should be

marked for rapid identification; for example, a .

large red spot or band can be painted on the wall

P
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or around the column above the point where
each éxtinguisher is mounted. It s important
that each DP technical manager ensure proper
inspection in accordance with command policy.
Each extinguisher should have an inspection tag

affixed to it, on which is the signature of the’

inSpecting petty officer or. ﬁre marshal and the
1nspect10n date.

In all probability, the ADP facility technical

‘ manager will want to establish a first line of

defense against fire involvement between the
time of npotification of and response by
professional or highly trained fire fighters, and
will incorpotatg. this as part of the, command’s

disaster control plan. Every command regardless’

of size, needs military personnel who are
knowledgeable and trained in fire safety. Any
practical and effective organization for fire
protection must be designed to assure prompt
action immediately at the point where a fire
breaks out. This usually necessitates every
organizational unit or area of a command having
a nucleus of key personne! who are prepared,
through instruction and training, to extinguish
fires promptly in their incipient stage. Such
individuals become knowledgeable in specialized
fire protection and the systems apphcable fo the

- transients,

facility in questlon’ how to turn in an alarmh ’

which type of extinguisher to use for which type

of fire and how to use it. Further, such

individuals can serve as on-the-job fire
inspectors, constantly seeking out, reporting,
and correcting conditions that mpay cause fires.
They can help ensure that fire fighting
equipment is properly located and maintained,

that storage does not cause congestlon which’

could hamper fire ﬁghtmg, and that general
housekeeping is maintained at a reasonably high

. level to minimize fire risk.

r

P

SUPPORTING UTILITIES

Every Navy ADP facility is dependent upon

. supporting “utilities such as electric power and

airconditioning and may have to depend on
communication circuits, water supplies and
elevatordfor its operation. Not all ecommands are
self-sufficient; they contract some or all of these
utilities from civil sources. In using these

3-11

4
’

utilities, the DP technical manager should
consider the probability of occurrence and the
effects of breakdowns, sabotage, vandalism, fire,
and flooding’ These effects €an then be related
to the needs of the ADP facﬂlty as established
by the risk analysi®

ELECTRIC POWER *

Variations of a normal waveform in the

electric power supply can affect the operation of *

ADP hardware. The ADP hardware rectifies the
alternating current, filters, and voltage regulates
the resulting direct current, and applies it to the
ADP circuitry. The filtering and regulation
cannmot be expected to eliminate voltage
variations beyond a reasonable range. If- line
voltage is 90 percdht or less of nominal for more
° than 4 milliseconds, or 120 percent or more of
nominal for more + than 16 mllllseconds,
excessive fluctuations can be expected in the
d.c. voltage applied to the hardware circuitry.
This power fluctuation causes unpredictable
results on hardware, logic, and data transfer.
These power line fluctuations, referred to as

weather. T

Internally generated transients depend on
_the configuration of power distribution inside
“the ADP facility. The effécts "of internal
transients can be minjmized by isolating the

are usually caused by inclement

ADP hardware from other facility loads. 1deally, .

the computer area power distribution panels
should be connected directly to the primary
feeders .and should not share step-down
transformers with other high-load equipment.

€

The ‘risk analysis should include a complete

_power transient and failure study It should also
ake into careful con51deratlpn the projected
growth in particularly sensitive applications
(such a3 real tlmfe or tejeprocessing) in projecting
future loss potential.

o

In “some cases it may be economically
feasible to connect.the ADP facility to more
than one utility feeder via a transfer switch.
Thus if one feeder fails, the facility’s load may
be ‘transferred to the alternate feeder. This
technique is of greater value if the two feedgrs
connect to different power substations.
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If the ADP facility is in a remote area, an
uninterrupted power supply (UPS) usually is
required as a backup power source. The.UPS
system can be manually or xautomatlcally
controlled from prime power sources or from
the ADP computer site. The typical UPS consists
of a solid-state rectifier which keeps battesies
charged and -drives a solid:state invertef. The
inverter synthesizes alternating current for the
computer. A simplified block diagram is shoyvn
in figure 3-6. - »

Depending on the ampere-hqur capacity of
the battery (or batteries), the UPS can support

its load for a maximum of 45 minutes without .

prime power source input electricity. At the
same time, it will filter out transients. To
provide extra capacity to protect against a
failure of the UPS, a static transfer switch can be
inserted between the UPS and the computer, as
shown in figure 3-7: The contrql circuitry for
the static switch can sense an overcurrent
condition and 'switch the load to the prime
power source without causmg a noticeable

’ transwnt

" fails. | .
Finally, if the risk analysis has shown a

~

If the facility’s current needs exceed its
capacity, it may be economically feasible ta tise
multiple, independent UPS units, as shown in
figure 3-8. Since each unit has its own
disconnect switch, it can be switched offline if it

- 2

major loss from power outages lasting 30,to 45
minutes or beyond, an onsite generator-can be
installed as shown in figure 3-9. The prime
mover may be a diesel motor or a turbine. When
the external power fails, UPS takes over and the

control unit starts the prAme mover
<y
A.C .| SOLID-STATE " D.C SOLID-STATE A.C.OUTPUT .
iNPUT| RECTIFIER lNVE‘?TER ——WTO ZoN >
- - LOADS

1

|

<« BATTERY FOR

.l”_—'-'

Fi.guré *3-6.~Simplified block diag;am of an
uninterrupted power supply. (UPS)

ENERGY STORAGE .

B |
: A
SYNC.
| SIGNAL
o |
‘ ¢
e [4 r_ - -:ﬂ
SOLID-STATE SOLID-STATE | | 1
RECTIFIER INVERTER | NerIm
'y L]
- I { R
BATTERY _== ” !
' SOLID STATE ! L__JCONTROL |
: TRANSFER —. e
| . SWITCH b —rd

Figure 3-7.-UPS with transfer switch.

:

aptomatically. The prime mover brings the
generdtor up to speed. At this point, the UPS
switches over to thte generator. Barring hardware
failures, the syste supports the connected load

aslong as there i is'fi e) for the prime mover. Note~
that the generator, must be large enough to

support other essential loads, such as
air-conditioning .or minimum fighting, as well as
the UPS load.

‘When this configuration is used, the DP
technical manager should have a
communication liaison with the power plant
source to ensure that the generator is coming up

' to normal speed for the switchover from UPS.

A.C INPUT, RS, & 1 - A.C.OUTPUT TO
t S ] COMPUTER LOAD
i -
v CONT
- 2 4
. \
-g—oi URS.#2 ——-0’ —%
§
1
L-4 cont. NN
e
- {
- u.P.s.#a_—?’\—ﬁDr—
ra " ! .
« 235 CONT.

Figure 3-8.—~Multiple, independent UPS units.
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’ ON-SITE
o FUEL SUPPLY <
B
. I ,
. . l ) X . ,
I.
s P I - -
| )
CONTROL RIME MOVER
T . L . )
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bl g 4! T U.P.S, >
INPUT ! ¢+ COMPUTER LOADS
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& ’ .
, TO OTHER
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- : 78.167

Figure 3-9.—UPS with onsite generation. ' . <

ya

The. UPS system takes over awtomatically and classified, information in . accordance with
the change in power source may not be noticed OPNAVINST 52309.1 series.

in.the ADP facility. However, when the UPS ~ The DP technical manager should ensure-
system. changes over to the generator it may that plans are -developed for the protection,.
require a manual power panel settirig'in the ADP . removal, or destruction of classified material in
facility by the DP technical manager. 5 _ the case of a natural disaster, civil disturbance,

: , or enemy action. The plans should establish.
‘ detailed procedures and responsibilities for the
protection of classified material so that it does

—

PHYSICAL ADP PROTECTION + = 'not fall into unauthorized hands in the event of .

an emergencylk They should also indicate what

- -material is .to _be guarded, rtemoved, or

The bpysical protection of the ADP facility | destroyed. An adequate emergency plan for

can be thought of as the process of permitting classified material should provide for guarding

access to the facility by authorized persons, the material,” removing the classified matérial

while denying. access to others. The physical from the area, complete destruction of the

protection of an ADP facility is not as stringent classified material on a phased priority basis, or
for an ADP facility that processes “unclassified” appropriate combinations of these actions.

data as it is forran ADP facility that processes The emergency plans should aerovide for*
“glassified”‘ data. In the following the protection of classified information in a
example/discussion, assume that the facility manner that minimizes the risk of loss of life or

~processes classified material and physical injury to ADP personnel. The immediate
protection is afforded in accordance with placement of a trained and “preinstructed
OPNAVINST 5510.1 series and OPNAVINST perimeter guard- force around the affected area
5510.45 series. Particular attention should be! to prevent the removal of classified material is
paid to applying physical protectionerand an acGeptable means of protecting the classified
security policy wherever automatic data material. This action reduces the risk of
processing equipment is employed for grocessing casualties. .

.
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Physical security requirements for the
central cémputer ADP facility area should be
commensurate with “the highest classified and
* most restrictive category of information being
handled in the ADP system. If two or more
computer syStems are located in the same
controlled area, the equipment comprising each
system may be located so that direct pérsonnel
access, if appropriate, is limited to a specific
system.

BOUNDARY PROTECTION

The threat analysis may indicate the need to
protect the property boundary of the ADP
fac111ty This may be accomplished by installing
fences or other physical * barriess, outside
lighting, or perimeter intrision detectors, or by
using a patrol force. Often a combination of two
or more of these will be efficient. Fences should
be 8 feet high with three strands of barbed wire.
Fences provide crowd control, deter casual
trespassers, and help in controlling access to the
entrances, but they do not stop the determined
intruder.

In situations where manpower shortages
exist, the fence can be equipped with
penetration sensors that should sound an
internal alarm only. This type of physical
protection system uses small sensors mounted at
intervals on the fence and at each gate.

In* evaluatig the need for perimeter
protection, the DP techniccg[\manager‘ should
take into account the possibility
electymagnetic or acoustic emanations from
ADP hardware may be intercepted. Tests have
shown that interception and interprétation of
such emanations may be possible under the right
conditions by technically qualified persons using

.of DOD Directive 5200.28 series,

~eonsisting of alarm and status

Measures to control compromising
emanations are subject to approval under the
provisions of DOD Directive S-5200.19 series,
by the cognizant authority of the component
approving security features of the ADP system.
Application of these measures within industrial
ADP systems is only at the direction of the
contracting activity concerned under provisions
and the
regulrements are to be included in the contract

INTERIOR PHYSICAL PROTECTION

The Joint-Services Interior Intrusion
Detection System (J-SIIDS) is designed to
provide reliable detection, on a 24-hour basis, of
intrusions, attempted instrusions, and
equipment tampering attempts. All components
of the J-SIIDS, except for the monitoring and
display equipment, contain internal tamper
switches that are activated when the component
enclosure cover is removed or opened.

The " Joint-Services Interior
Detection System (Fig. 3-10) consists of a
family of intrusion and duress sensors, a control
unit, monitoring. and dis§zzy equipment

nitor modules
and monitor cabinets, a secure data transmission
system, and an audible alarm. When properly
installed, the system detects attempted and
actual intrusions and notlﬁes the designated
authorities. - - B . v

The sensofs,and the control unit are located

“ifi a protected area. The control unit receives

that .

generally available hardware. As a rulé of thumb, .

interception of electromagnetic emanations
beyond 300 meters is very difficult. However, if
the-DP technical manager has reason to believe
that, tiiere may be a potential exposure to
interception, technical guidance should be

and processes the alarms from the sensors and
suppiies power to the_sensors. The, alarm
status . signals after processing, aré
directly to the audible alarm,.if used (except-for
a duress alarm), and to the monitor modules via
the data transmisssion system or directly by
unsupervised hardwire connections. The audible
alarm normally is mounted on the outside of the
room or building being protected and gives
notice to personnel in the area that an alarm

, signal has been generated by the sensors. The

sought from upper management and the Chief of

Naval Operations (OP-009D). ) <

-
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monitoring and display equipment normally is
located in an area where monitoring personnel
are on duty 24 hoursa day. Fhe monitoring and
display equipment consists of monitor cabinets

L4
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and status or alarm monitor modules_(one for
each control unit).,The status monitor module
gives an audible and visual indication of alarm
and status charges. The- alarm mohitor module
_ gives audible and'visual indication only of alarm
condmons

>

J-SIIDS Comp(;neglts *

* By using the J-SUDS’-components for
mtemal physical securify, commands should be

,better able to select those types of alarm system.
- configurations _ that’ best suit their specific

- (:.

{4) SUPPLIED AS PART OF EACH MbNITOR CABINET

~ . ,- :
Figure 3-10.—Joint-Services Interior Intrusion Detecfion System (J-SIIDS).

*
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requirements. All J-SIIDS components and the
use of each are described in the Office of Naval ~
Intelligence publication for the “Guide for
Secunty Equipment,”” ONI-CS-63-1-76.

v

REMOTE TERMINAL AREAS

While the "physical and personnel secunty"
req\,urements 'for the central computer facility.
afea are based upon the overall requirements of
the » total ADP ‘system, remote terminal area
requ1rements are based upon tHe -highest
classified ‘and most restrictive categgry and type

N
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‘of ‘material which will be accessed through thet

terminal under system constraints.
Each remote terminal should be individually
~ identified. to ensure required security contrel

and protection, with each terminal identified as '

a feature of hardware in combmatlon with the
operating system.

When a peripheral device or remote termmal
whether or not approved for the handlmg of
classified' matenal is to be used by personnel of,
a component that is not responsible for the
overall operation and control of the ADP
system, the security measures for the device or
terminal and its area' is prescribed by 4he
authority responsible for the security of the

+ overall ADP system. Such security measures are
agreed to and implemented before the user’s
peripheral device or remote terminal ' is
connected to the ADP system.”

- When one or more DOD’s component’s ADP
systems “become a part Sf a larger ADP network,
the approval and th¥“authority to authorize
temporary exceptions-to security measures for
the component’s 5DP system in the network
requires the concurrence and approval of both
the DOD-colnPohent dperating the ADP system

.and the DOD °component having overall
responsibility for the security of the network.

s “Each- remote %“mal which is not

controlled and protee@®d as required for material

accedsible through it, should be disconnected

from the ADP system when the system contains °

classifiedtinformation.

Dlsconnect procedures, when reqyired to
protect classified materfal contained in the ADP
system, are used to djsconnect remote

input/output terminals-and peripheral devices

from the system by a hardware or software
method authorized by the designated approving
authority of the central com puter facility.

PHY§ICAL SECURIFY SURVEY

An annual physical security- survey -of the
ADP facility’s area should be conducted by the
DP technical manage¥ The first step of the
survey is to'evaluate all potential threats to the
ADP facility as discussed earlier in this chapter.
The secong.step of the survey is to define and

*

-
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within the facility for
es. Details depend on the specifics

tabulate areas
control purp

of each facility, but the following are common

-~

areas which should be considered:

1. Public entrance .or lobby o
2. Loading dock -
3.Spaces occupied by other building _

tenants .

4. ADP facility reception area
. 5. ADPinput/output counter area

6. ADP data conversion area

7. Tape library

8. Systems analysis and programmmg areas

9. Computer room spaces

10. Communications equipment spaces

11. Air conditioning, UPS, and other
mechanical “or electrical equipment
spaces . . ’

The survey should verify security measures
already in place and recommend any
improvements to upper management. The DP
technical manager should obtain a curréit floor

'plan which depicts all areas within the facility,
* and includes all access points and any adjacent

areas belonging to the ADP. facility, such as
parking lots and storage areas. Begin the survey

at the perimeter of the ADP facility, consndermg K

the followmg

", Property line to include fencing, if any:
and type~Note the condition, the number of
openings according to type and use,

the property line? R Lt

2. Outslde' parking facrhtles Is thlS area,
enclosed and are there any controls? Is the'’
parking lot controIled by

devices used? .

-

3. Perimeter of facility. Note alf veh;cul'ar- Lt

and pedestrian entrances and what contro[s are
used, if any. Check all doors—their number how
they are“secyred, and any controls or devices,
such as alarms or key card.devices. Check for all
ground fldor or basement windows and how
and their
entrances such as vents and manholes. '.lli.re they

5;9 ..

d how -
they are secured. Are there any- mannegosts ‘at v

anned posts og are

+

vulnerablllty Check for other"
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secured and how? Check for fire escapes—their

.. number and location and dccessibility to the

4nterior or ‘the facility from the fire ‘escape
(windows, doors, roof). . How are accessways

. N

* ~ 4. Internal security. Begin at the top floor
or in the basement. Check for fire alarm systems
and- devites noting the type,
number. Where does the alamm annunciate?
Check telephone and electrical closets’to see if
they ‘are locked. Are mechanical and electrical
rooms ‘locked or secured? Note any existing
alarms as to type and number. Where do the
alarms annunciate? Determine the number ‘and
location of manned posts, hours, and shifts.

""5. Moni ring facility. Know the location,
who monitors, who Yesponds, its type, and the
number-of alarms bemg monitored. - ‘

The following questions should also be
mcluded in a physical security survey

1.Is the mstallatron/bulldmg protected by
" (an) alarm system(s)" 1

‘2. How ¢ fhany zones of proteetron are
within the protected building?

3. Is the alarm system adequate and does it
provide the level of protection required?

‘4. Afe- there any vulrerable areas,
perimeter, or openmgs not covered by an alarm
*system? ’

-~ 5. 1s there a particulaf system that has a
hrgh nujsance alarm rate?

6. Is the alarm system mspected and tested
occasronally to ensure operation?

7.1s the system backed up by properly
-trained; alert prdtection: personnel who know
what steps to take in case of an alarm?

8.1Is the alarm system regularly inspected
for physlcal and mechanical deterioration?

9. Does the system have tamper—proof
switches to protect its integrity?

10. Is there an environmental or protectrve
" housing or cover on the system(s)?

-

11. Is there an alternate or separate source -
of pawer available for use on the.system in the

event of an external power failure? |
lZ.’W the annunciating unit
located cal, c8ntral station, or remote?

-~

location, and .

13. Who mamtams the equlpment and  how

_ s " if” maintained (contract,,lease equipment,
_ force account personnel

military or civil
service)? - .

*14. Is the present equipment outdated?

15. Are records kept of all alarm signals
received, mcludmg the time, date, location,
action taken, and cause ‘of the alarm? .

16. Are alarms, generated occasionally ‘o .

* determme the sens1t1y1ty and the capabrlltres of

systems" . .o

When - tl:e physical secunty survey is
completed5 it should .provide ‘a picture of the
_existing alarm systems and the location of each,
and also the riumber and location of manned *
posts, the number of personnel at these posts
and the schedule of each.

With these facts in hand, the’DP technical .
manager can proceed to the evaluation of
existing access controls and protection measures,
identification of areas where remedial measures
are needed, and selectlon .of specifi¢ measures.

"The use of various types of secunty
hardware devices to augment the exiSting
personpel protective force should, always be
considered. Through the use of such devices, it
may be possib}e to save on operating cost.

- CONTINGENCY PLANNING o
Each command of the' Navy has ah assigned’
miSsion. Operation plans and the command’s
organizational manual are prepared and
executed for the accomp]rshment of that
mission. These Operatron pla;rs assume normal

* working conditions, the availability of the

command’s resources and personnel, and a
nognal working atmosphere Eyen so, the .DP
tec ical manager should recognize that, despite

- careful use of preventive measures, ;there is

always some hkehhood ‘that eyents- wrll occur
which could prevent normal operatrons and
interfere with the command’s mission. For this.
reason, contingency plans should ‘be included in

the ADP security program. For the ‘purpose of . - \

this chapter, these contingency plans are
referred to as the Continuity of Operations.
(COOP) Program.
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There should be three different types of
contingency , plans that make up a COOP
security program for an ADP facility:

1.” Emefgency response. There should be
procediires for response to emergencies such as
fire, /flood, civil commotion, natural disasters,

4) threats, enemy attack, etc., in order to

' protect lives, limit the damage to naval property,
and minimize the impact oM ADP operations.

2. Backup operations. Backup operation
plans are prepared in order to ensure that
essential tasks (as identified by the risk analysis)
can be completed subsequent to disruption of
the ADP and, that-operations continue until the
facility is sufficiently restored or completely
relocated

3. Recovery. Recovery plans should be
made to permit smooth, rapid restération of the

implemented to meet the special needs of the
ADP facility, It is suggested that these
instructions and procedures be designated the
“Loss Control Plan” and ifnplementéd as part of
COOP. :

Loss control can be particularly important

to the ADP facility. In a number of recent fires

—

ADP facility following physlcal destructlonorw

major damage. .
7
coor PREPARATION

It is, recommended that each ADP facility
.establish- and appoint members to,a form
board to construct, review, and récommend
command procedures for approval in creating a
QOOP program. Figure 3-11 shows suggested
tasks and how they may be set up and assigned.
Each ADP facility will need to adapt to its own
special circumstances and make full use of the
.resources available to it.

Emergency Response Planning

The term emergency response planning is
used here to refer to steps taken immediately
after an emergency. occurs to protect life: and
property and to minimize the impact of the
emergency. The risk analysis should be reviewed
by the DP technical ager td identify
emergency’ conditions :vm\garticular
implications for ADP operations, such as
protection of equipment during a period of civil
commotion and subsequent to a natural disaster
(fire or flood,» for example). Where civil

commotion and natural disaster are found, local ,

instructions should be developed and

\]

and floods, the value of being prepared to limit
damage has been amply demonstrated. By
reviewing operations and the location of critical
equipment and records with shift leaders, the DP
technical manager can develop measures which
can be used in case of an emergency. The

_guidelines should be similar to the following:

1. Notify online users of the service
interruption.

2. Terminate jobs in progress.

3\ Rewind and demount magnetic tapes;
remove disk packs; clear card readers.

4. Power down ADP hardware and cover -

- with plastic sheeting or other waterproof
material.
5. Put tapes, disks, card decks, run books,
and source documents in a safe place.
6. Power down air-conditioning equipm ent.

If evacuation of work areas is ordered or’

like]y, all personnel should be instructed to:

1. Put workiﬂg papers en,d other
unclassified material in desks or file cabinets and
close them. *

2. Turn off equipmeént but leave room
lights on.

3. . Close doors as areas are evacuated, but
ensure that locks and bolts are not secured.

The loss control plan should define the steps
to bt taken;—-assign responsibilities for general
and specific steps and provide any. needed

materials and equipment in handy locations. In .

some Cases, there will be ample time to take all
measures, but in extreme emergencies life safety
will dictate immediate evacuation. For this

reason the loss control plan should designateome—
or more individuals in each ADP area who, in -

the event of an emergency, shall determine what
can be done to protect equlpment and records

s
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Upper Management
Security Officer

Public' Works Center
Operations*Officer (ADP)

. User Representatives
Supply Division

Establish board members -

| 2. Estimate recovery time

Fgilure mode analysis _

\QIQP hardwa're_ .

Utility failure

3.

Fire, flood, wind
. Loss potential
Emergency response plans

Selection of Backl?p modes

Recovery plans

Figure 3-11.—Organization and tasks for COOP,

without endangenng life, and direct ADP staff.
members accordingly. .

Earlier
discussed to protect the faci against the
effects "of fire, flooding, windstorm, and similar
natural disasters. The DP technical manager
should review, semiannually, protective plans
with the operations division officer to assure
that all normal requirements and any special
requirements _ of the ADP facility are satisfied.
At the same tlme, the DP technical manager
should brief upper management on the ‘ARQP

in this - chapter, measures were

facility’s plans and status, to get their advice and
to ensure good coordination.

When emergency response planning has been
completed and approved, it should be:
documented succinctly for easy execution, as\in

. the following example for a fire emergency.

Fire Emergency Response

Report fire (list phone number)
Assess life-safety hazard
Evacuate facility if necessary
Initiate loss control procedures

3-19
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COOP Backup Pléﬁnil;g, .

The risk analysis should have identified
those situations in-which backup operations w1ll
probably be needed to avoid costly. delays in
’ accompllshmg the command’s mission. The next
step is to develop plans, for backup operations
which are economically, technically, and
operatlonally sound. Details will depend on
circumstances at the ADP facility, but some-
general guidance and suggestions can be helpful
in considering the alternatives. N

Backup operatidgs may take place onsite
whén there i$ only a\partial loss of capability,
but may require one or more offsite locations
when "there has been major damage or
destruction. The backup procedures may
replicate normal operation or be quite different.
Quite often ADP mangement, when considering
backup, will find that an exact replica of the
onsite ADP system is not available for backup or
that the time available per day is less than what
Jis needed to complete all assigned tasks. From
this it might be' concluded that backup is
- impossible. On the contrary, there are a number
of things that can be done to make backup
resources available:

l. Postpone the less urgent tasks. The DP
technical manager should tabulate the ADP tasks
in descgnding order or urgency as identified by
the risk analysis. Having estimated the time to
return to normal following a disruptive event,
ADP management can quickly see which tasks
“can be set aside. These include such things as
program development, long cycle (monthly,
quarterly or annual) processing, and lesg-range
planning. As long as’adequate catch-up time is
available aftér the réturn to normal, there should
be a number of fasks which can be safely-

postponed. -

4

. 2. Substitute other procedures. If increased
cost or degraded service ¢an be accepted
temporarily it may be .possible to use other
procedures. (For example,‘a punched cdid input
could be used. for a failed OCR unit.) If printer

capability is lost, prmt tapes could becarried to
a backup facility for offline printing. It might
also be' possible to substitute batch processing
for online processing temporarily. In some cases,

" not expected to extend much beyond the cause.

where compatible hardware is not available, it
may be feasible to maintain a second software
package which is functionally identical to the
regular package but technically compatible with
the offsite ADP hardware that is avallable for
backup use.

3. Modify tasks to reduce run time. To
stretch available backup resources, it might be
feasible to eliminate or.postpone portions of a
task, such as informatton-only reports ‘or file
updates which are not time urgent. In some
cases, it might help to double the cycle time for
a task, that is, run a daily task every cther day
instead.

By considering all these possibilities for each -
task, the DP technical manager can develop the
specifications for - the” minimum backup
requirements (ADP hatdware, resources, and’.
hours per day) necessary for a _q'uat’e backup.

To evaluate altémate backup modes and
offsite facilities, the DP techmcal manager
should con51der such. factors as:

1. ADP hardware usage. '

2. Transportation of military and. civil
service personnel with needed supplies and
matenals

o

3. Mainténance persopnel at the offsite .
location.

4. Overtime cost factor for cml service
persontiel.

come§

As these factors into” focus—
identification of critical tasks, specific
backup modes, and usable offsite ADP

facilities—the outlines of the optimum backup
plan will begin to emerge. In general, it is wise to
form several COOP backup plans, for example:

1. A.plan for hackup operation which is

of delay which forces a shift to backup
operation, viz., a minimum duration plan which
would probably include. orily the most tlme
urgent ADP tasks \ .

2. A plan for backup operation for as long
ds it takes to reconstruct the ADP facility after
total destruction, or the worse case plan.

-

. ’ o320 -
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3. Plans for one or more operating periods
between minimum duration and worst case.

4. A plan for each major partial failure
mode. ) .
~While the individual COOP plans are geared
to different objectives, they can usually be
constructed from.a common set of modules. It is

. often most effective to make a detailed plan for

total destruction since this is the most
demanding situation. Scaled-down versions or
individual elements from this plan can then be
used for the’less demanding situations.

Each COOP batkup plan should cover these
five basic areas:

1. Per‘formance specifications. This is a
statement of the specific ways in which
performance of each task departs from normal,
e.g., tasks postponed, changes in cycle times,
schedufes, etc¢.

ser instructions. Backup operation may
require that users submit inpiit in different
forms or to different locations or may otherwise
call for altered procedures. se should be
clearly spelled out to aveid/confusion and

' wasted motion.

3. Technical requirements for each ADP
task. Backup operation of an ADP task will
require the availability at the offsite ADP
facility of the following: current program and

-data files, input data, data control and operating

instruction (which may differ from normal

. instruction), preprinted forms, carriage control

tapes, etc. These requirements must be
documented for each task. Procedures also need
to be established to ensure that the materials
needed for backup operation. are maintained
offsite on a currenl_basis. )

. 4. Computer system specifications..One or
more offsite- computer systems are selected for
backup operation. The following information
should be recorded for each system:

. administrative information about the terms of .

backup use, the location of the system; the
configuration and software, operating ‘system, -a

‘. schedule of availability for backup, operation,

‘and the tentative schedule of ADP tasks to be
performed on the system.

3-21
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5. Administrative informatjon. It is
probable that COOP backup operation will
require special personnel assignments and
procedures, temporary employment or
reassignment of personnel, use of special

messengers, and other departures from normal.’
Details are to be documented along with

guidance on obtaining requir\ed approvals.

When each of the COOP backup plans is
completed, it should include full documentation
and be approved by upper management. Each of
the plans may have considerable duplication, but
it is suggested that each plan be completely

documented in order to be sure that nothing has .

been overlooked.

Recovery Planhing

The use of* a backup facility -usually
occasions both extra expense and downgraded
performance. It is therefore worthwhile to give
some thought to ygovery and to develop and

“maintain supporting documents which minimize

the time required for recovery. Furthermore, the
ADP staff will be hard pressed by backup
operations. If others can handle recovery, the
workload on the ADP staff will be reduced
during the enfergency and the process will
undoubtedly be carried out more effectively and
economically. Recovery from total destruction
requires that these tasks be completed:

. 1. Locate and’obtain possession of‘enough
floor space to house the ADP facility with a‘live
load capacity as required by the ADP hardware
and .suitably located with respect to users and
ADP staff spaces.

2. Perform requrred\nodlﬁcatlons for
needed partitions, raised floor, electric power
distribution, air conditioning, communications,
security, fire safety, and any other special
requirements.

~3. Procure and install ADP }}ard\;/are.
4. Procure needed supplies, office
equipment and furniture, tape storage racks,
decollators, etc.

2
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5. Verify that all needed hardware,
equipment, and materials are on hand and in
good working order and then transfer operations
from the backup site to the reconstituted ADP
facility.

If the necessary documents have ‘been
prepared and stored offsite prior to the

emergency, it should be possible for all but the

last tasks to be completely reconstructed with
minimum effort. Figure 3-12 shows a simplified
stdp diagram of a normal reconstruction effort.

PROCURE '| PrROCURE
NEEDED PROCURE SUPPLIES
- FLOOR - NEEDED FOR
SPACE HARDWARE CHECK QUT
I
INSTALL
ELECTRIC POWER, -
AIR CONDITIONING,
ETC.
-~ - IgSTAUYfND PROCURE
HECK OUT
. HARDWARE AND °Ts'l',EpRpSE§°E°
UTILITIES

TRANSFER "~
OPERATIONS
FROM,
BACK UP SITE

Figure 3-12 —Simplified diagram. of
reconstruction,

A;P/uﬁlitf

effectiveness of
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COOP TESTING

Since emergencies do not ogcur often, it will
be difficult to assure adequacy and proficiency
of personnel and plans without regular training
and testing. Therefore, it is important to plan
and budget for both. The ayailability of needed
backup files may be tested for by attempting to
repeat a particular task using onsite hardware
but drawing everything else from the offsite
location, Experience has demonstrated the value
of such tests in validating backup provisions; it is
not uncommon to discover gross deficiencies
despite the most careful planning. Compatibility
with the offsite facility should be verified
regularly by running one or more actual tasks. A
number of ADP facilities conduct such tests as a
part of an overall audit.

Similar tests of procedures for fire fighting,
loss control, evacuation, bom,,b threat, and other
emergencies will give assurance that,plans are
adequate and workable and will"at the same time
provide an opportunity for training of ADP
personnel. Each test should have a specific
objective. A team should be assembled to
prepare a scenario for the test, to control and
observe the test, and to evaluate the results. This
evaluation provides guidance for modificatidns
to emergency plans and for additional training.
The important point is to be sure that the
emergency plans have substance and do, in fact,

. contribute to the security of the ADP facility. .

PHYSICAL SECURITY AUDITS
! D

Every naval ADP facility should have an
ADP physical security program and the final

" element of the program should be a review or

audit process. The audit should be an
independent and objective examination of the
information system and its use (including
organizational components) and include the
following: * —

1. Checks to determine the adequacy of
controls, levels of risks,” exposures, and
compliance with standards and procedures.

2. Checks to determine the advequac.y and
system controls, versus

74




Ay

* (dishonest,

Chapter 3—ADP PHYSICAL SECURITY, RISK MANAGEMENT, AND PRIVACY

inefficiency, and securlty
vulnerabilities.) The ‘jord‘ “independent” and
“objective” imply that the audit complements
normal management inspections, visibility, and
reporting systems and that it is neither a part of,

‘nor a substitute for, any level of management.

What can™ an “audit be expected to
accomplish? First, it evaluates security controls
for the ADP facility. Second, it provides each

level of management an opportunity to improve

and' update its security program. Third, it
ptovides the impetus to keep workers and
management from becoming complacent.
Fourth, if done effectively, it tends to uncover
areas of vulnerability. Remember, risks change
and new threats arise as systems mature.

Major factors to consider in determining the
frequency of internal audits include the
frequency of external audits, the rate of change
of the ADP system, the amount and adequacy of
controls, the threats that face the facility, the*
results of previous audits, and the directions of
higher authority. Audit activity, direction, and
implehentation are usually at the discretion of
the commanding officer of the command that
has jurisdiction over the ADP facility.

AUDIT PREPARATION

One of the main principles in audit team
selection is that -members should not be
responsible for ADP operations: This means that
the audit should be’ conducted by some
department or facility outside of the span of
control of the DP technical manager. Team
members should- have some knowledge of data
processing , and, if possible, basic auditing

- principles. A programming or ADP operations
background is desirable but not essential. An”

experienced mjilitary or civil service user of ADP
services might have the necessary qualifications.
The role of the team is not to develop security
controls; but to evaluate established controls
and' procedures. Nor should it be responsible for
the enforcement of control procedures, which is
clearly an ADP management responsiblity.

The character- of each of the audit team
members is extremely important. Judgment,
objectivity, maturity, ability, and a probing
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nature will all affect the success of the audit.
The leader of the audit team must be able to
organize the~ efforts, prepare a good written
report, communicate findings effectively; be an
officer, warrant officer, chief petty officer, or
U.S. civilian employee GS-7 or above. 'If not
technically oriented, the teamgleader should be
assisted by someone whose technical judgment
and knowledge of ADP is reliable.
The size of the team depends upon the size
of the installation and the scope of the audit. A
large installation should consider including
personnel from the following areas on the audit
team: s
. 'W by

., 1. Internal audit, The knowledge .and
dlsmplme to conduct an audit can be prov1ded
thrfough internal audit specialists.
Inquisitiveness, a probing nature, and attention
to detail are typlca'l characteristics desired for
audit board members. Even though an audltmg
team member generally is nof trained in data
processing technology, it should not be difficult
to appqint team members with some data
processing knowledge.

2. Security. Each audit team is appointed
in accordance with OPNAVINST 5510.1 series.
A security officer is a welcome addition to an
audit team.

3. Data processing. Technical expertise in

data processing is required. Both programming -

knowledge and operations experience is helpful.

" Perhaps the data processing internal security

officer has these skills, and if so, should be a
prime candidate’ for the team. Using someone
from the ADP facility that is being evaluated
need not significantly affect the object1v1ty of
the ‘audit process. .

4. Users. Users have the most to gain from

- an effective audit because of their dependence -

on the ADP facility, yet .too often they have
little or no interest in ADP controls or security
measures. To encourage participation in the
ADP security program, one or more users who

‘are  concerned “about "sensitive data being

compromised, disclosed, or destroyed should be
motivated to join or should be appointed to the
audit team.
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5. Building management. Many of the
physical security controls to be audited—fire
prevention and detection, air conditioning,
electric power, access controls, and disaster
prevention—relate to building management and
engineering. e
6. Outside ' specialists. Independent,
experienced viewpoints provided by outside
consultants can be very helpful. N

The composition of the team can be flexible.
One of the prime requirements is that it consist
of people who are objective. If only one ADP
facility is to be audited, the members of the

team can be assigned for the term of the audit -

and then returned to théir normal jobs. If there
are many ADP facilities under the jurisdiction of
the command, it might be advisable to establish
a permanent audit team to review all
installatiqns on a recurring basis. In any event,
the composition of the team should be changed
*periodically in order to bring in fresh viewpoints
and new and different audit techniquss.

y A . / .

THE AUDIT PLAN .

* In order to properly conduct an internal
audit of security, a comprehensive audit plan
must be developed. It should be action-oriented,
listing actions to be performed. It must be
tailored to the particular installation. Tllis means
that quite a bit of work is required in its
development.

N

The first-.step is to examine the security
policy for the. ADP facility. This policy may
apply to an entire Naval district, 4 command, a
ship, department, or a single ADP facility. In
any case, it should be reviewed and pertinent
security objecti\aes extracted for subsequent
investigation. The next step is to review the risk
analysis ‘plan, identifying those vulnerabilities
that are signficant for the particular installation.
Third, the ADP Facility Security Manual, the
Operations Manual, and other such documents
should be reviewed in order to determine what
the specified security operating procedures are.
And last, the ADP facility organization chart
and job descriptions should be examined to
“identify positions with specific security or

internal control responsibilities. This"

security?

job?” is 1

background material forms the basis for the
«developrrent of the audit plan. There are a
number of general questions that should be
considered when formulating the audit' program:

1. What are the critical issues with regard to
Does the ADP facility process
classified or otherwise sensitive data? Does the
processing duplicate that of other data centers,
thereby providing some sort of backup or
contingency capability, or is it a stand-alone
activity processing unique applications? What
are the critical applications? What are the critical

applications in terms of the audit emphasis?
\

tested in
example, if

2. What measures .are least
day-to-day operations? For

.the computer fails every day at 1615 because of

power switchovers, the immediate backup and
recovery requirements are likely to be well
formulated and tested. However, the complete
disaster recovery plan probably has not been
tested, unless there is a specific policy to do so.
This is a key point. Security measures of this
type are often inadequately exercised.

.3 What audit activities produce the
maximum results for least effort? A test of fire
detection sensors under surprise conditions tests
not ‘only the ‘response to alarms but also the
reaction of the fire party and the effectiveness
of evacuation.plans, In interviewing personnel,

should be desighed to elicit
comprehemgive ariswers. For example, the
question ‘%)w would you run an unauthorized

ikgly to elicit more information than
“Are job authorization controls effective?”” The
most likely ansyer to the second question is a
simple and uninformative “Yes.”

questions

4. What are the security priorities? Because
of particular policy,- a request for an

}inv;stigation, or an incident of loss, interruption

or compromise, the testing of a particular
security measyre probably should receive more
emphasis than another equally important but
noncurrent topic. Oné must, however, avoid
irrational concentration on any one aspect of
the program. Management overemphasis as a
result of a recent security breach should be
tempered with a rational approach toward
investigating all aspects of computer security.
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Another step in the process of developing
an audit plan is the review of previous audit
reports. Many times these identify weaknesses or
concerns which should have been corrected, and
so should be ‘an item of special attention in the
current audit.

CONDUCTING AUDITS

There are advantages to be gained from using
both scheduled and surprise audits. A scheduled
audit should meet the general policy
requirements of the particular installation and
should occur at least annually. This could be a
major audit conducted by an outside command,
an internal audit, or a spot check audit to review
specialized items of interest, perhaps as a result
of previous audit reports of findings. The
distinguishing charactenstic\, is that it is
scheduled in advance, with a resultant flurry of
preparation by the data centers. It motivates
hat can
sugprise
mmanding

ieally be leammed from the audit.
audit, should be approved by the
Officer of the command.in ch
facﬂity and is designed to test on @ no-notice
basis certain elements of securjt¥ and control. It
can .be accomplished by the command- or an
extenal audit team, and it can be used to test
those elements best reviewed on a surprise basis,
such _as fire fesponse, access control, and
personnel complacency: ,
+In conducting an audit, the first st?ap
normally is to interview ADP personnel,
although this is not the casé’if any surprise tests
were required. Generally, the first walk-through
includes interviews wit{ the data processing
technical manager. Séarching, rather thgh
leading questions should be the rule, and the
best approach is to allow the interviewee to talk
as freely as possible. Ask questions to put the
interviewees in the position of probing for their
answers. For example, “What is your biggest

access control problem?” not “Do your people

wear badges?”’ Ask how illegal entry or sabotage
would be accomplished. Do not hesitate to ask
the same questions of more than one person. It
is interesting how varied the responses can be.
The conduct of the .interviewer is important. «
Strive to be open in dealing with interviewees
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and avoid allusions to private information and

obscure references to other people or even .
in any other way cultivating an air of myste RN

superiority. It goes without saying that t.hf\nﬂ_/
of good human relations techniques is ¢ssenti

to a successful interview. Nothing can be gained
by being belligerent and antagonizing the
interviewee. Your conduct should be firm and
inquisitive but also calm, sincere, and open. Any
answer which appears evasive or defensive
should be probed in some detail. t

The taking of notes is a matter of individual
preference. Some individuals take very adequate
notes at listening speed. Others must devote all
their. attention to listening. If note taking is a
problem, the interview could be conducted by
two-person teggps. Another alternative is to use a
portable tape recorder, making certain that the
subject knows in advance that the interview is
being taped. If none of the above is possible,
you should attempt to listen and absorb as much
as possible, then record notes and impressions
directly after the conclusion of the;interview.

The evaluation tests can be scheduled or
come as a surprise. Most security audits include
a testing of the emergency, fire, evacuation, and
disaster recovery activities. Access controls
should also be tested on a no-notice basis. Tests
are best scheduled or conducted early in the
audit rather than after everyone is alerted to the
presence of the audit team. Special concern,
guidance, and instructions must be taken into
consideration when the ADP facility has armed
guards. It is possible to test the adequacy of
programmed controls and data authorization by
submitting jobs that attempt to bypass thése
controls. Care must be taken not to destroy live
datg. However, if ADP<4upper management
believes that error -detection and correction
controls really work, then there should be no
objection to the introduction of deliberate
errors to test these controls.

The audit team should’ convene periodically,
preferably at tHe end of each ddy’s activity, to

review progress and to compare .notes. Areas of °

weakness or concern should be highlighted, and

" additional tests or interviews scheduled to

investigate further any particular areas of
concern. Copies of the audit working paper

should be classiﬁ7d, numbered, dated and

77 ‘u . -
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organized for ease of understanding, review, and
comparison. .

At the completron of the audrt a written
report is to be prepared immediately, .while
" impressions are still fresh. As a rule the audit
. report iricludes: .

I. An executive summary

2. A description of the audit—dates,
locations, scope,ﬁobjectives‘, etc.

3. A detailed report of observations made

4. Conclusions drawn from the obser-
vations .

5. Recommendations for corrective actrons
as approprlatey

The degree of cooperation recieved should be
noted and favorable conclusions should be given
the same prominence as deficiencies. Tables,

charts, and matrices of results, statistical tests, ~

and conclusions may be.very helpful. In the
planning phase, agreement should be reached as
to how the final report is to be distributed to
the ADP facility and command’s upper
management.

- A

AUDIT FOLLOW-UP

An audit is of little use unless it is the basis
- for improvement, correction, an®* management
follow-up.' The responsibility for
implementation of such activity normally resides
with the Commanding Officer (COY Of the
command. The CO must, in tum\ assign
responsibilities for corrective action. ¢ best

approach is to summarize each major deficiency'

on a control sheet, outlining requirements,
problem definition, responsibility, agtion taken
or required, and follow-ug action. In addition,
an indication should be & e of the date that
action "should be completed, or if it is to
continue. Some of the corrective action may
require addrwal funds and this should be
noted.

Corrective action, follow-up, and dlsposmon
of the deficiencies should follow a recurring
reporting cycle to upper management. Quarterly
reports are recommended for any audit control
items still open.

_DP;TA PROCESSING TECHNICIAN 1 & C

The final step is a frank and honest
evaluation of the audit itself by ADP facility.
management and the audit team. A group
discussion should be held with the expressed
purpose of improving future audit® procedures
and process. The audit’ plan may be amended as
needed or the team composition may need to be
changed., The emphasrs of the audit should
always "be positive—one of \ helping ADP
management at all levels to improve the security
and control of the ADP facility.

DATA PRIVACY °

o

The Privacy " Act of 1974 (Public Law
93-579) imposes numerous .reQuirements upon
naval commands to prevent the misuse ‘or
comptomise of data conceming individuals.
Navy ADP facilities which process personnel
data must provide a reasonable degree of -
protectron against unauthorized disclosure,

-destruction, or modification of personnel data,

whether it is intentional or results from an
accident or carelessness.

SECNAVINST~ 5239.1 series provides
guidelines for use by all Navy orgfnizations in
implementing any  security safegiards which
they must adopt in order to implement the
Privacy Act. It describes risks and risk
assessment, physical security measures,
appropriate information management practices,
and computer system¢/network security controls.

SECNAVINST 5211.5 series implements the
Privacy Act and personal privacy and rights of
individuals regarding their personal records by
delineating and prescribing policies, conditions,
and procedures for the following:

1. Any Department of the Navy system of
records possessing a record on an individual
must verify it has the record upon the request of
the individual. . . R

2. . The identity of any individual requesting
personal record information maintained on them ~
must be confirmed before the information is
released.
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3. An individual must be granted access to

their personal files on request.

4, Any request from an individual
concerning the amendment of any record or
mformatlon pertaining to the individual for the
purpose of making- a determination on the

request or appealing an initi adverse
determination must be reviewed. k

5. Personal informatibn is collected,
safeguarded, and maintained, and decisions are
made concerning its use and dissemination.

6. The disclosure of personal information,

~decisions concerning which systems of
records. are’ to be exempted from the Privacy
Act. * . —~

7. Rules.of conduct are established for the’

guidance of Department of the Navy personnel
who are subject to criminal penalties for
noncompliance with the Privacy. Act. -

The Chief of Naval Operations (OP-09B) is

. responsible for administering and supervising the

execution of the Privacy Act and SECNAVINST
5211.5 series within the Department of the
Navy. Additionally, \ the Chief of Naval
Operations (OP-09B1) is designated as the
principal Privacy Act cooldinator for the
Department of the Navy.

The major provisions of the Privacy Act
which most directly involve computer security

«are found in the following parts of title .5,

United States Code ¢U.S.C,), section 552a:

1. Subsectior (b)—limits
personal information to authorized persons and
commands. *

2 Subsection (e)(5)—requires accuracy,
relevance, timeliness, and completeness -of
records. . N

. L)

3. Subsection (e)(10)—requires the use of
safeguards to ensure the ¢onfidentiality and
security of records.

Although the Privacy Act se
prohibitions against abuses, tech nd.related
procedural safeguards dre require order to
establish a reasonable confiden03 that

legislative

compliance js indeed achieved. It is-therefore
necessary to provide a reasonable degree of
protection against unauthorized disclosure,
destruction, or modification 6f personal data,
whether it is intentional or results from an
accident or carelessness.

The following terminology is used
throughout the remainder of this chapter in
discussing the treatment of “personal data’:

l. Confidentiality—A concept which
applies to data. It is the status accorded to data
which requires protection from unauthorized
disclosure.

2. Data Integrity—The state existing when -
data agrees with the source from which it is
derived, and when it has not been either
accidentally or maliciously altered, disclosed, or
destroyed.

3. Data Security—The protection of data
from accidental or intentional, but
unauthorized, modification, destruction, or
disclosure. ;

Safegudrds which provide data protection
are grouped into three categories: physical
security measures, information management
practices, and computer system/network
secerity controls. Specifically, these are:

1. Physical Sec'un'ty Measures—Measures for

protecting the physical assets of a system and
disclosure of

related facilities agam?f environmental hazards .
or deliberate actions as discussed earher in this
chapter. ,

2. Information Management Practices—
Procedures for collecting, validating, processmg, ’
controllmg, and distributing data.

3. Computer System/Network Security
Controls—Techmques available in the hardware
and software of a computer system or network
for controlling the processing of and access to
data and other assets.

E ] - " : (13
+ Since the present emphasis is on “personal
data,” the term “data” will be - used
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synonymcmsly with_ “personal data for the
remainder of this chapter -

Technological safeguards are presented in

figure 3-13, where they may be viewed in

relation to the control points within a computer

system/network where security risks occur and

where appropriate safeguards can be applied.

. This . perspective shows the elements of a’

N\ computer network, beginning with the affline

storage of data in machine-readable media (e.g.,

tapes and disks) and progressing through the

mdny possible processing modes. It includes the

use of interactive computer terminals at local

and remote locations and the linking of local

systems: via . communications. networks. It

ERIC

JAruntoxt providea by enic [

¥

stresses the value of physncal security measures
and information. management practices, in
relation to computer system/network controls.

.. DATA RISK ASSESSMENT
e
The first step toward improving a syStem’s
security i§ to determine its security risks using
the criteria discussed earlier in this chapter. A
data security risk assessment benefits a
command in three ways. R

1. It provides a basis for deciding whether
additional security safeguards are needed for
data. - e

o 3-28 -
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2. It ensures that additional security
safeguards help to counter all the serious data
security risks.

3. It saves money that might have been
wasted on safeguards which do not significantly
lower the overall data risks and exposures.

The goal of a risk assessment is to identify
angl prioritize those evegts. which would
compromise the integrity and confidentiality of
personal data. The seriousness of a risk depends
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Figure 3-1::).—-Technological safeguards and data security risks.

both on the potential impact of the event and its
probability of occurrence.

In general, the risk assessment should
consider all risks, not just rigks to personal data.
While this section of the chapter emphasizes the
security of personal data, it is best to develop an
integrated set of secunty safeguards and
requ®ments which protect all classified and
other valuable data in the system wherever
_ possible.

" The risk assessment should be conducted by
a team which is fully familiar with the problems
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that occur in the daily handling and processing
of the information. The participants on the risk
assessment team should include -experienced

. /’répresentatives from:

1. The operating facility supported by or
having jurisdiction over the data under
consideration -

2. The programmers responsible for
support of the operation or function under
consideration .

3. € facility responsible for managing,
ADPjoperations

.4, The system programmers—if the
command has this as a separate function ;
. 5. The DP -assigned the responsibility for
overseeing or auditing system security - ‘
6. Those .responsible for physical security

DATA SECURITY RISKS ¢

Each command’ should identify its specific

_ risks and evaluate the impact of those risks in

terms of its information files. Experience
indicates that the most commonly encountered
secunty 1isks are usually accidents, errors, and
omissions. The damage from these accidental
events far exceed the damage from all other data
security risks. Good information management
practices are necessary to reduce the damage

_that can result from these occurrences. Some

data security risks include: -
i. Input error—Data may not be checked
for consistency and reasonableness.at the time
they are entered into the system: or data may be
disclosed, modified, lost, or misidentified during

*input processing.

2. Program errors—Programs can contain
many undetectéd errors—especially wher they
are written with poor programmmg practlces or
are not extensively tested. A program error Inay
result in undesirable medification, disclosure, or
destruction of sensitive mformatlon ’

3. Mistaken processing of data—Processing
requests may update the wrong data; for
example, if a tape is mounted at the wrong time.

4. Data loss—Data on paper printouts,
magnetic tapes, or .other removable storage
media may be lost, misplaced, or destroyeds

-~—~DATA PROCESSING TECHNICIAN { & ¢~ * .
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5. Improper data dissemination—
Disseminated data may be misrouted or
mislabeled, or it may contdin unexpected
personal information.

6. ,Careless -disposal—Personal data can be
retrieved from waste Paper baskets, magnetlc
tapes,,or discarded files. '

Every ADP facility’s DP technical manager
and upper management should establish strict
controls and procedures over mdlv'idﬁals
authorized to access the personnel data files. If
everyone at the facility needs authority to access
personal data files, the’ physical security
measures should adequately control system
access. If there are persons working on the
system who are limited in their access, the
following risks should be considered:

1. Open system access—"i‘here may be no
control over who tan either use the ADP system
or enter the computer room. $

2. Theft of data—Personal data may be
stolen from the computer room or other places

" where it is stored.

;3. Unprotected files—Data files may not be »
protected from unauthorized access by other

users of the ADP system. This applies to online .

files and also to offline files such as magnetie,
tapes. The latter are sometimes accessible 51mply
by requesting that they be mounted.

4. Diaj-in access—There is serious danger
that unauthorized ptrsons can access the system
when remote, dial-in access is allowed.

~ 5. Oeeén access during abnormal
circumstancgs—Data which is adequately
protected during normal operations may not be
adequately protected under
circumstances. Abnormal circumstances include
power failures, bomb threats,” and natural
disasters such as fire or flood. ’

Physical destruction r disablingsf the ADP
system is not normally a primary risk to privacy.
All computer systems presently in use are
vulnerable to deliberate penetrations which can _
bypass security controls. These types of security
penetrations require vast amounts of technical
knowledge. At present, the Navy has very few
instances of these types of actions. Commands

3.30 82 : o
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‘that are des1gnmg farge computer networks
should consider the following risks in the early
planning stage:

1. Misidentified access—Passwords are often
used to control access to a comfmter .or to data,
but they are notoriously easy to obtain if the1r
use is not carefully controlled. Furthermore, a
person may use an already logged-in ‘terminal

which’ the authorized user has left unattended,
‘or may éaptutey(zjgcommumcations port as an

. ?

authorized ugef“attempts to disconnect from it.

2. Operating system flaws—Design , and
implementation errors in’ operatmg systems
allow a. user to gain' control of the system. Once
the user is in control, the auditing controls can
be disabled, the audit trails erased, and any
information on the system accessed. y

3. SubVerting programs—Programs con-
taining hidden subprograms that disable security
. protections can be submitted. @ther programs
can- copy personal " files into ‘existing or
. misidentified files to use .when protection is
relaxed o«
4 Spooﬁng—Actlons can be taken to
mislead system personnel or the #ystem software
into performing an operation that appears
normal but actually results .in unauthorized
access. .
5. EaGesdropp?g Communications lines
c¢an be “monitoréd™ by unauthorized termmals
to obtain or modify information or to’ gain
unauthonzed access to an ADP system.

* - INFORMATION MANAGEMENT

. PRACI'ICES N .
Information managemeht practices refer to
those techniques and procedures used to control
" the many-operatians performed on information _
to accomplish the command’s objectives, but do
npt ,extend to the essential managenal
determinatibn of the need | for and uses:of
information in relation to any - commands
mission. In" this confext, mformatlon
mahagement includes: data collectlon vahdatlon
and transformation; information processing or
handling; record Keeping; information céntrql, *"
- displayy and presentation; and,.. finally,
standardizations of mfonmatlon management
operations. ’

'—i«

It is suggested that changes .to current
. practiges be

personal data handling cedures. The
mformatlon management guidelines presented in
the followmg material are grouped into major
categories to facilitate the, explanation of their
role. Every practice presented may not be
required -at every Navy ADP facility dy upper
management. The DP technical manager should
select only the suggested practices that are
relevant to - the -designated command’s
environment and mlssmn or approved by uppay(
management..

Handling of Personal Data

Access to personal information shall be,
limitéd tq authorized individuals of agencies in
the Department of Defense who have an official
need for the, record, except when the
information” is otherwnse releasable under the

. disclosure or access provisions of the Privacy
Act. ,

The following practices are suggested for the

handling of personal, data

1. Prepare a pnocedure,s handbook which
describes the precautions to be used and
obligations of -computer facility personnel

_ during the physical handling of all personal data.

Include a reference regarding the applicability of
“the procedures to those government contractors
who are subject to the Privacy Act. Personal
.mformatlon that is processed, accessed,
. mamtamed orsdisposed of by contractors shall
be handled within the terms and conditions of

Section 7-104.96 of the Defense Acquisitign "~ °

Regulation,

2. label all recordmg media which contain
personal data, Labeling such media reduces the
probability of accidental abuse of such data, and
also aids in fixing. the blame in the event of.
negligent or willfully malicious abuse. If the
information resides on removable storage media,
it should- be .externally labeled. External
warnings shall clearly indicate that the media
contain personal information Subject to the
Privacy® Act; ‘e.g¢ PERSONAL DATA-
PRIVACY ACT of 1974 It should be noted that
abbreviations must not be used.

analyzed. by the DP technical #
. manager prior. to enacting new policies in

-
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3. Store personal data_in a manger that
conditions users to respect its cenfgien‘tiality;
e.2., under lock and key when not beingused.

T~

4. If a program generates reports containing
personal data, have the' program print clear

—m— o
wamnings of the presence of such data on\dfe\pe_ml’ﬂlise control .numbers to account for

reports.

5. Color code all computer input/output
card trays, tape reels, disk pack covers, etc.,
which contain personal data, so that they can be

afforded the special protection required by law. -

Data ProcessinghPractices
The following—practices are "suggested for
~ data p\rgce'ssingirocedW---

data upon receipt and durmg input,
storage and processing.

s 2. Verify the accuracy of the personal data
acquisition and entry fethods employed. -

6. Keep a’record of all categories of inventorigs of all tape and disk storage media to

personal data contaihed in computer-generated

" reports to facilitate compliance with the’

requirements that each command identify all

command.

7. Carefully control products of

intermediate processing steps, e.g., scratch tapes
and disk packs, to ensure that they dq not
contribute to wunauthonized disclosure
personal data. P

8. Maintain "an, up-to-date hard copy
authorizatton list.of all individuals (computer
personnel as well as system users) allowed to
access personal data for use in access control and
authorization validation.

9. Maintain an up-to-date hard copy data

such data files and their routine use by the

. ensyre accurate accountmg for all personal data.

4. Use c.arefully devised backup procedures
for personal data:-A copy of the data should be
kept at a second location if its maintenance lS
required by law.

5. Create a records retention timetable
covering all personal data and stating minimally

of =the data type the retentton period, and the

authorit nsible for making the retention
decision. ~

6. After a compyter failure, check all
personal data which was being processed at the
time of failure for inaccuracies resulting from
the failure. .

7.1f the data volumes permit economic

dictionary listing the complete inventory of “ processing, some sensitive applicatians may use a

. personal data files within the computer facility
in order to account for all obligations and risks.

L
Maintenance of Records to Trace
the Disposition of Persqnal Data

I N -

The following pract{ces are suggested for the
maintenance of records. .

1. fistablish procedures for maintaining
correct, current accounting of all new personal
data”brought into the computer facility. -

2. Log £ach transfer of storage media

3. Maintain logbooks for terminals that ate
used to agcess per’sc_)nal data by system users.

dedicatedlprocessing period.

-

8. Files created from files k}own “to
contain personal data should be examined to
ensure that they canmotbe—used-to regenerate
any pefsonal dat&‘A formal process must be
established fof. the determination and
certification\that fuch files are releasable in any
given instande ‘

9. In aggregating data, give consideration to
whether the consequent file has been increased
in value to a theft-attracting level.

10. When manipulating aggrégations and

\ + contai personal data to or from-the combigations ‘pf personal data, make it
ter facility. . i ace any information concemmg
- . an individual. Steps should be.taken so that no

N inference, deduction, or derivation processes can
be used to recaver personal data. /e

~
N ~

332. .o .o
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3. Take * both regulaf and -unscheduled

N
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Chapter 3—ADP PHYSICAL SECURITY, RISK MANAGEMENT, AND PRIVACY -

- Programiming Practices

The following prgcftiaas are suggested for
programming procedures.

1. . Subject all programming developmént
and modification to independent checking by a
second programmer, bound by procedural
requirements developed by a responsible
supervisor.

2. Inventory current p}ograms which
process or access personal data; verify their
‘authorized usage. :

3. Enforce programming practices whic,b
clearly and fully identify personal data in any
computer program.’

4. Strictly control and require written -

authorization for aN operating system changes
that involve softwarig»e'cuﬁty. .

Assignment of Responsibilities
. :7'
- The following prdctices are suégested for t
assignment of responsibilities.

- 1. Make a designated in}lvidual responsible
for examining installation ‘practices in the
storage, use, and processing of personal data,
‘including the use of physical security measures,
information_ management practices, -and
computer system access controls. Both internal
uses and the authorized external transfer of data
should be considered by this individual and any
risks reported to the relevant upper management
authori;y and-the DP technical manager. ’V

* 2. "Make a designated individual responsible .

during each processing, period (shift) for
ensuring that the facilityfis adequately. manred
with competent personnegl and that the policies
for the protection of personal data are enforced.

3. Ensure’that all military, civil qef/vice, and-
o%her employees’ engaged in the handling or
processing of personal data adhere to established
codes of conduct. : .

.*\
N

7
v -

Procedural Auditing }
, LR
. - Whenever appropriate, conduct an
independent ‘examination of established
procedures. Audits of both specific information.
flow and general practices are possible, The
following points should’ be cgnsidered when v
devglopinganaudit. - o

1. Auditing groups can be - established.
within organizations to provide assurance of
compliance independent of those directly
responsible. .

2. Independent, outside auditors_can be
contacted to provide similar assurance at
irregular intervals. ’

3. Audit reports should be maintained for
routine inspection and used to, provide
addjtional data for tracing compromises of
confidentiality. * | .

IDENTIFICATION TECHNIQU ES

Once physical security measures and
information management practices " have been
established, the DP techrical mandger should
considey, methods of pe 'ona.l identification of
individuals for authorized access to the ADP
facility. The identification of each individual
who is allowed to use a system is,a necessary
step in Safeguafding the data contained in that,
system.,

For a broader knowledge of personal.
identification and identification techniques,
refer to FIPS PUB 48, Guidelines on Evaluation

“of Techniques for Automatgd Personal
Identification.

Security of all types should be a continuous
matter with every DP technical manager. This
chapter has scratched only the -surface of the
material available on classified security, physical
security, and security and privacy. It is a subjee
with which every DP should be completely up to
date.” The material presented and referenced in o
this chapter should be stugied for advapcement
in rate exams through the E7 lexl

‘e

‘ )
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This chapter deals with a subjet considered
controvérsial by many, knowledgeable 'ADP
personnel. The dimension of the term “systems”
and its unrestraified use have caused confusion
about, the term ‘“systems analysis.” The
: confusion has come from- the fact that the term ,

-is < not restricted to the data processor’s
community and terminology. It is used by
economists, engineers, scientists, and many
others. To make the situation worse, such terms
as . systems approach, systems Q{plications,
systems engiheering, Systems science; systems
concepts” and: systems methods denote similar

’ procedures and are sdmetime? used
interchangeably -with the term systems analysis.

The term “analysis” is defined in the
American Natigal Dictionary for Information
Processing (FIPS PUB' 11-1) as “The methodical
investigation of a problgm, and the separa't'ioq of
the " problem into smaller related units for
F. . further detailed study.” The term “‘systems
= ,amalysis” is deMned in the ADP' Glossary

(NAVSO P3097) as (1) “The exarrRation of an

activity, procedure. method. téchnique, or

‘business to Jdetermine what must be

accomplished and how the necessary oPerations

" may best be accomplished. (2) To conduct an.
orderly study of the detailed procedures of,

- collecting, organizing, and evaluating the data of
asystem.” S . ,

It is not ‘the intent of this chapter to set
- policy, standards, or procedure. for any ADP
installation., The purpose of this chapter is to aid
' the: DPZ in becoming knowledgeable of the .
: requirements,’ functiohs, and , general
-—-performancés dnd tasks of an analyst. However,
this chapter gives only short simujated proble_m,(

* -~ situations begause of text limitations. «

CHAPTER 4 ' !/ r
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- Many factors prevent the formulation of
exact rules, sstandards, and instructions for
systems analysts to follow. Some of these
factors are: . ’

I. The variety. of different data processing
systems thal the Navy maintains.

2. The volume of manuals that wounld be

-required to describe these data ’processing

systems. ° 44

.3. The different confighration of each of
these systems. -

4. The different requirernents .of each
command supported by. gach of,-the AD
facilities. A >

Thete are many avenues of approach that an
analyst can take when collgcting, jorganizing, and
evaluating facts about a system {roblem and the
environment in which it operates. These avenyes -
of' approach, including the design ahd °
implementation of problem solutions, assist
mranagement in their dedisions. +The main ?
objective of a'systems analysis is to learn enough
about a -problem either to establish. the -
foundation * for designing and-implementing a

" new system to solve the problem, rem’édy or to
.correct the present system if it is found desirable

or feasible to do so. The majority of the Navy
DP analyst’s functions will invbive investigating

" problems, designing new .pspcedures, and-
recommending actions -needed to fully utilizea  «
command’s present computer system. e
DEFINITIONS ~ ." - P

2 / S s o

"To reduce the possibility of confusion and -
enhance the understanding of the terminology

o«

°
~ - -ty . .
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used in the area, of systems analysis, the
following definitions and terms as used in this
chapter arg.em phasized:

1. Systems ‘ Analyst.~A .systems analyst

| ___investigates problems—and develops algorithms
and procedures for their solution in ALL areas

of data processing. This person should have an
extensive knowledge® of and background
experience in operations, programming of
COBOL and FORTRAN, data.management, and
infornMtion collection, leadership, and
management experience. )

9 «
2., Problem Analyst.—A problem panalyst

&g;. jnvestigates problgms and deyelops procedures

v

_ FORTRAN.

for their solution. This"§gson should have an
extensive knowledge of and background
ekperience ip operations and ADP management,
and the ability to converse with all ADP
management, and the ability tq converse with all
ADP area personnel, and management. This
person should have an excellent ability to speak,
read,  write, and understand ADP-oriented
terminology.

3. Data Ahalyst.—A data analyst
invéstigates problems and develops procedures
for their sqlution., This person should have an
¢xtensive -Knowledge of and background
experience in managing a Data Base Management
-System, organizing data and filés; as'a Data Base
Admunsstrator “(DBA), creating and formatting
repogts, and wnting- systems utilities. This
person should also display ‘leadership qualities
and be thoroughly conversant

4. Programming Analyst.-A programming
analyst 1nvestigates problems and .develops
procedures for their solution. This person should

. have an extensive knowledge of and background .
in programming,. GOBOL, ’
systems ' 'Assembler’

experiente
-the parent ‘
Language Cgding (ALC), and other high and low

. level languages appropriate  fort the * parent
system. This person should have the ébili‘%_to )

document_ai! requirements of the particular
‘system concerned., in .accordance with
SECNAVINST 5233.1 .series, revise sgftware
requirements, debug all parent_system software,
mterpret cbré dumps, an# write subroutines.

<+

This person” should also be knowledgeable m ,

- s

A

2

s it in ADP
., management problem-solving techniques.

)

L .

segmentation, overlays, parent systems software
procedures, and'job control language.

5. Design Analyst.—A design analyst creates
and develops procedures for problem solution..

This _person should have an extensive knowledge .~

of and background experience in opefations and

Rrogramming management. This persor should -

also have extensive knowledge of hardware and

- software capgbilitfes and the, ability to solve

complex problems ‘of hardware and software

“interfacing.’ :

6. Systems Study Plan.—A systems study
plan is the broad framework of objectives that
management has get forth -for the analyst to
follow when conducting a systems analysis for a

osingle problem or a complete system. A system

study plan gives the ghidelines required by upper

management to determine the facts and establish

minimum. requirements to efficiently complete
the analysis. Further, it gives detailed

instructions on how the analgsis is to be .

conducted ‘and suggestions .for the analyst to
follow. % '

7. Systems Design.—A systems design is the
development*f a plan or scheme foy processing

. data based on the facts gathered in the systems

analysis. It is done within the framework
developed  during the design phase of  the
systems analysis (study). Systems design can be
in the ared of redesigning software or hardware
for the parent computer. meeting a new
software Or‘a new hardware requirement: or

designing and putting together a complete new.
system to meet. the requirement of upper -

management.

8. Feasibility study.—A feasibility and

© (&c8nomi¢ ana}ysis . is conducfed for a total

systems analy8is and is, generated by higher

authority in accordance with ' SECNAVINST

5231 .'l series.

~* _THE SYSTEMS ANALYST

Alt Navy -ADP facilities, regardless of size,
have some type of taskvanalysis to perform. The
data processing departm
maintain a senes of comguter programs in order
to’ meet informati requirements
accompljsh the' ADP facility’s mission. _ -

. X X

“
Py .

t must develop_and

and
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JOB DESCRIPTION .

In the Navy™ Enlisted Classification Codes
- Manual "(NEC-2751) g systems analyst billet
" description is as folloy . -
> i . -
“Subdivides given problems into
their simplest parts. Coordinates with
system sponsor selection of essential
elements, incleding: determination of
their relatronshlps and designs necessary
proeedures to achieve the desired resalts.
Performs job analysis, Program Evalua- ..
fion Review Technique (PERT) and .
Critical Path Method (CPM) analyses and !
designs software procedures. Performs
document analysis simulation and
design’” :

To obtain the DP-2751 systems analyst NEC
requires 6 months of experience “us a systems
analyst on any computer system other than the
Honeywell H6000 series. .

Have you ever aned more than one person
the question, “What is a systems "analyst and
“what is his/hfr function within the data

processing organization?” More than likely their
responses were totally different. While a great
» deal has been written about the overall ADP.
] orgamzatlon and the data processing system

L4
.

which supports the organization, Very little has
been written 'in the DP’s rate training manual’
about the data processing systemsanalyst. The
reasons for this are as varied as the answers that
you would receive to thé ‘question, “If I had a
systems anglyst NEC, what would be my job at a
large ADP facility?”” The major reason for this is
that the data processmg department of any -
single orgahization is likely to differ
considerably in structurg, equipment used, and
configuratjonr from that of any other
organization. Additionally, the missions of the
commands that the ADP facilities support are
different: N
; The three common prmcrpal functions
rformed within a data processing department
sually result in the basic configuration shown
in figure 4.

. A_systems analyst can be compared to a
A yman or a person who is known-as a

Jack of-all-trades.”” Their duties and

- ’ v ’ L
\ - 43
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v 78.147
Figure 4-1.~Typical organization of an ADP department

)

responsibilities will vary at each new command.

or billet. The systems analyst is a member of the
Systems Analysis and Design. Branch at most
Navy ADP facilities. The position or hillet that
an analyst occupies may be‘responsible for the
followmg duties:

1. Serve on project teams- and perform
duties as required . in developmg and
documenting the concepts, principles, - and
specifics applicable t¢ desrgnmg the procedure
for dutomatic data processing of information. .

2. Analyze and evaluate ADP requirements
functional support for total

o 3. Analyze hardware interfacgs, software *

interfaces, commniunications mterfaces, “and

time-sharing schemes as.required.

4. Prepare questionnaires and conduct

. interviews.

" 5. Prepare” reportsz dé mentatdn, and
charts, and collate reports fo;\l review.

6. Report orally the progress or results of a
- s§stems arialysis study to the ‘users or upper
management.

7. Attend plannmg, schedulmg,
techmcal conference& on subjects relatmg to

. '
- . . L. rn? L

systqns .

and

\)

<
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ADP support of requrrements for mtellrgence
management, and logistics functions. .

-

8. Assist the users in defining. mformatron
fequirements. .

9. Analyze and determine if available data
¢an be transterred into information. -

10. Evaluate available: technologg for use in
.problem solutions.

11. Evaluate and suggest’ the best mixture of

resources (personnel, money, machines,
material, and procedures) for implementing a

new system (hardware or software).
12. Evaluate and determine parent system

software flows. debug system errors,- and
recommend corrective procedures.
13. Analyze and desigp additional

requirements for software and hardware for

parent computer systems.

“ In general. the systems analyst analyzes the
. problems of the. operations branch,

users branch. The ssatems anhalyst is the
INTERFACE between all the” branches aof an
ADP facility. This function is logical as well as
important, because mfornLation systems are
developed to ﬁll the information requlrements
of a wide vafiety of users throughout ,

command. The systems analyst (or group of

analysts) interface ensures that'the system meets '

fhe users needs. while the programmers,
operators, and -data base admnistrators deal
with the "technical. aportrons of the " existing
system !

»

~ v

EXPERIENCE .

4

When detarlmg the background

- successful systems analyst should passess, a

number of factors emerge. A formal education
in ADP is not requlred to receive a 2751 NEG,
nor does 1ts possession’ guarantee to produceé a
good systems analyst. However, a college degree
in either business or. computer science, does
indicate-that the individual has been exposed to
modern business concepts and problem- solving
techniques.

Before an individual cons%s applying for
an-analyst 2751 NEC, a self-evaluation covering

LAY

that a

* and/ gains

past experience and background knowledge of .
analysis should. be completed. Following are
some guldelmes that need to be considered in
s_u_c_l]_wvaluatron -

1. A goverrunent-sponsored manufacturer’s

analysis course should be completed successfully: -

on the parent computer system or its equivalent,
locally.

2. Experience should include: ,

a. At teast 6 months operatmg the
parent computérseystem. .

. b. At least 6 months programming the
parent computer system using all programming
languages inherent o the system.”

. At least 6 months as a Data Base
Admimstrator on, the parent computer system.
d. At Jeast 6 months as an ADP
manager, dealing with people effectively and

harmoniously. Y

e. At least 6 months working with

systems concepty and in data processing in

general, becoming thoroughly familiar with the
parent computer systems hardware and softw%ri
®

- capabilities.

f. At least'6~months working with
documentation, becoming thoroughly familiar
with al, SECNAYV instructions. ‘

g. At feast 6 months flowcharting
problems on the parent computer system

¢ [y

3. A formal edu_catron, mcludmg a college
degree in business or confputer science should be
completed )

4. The desire to become‘ﬂ successful and
completely qualrfred systems analyst should be
expressed. . oo-

A qualrﬁed systemszfanalyst should possess
most of the preceding attributes and background
expenence. It would be difficult to find a person_

.with less than 6 yeais experience in data’

prot.essm! with all of”the preceding background
expenence. If the precedmg list of qualifications
were required rathér than suggested, the Navy
would have very few systems analysts. In
actuality, an individual is granted an analyst
NEC after 6 months of experience Qf any kind
background experience while
functioning as an analyst in a specialized portion

0’

o
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of ‘the analyst agea of'.responsibility. Although
officially a systems analyst once a 2751 NEC is
received, some commands assign an individual
with minimum experience to such locally-titled
billets as problem analyst, data analyst,

\,grogamming analyst, or design analysts The -
.decision depends on the individual’s background
and experience (as defined earlier in this _
chapter). Take, for instance,,an individual who
h%,'had extensive experiende in ‘programming
“and is thoroughly knoivledge Rle in the systems
software, but has no operatio experience or
possesses limited knowledge of systems
~hardware capabilities. This indigdual would
probably perform a' very good’ana!ysis of a
problem with software and perform poorly in
analysis of % a - hardware-oriented problem.
Naturally, this systems analyst should be
assigned to a systems study team as a
programming ‘analyst and assist a problem
analyst, thus gaining experiehce in the hardware
area. Although all analysts with 2751 NECs are
officially systems analysfs, the local command »
progression.. as related to experience and
backgroupd on a particular computer system, is
depicted in figure 4-2. ) '

D

>

The lack of knoewledge and experience in the
areas of operations, data.base creation and
manjpulation,” and programming by a systems -
analyst may result in a new design or redesign of
systems that are impractical from an operating,

) programming, and implementation standpoint.
Generally speaking, a systems analyst should
have more experiencé in ADP than an operator -
or programmer before becoming a, swccessful
DP-2751 systems analyst, To be a qualified and

. successful systems analyst takes fime and
experience. It does NOT come with the

. completion of this correspondence ‘course or -

. Wwith the -ability to speak ADP jargon and
terminolody. T coldfand hard fact remains
that a systems analyst must be skilled in the art
and science of problem solving.

2

.

INTERPERSONAL SKILLS: - |

. . .

Next to experience, dealing ' with people
effectively is .the' most critical factor in
becoming a sucgessful systems analyst. The
abilfty to converse (communicate) and deal with

V
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SYSTEMS ANALYST BILLETS . «
78.148 .

Figure 4-2.—Common local command ‘billet titles- for
systems analysts as related to background experience.

~

-~
~

- all types of people at every level in an
. "~ -organization is an attribute that a systems

‘analyst must posses® While conducting a
systems analysis study, it is not uncommon for
an analyst to interview a .me;?.lber of top
management and a DPSN (Data Processing
Technician Seaman) keypunch operator in the
same day. Very often,-conflicts between tlre,
requirements of the user and the requirements
of other branches of the ADP facility are
identified during interview®. The systems analyst
must be able to communicdte the nature of
thése problems to gll the branches and interface
with them in each of the solutions.” Most
Wﬁs are extremely vershtile and resourceful
¢n Performing liaison duties between
branches. -When performing liaison and
interfacing duties, the ‘ability_ of the systems
analyst to communicate knowledgeably is
essential. The interfacing requirements of a
systems analyst are. summarized in figure 4-3.

SYSTEMS ANALYSIS
systems anal)./sis is not conducted exactly

the same way in all situations. Onée-it has been

-
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78.149
Flgure 4.3.— Knowledgo interfacify capabilities and
requlvements -

. b %
determrned that a problem ex1sts the analyst
must determine (1) what is taking place, (2)
what should be taking place, and (3) what the’
user wants to take place. This could encompass
an analysrs ranging from a simple new fggort

requirement to an analysis of a completely new °

systemsliRTware /hardware requirement.

Since the Navy does not change computer

systems very often, this chapter will relate to
problems of software/hardware, additions,
changes, and modifications of input/dutput
requlrements of a command’s parent comguter
system. that has already been fund®d and
systems approved.

‘Systems . analysis involves collecting,
organizing, and evaluating facts about an
existing or proposed system and the
environment in which ft presently operates or

will ‘operate-after it has been implemented. This

requires determining the following user neéds:
1. Inputs and outputs.. - °
2. The data and information requrrer_;nents
of an organization”/for both> operating and
management purpgses. > -
. Ty . A o ' p

0y

w9 '.

o
-

3. The sources of data. ' - -
4. The processing methbds and files .

_ (Manual/Automatic) that serve as a link between
input and output. . ) ) .

Systems analysrs as used in this chapter, is
restricted to fact-finding and to examining
present systems to determine problem areas. TRg
reason for this restriction is because this type ‘of 3
analysis is applicable to existing systems. >

The objective of a systems analysis study is * *
to learn enough about the problem, system,
_equipment, personnel, and operating conditions,
and the demands on these factors, to establish J

the foundation for designing or redesigning and,

implementing a better system, if it is found
*"desirable or feasible tp do so by upper
management A redesigned data processing
system or information system is better only if it
increases ‘the overall output of the organizdtion,
considering the , cost of systems desrgn or
redesign as part of the total cost

4
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Analysis Generatlon
L 4 Y

. Consider - the question “What generates a

systems analysis study?” The answer to thi¢ can

vary as much as the ways in which an anglysis
« can be performed. Usually, it will b' for oné of

the following reasons:,

.

1. The user has a problem in one of the
software systems.

2, A new requirergent of 1nput or output
data ‘erl change” or cré#ate a new data base and '
report

3. New  users Hive, addrtronal systems TN
requrrements . 9 .

4. A new or -requirement is<
initiated by n'ranagem:en, iﬂal‘ or external). “« |
5. The parent computer - gystem cannot

perform efficiently undex present requirements.

6. A request for additional or new )
hardware requrrements is geqerated\as > h

7. Excessive material and ources -are
. expended for a project which: xceeds
management s budget goals. ' >
8: The present software or hardware system
takes too fong to produce the output the user
.wants. |

b Y

v
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9. There are frequent hardware or software
failures. '

‘10. There are frequentkrors in. command

written programs. =

Ih-Theére is dissatisfaction with .- the
operating results of ‘the ADP facility’s present
‘computer system. This would
insuffidlent or inaccurate inférmation, excessive
burdens on operating p}rsonnel to collect data,
excessive _ system operating costs, or
Administrative ADP problems. '

<

Facetiously speaking, the,only time some
type of analysis is not being performed is when
(1) the system is operating perfectly, (2) no
charges or new requirements exist, and (3)

briefly here and are discussed in detail later in
this chapfer.

3

I. Preparation ;Phﬁf——l‘)u—ring' this phase,

_ the analysis is approved by uppar fmanagement ¥

include .

technological change in ADP hardware and .

software is at a standstill. Of course this status is
never true,-and some analysis is always being
performed by the analysis branch. A system has
‘ot been developed that is perfect and cannot be
. improved. If you agree with the latter statement,
you should consider applying for a DP-2751
systems analyst NEC.

3

~

PHASES OF A SYSTEMS
ANALYSIS STUDY - - :

. There are five phases in a systems analysis
study’ for analyzing an existing funded system
(fig. 4-4). For the purpose of this chapter, an
analysis of an installed computer system will be
emphasized. - The five phases are mentioned

(8

-
’

-analysis

and a’systems analyst or a complete systems
analysis study team is appointed to complete the
project, whichever is appropriate.
Defining the scope of the analysis, setting
schedules, and similar preparatory activities to

lay the ground work for thé full-scale study are )
included in thfy phase. As a general rule, the p
systems analysis study plan is prepared in this .
phase. .This includes preparing appropriate -
questionnaires, collecting adequate blank forms,

and becoming familiar with any special written

guidance instructions or documentation from

upper management.

2. Interview_/Syrvey Phase.—In thi§ phase

all existing docunientation concerning the
analysis is reviewed; the preseént _systems _ -

processing is surveyed (hardware/software); the

+data and files involved are determined; and the

products, which are presently being obtained,
are determined. This, phase is accomplished by

scrutinizing the documents used conducting .
interviews, and collecting all facts, N rtaining to
the analysis study. ~

3. Analysis/Decision Phase.~In this phase-
all the information. data, and facts pertaining to -
the analysis study gathered during the .
int%rview/survey phase - is ‘analyzed. A
recommendation is submitted to upper
management if the result of the analysis. is

vo

¢ - ’ -
R » $.
PHASE | . PHASE 2 PHASE3 PHASE 4 PHASE 5 *
, > PREPARATION || INTERVIEW/ SURVEY | . “;‘EACL,';?(')SN/ N DESIGN L s IMPLEMENTATION ’
[ ~ I
. \ ° N 3
A y N ' 4 Y bV
K . . o . - 3
fffffff AUTHORSTY ~~ — . . ] DATA AND ¢ ¢
- |~ TO SELECT A FACT GATHERING REMEDIES * NEW PROCEDURES ) DEVELOPMENT :
STUDY TEAM o ANALYZED 'S °
] . . . . . .
» . * ‘
. ° : : . ' & . 78.150
’, - quur{,jut.—symmt analysis study phases. - . < .
. . . . . "
. I o R
- . M o . . ‘s
. 4‘7 R ° b‘ . -
- »
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negative kf‘ not ,feasible'“t"or

, design and
implementation. .

+ 4. Désign Phase.—In this phase the systems
analyst or systems analysis study team bring
together the solutions for the problems of the
present computer system or an approved new
system - if 'appropriate. The new software/
hardware modifications are designated,

) ., .
processing’ and procedures are determined, and _~

any other requirements are specified.

5. Implementation Phd8e.—In this phase -
additional equipment is selecteds,and new
systems .programs are developed ‘aﬁ’dﬁte'sted. If

- additional hardware equiptnent is approved, it”
~ will be installed. Also, live tests are performed
and evaluated. After the hardware and/or _
- software modifications or additions have been
<accepted by wpper management, the systems
. analysis study and team are ~dissolved until
__another modification is needed to the system. ’

.

" THE ANALYSIS STUDY TEAM

When determiriing the total size of a systems
_analysis study’ team, upper managgment will
appoint the team members in accordance with
the workload involved in the analysis study. If a’
“tota{}ystéms analysis” is undertaken, then the
analysis study team should have enough analysts
“and non-analysts appointed to complete the
project through each phase and be condugted in
accordance -with SECNAVINST 5231.1 (series
latest revision). A total systems analysis may
evaluate the entire ADP facility structure at
every Jlevel when designing a new dystem. A total
systems " analysis approach (as detailed in
SECNAVINST 5233.1 séries) .will not be
emphasized in this chapter. An already funded
praject “initiated at local ADP facility level will
“be discussed. S .

Each ADP facility has its own ;.bqf'ﬁrementsm

-

and work-load responsibilities, and appoints the +

analysis study teagn members according to local
requirements/needs. Usually notmore’ than two
analysts- are "assigned to analyze a small systems
addition or~ modification. The reason two
".analysts are suggested is that an inexperienced
DP-2751"' systems analyst can be teamed with an

_ expéflenced analyst qualified toﬁ\complete the
¢ entire project. ‘ St

4
- ' . [}

%

When condutting a total systems analysis
study, there are usudlly members appointed to
the analysis study team that are not DP-2751
systems analysts. There is a great deal of work
involved in an analysis study of this nature and
expertise from all areas of the organization is
required. Members are appointed to the analysis
team from higher authority commands, upper
management, middle management, operatiofis,
and programming, and include users, civilian and
military engineers, and DP-2751 systems
analysts. ’

PREPARATION (PHASE 1)

o

The first phase of &systers analysis spudy is
_the preparation phase. In many instances, this -3
phase is skimmed_over or rushed. This phase is
very important, and the systems analyst in
charge should devote adequate time, effort, and- ]
preparation to it. -Following are the 10_basic * .
steps in phase 1: -

LI

1. Approval for the -analysis study is
granted. X

3. The scope of .the analysis study. is
defined. -

4. Time schedules for the analysis study are
set. % N

5. The anaysis study plan is prepared.

6: Questionnaires are prepared.

7.Blank, forms for interviewing_ are
prepared. .

8.%:he analysis study team is indoctrinated.

9. Personnel interview schedules are
-coordinated. .

10. The analysis study is begun, " . & x

L When starting phase 1-of a. systems analysis T
study, the team leader should give considerable
thought to flexjbility and not treat the 10 steps
as an unchangeable procedure.

o L ;
2. The team tsappointed. - . 1
|

Apgroval (Step 1) o /

‘The first step of .preparation (phase 1) is
receiving ‘approval to do the analysis study. This
approval will usually be generated within the

) local( command because it is alreddy under




v,
4

Chapter 4—-SYSTEMS AN{XLYSIS \

funded approval and concerns a problem that
xists* with the present system. When doing a
(fotal systems- analysis, the approval will come
from higher authority, down through the chain

of command. A total systems analysis directed -

by higher - authority usually indicates a large
hardware or software change and is performed in
accordance with SECNAVINST 5231.1 (series).
For the purpose of illustration in this chapter,
. hypothetica_l_ ‘analysis.is being performed on 4
problem- using existing *funded hardware and
software. This type of analysis is approved by
the parent ADP gacrhty and is usually in the
form .of a project request approved by the
commanding officer of the ADP facility.

Team Appointrnent (Step 2)
. The second step of prepdration (phase 1) i 1s

the acfual assignment of the analyst(s) to do the
analysis. The number of analysis study team

members can range from one to as many as.it_

takes to complete the analysis. This depends on
how big the project is and the workload of the
systems analysis branch. As stated earlier in this
chapter, it is recommended that a minimum of
two analysts be¢ appointed to each project if
inexperienced analysts are assigned to the
analysis branch. .

It is usually the responsibility of the
officer-in-charge (OIC) of the 'systems analysis

branch” to- assign , members to the systems

analysis study team for each project. * ‘ J"

)
L

Scope(StepB) — "

* The thxrq step of preparation (pﬁase 1) is the
defining of-the scope of the analysis study. At
this time the- user, management section, ‘or’

branch’ that requested the systems analysis study

should have “provided a clear and precise
" ‘statement (With the pfoject requést) of what
* should be accomplished. This statement should
-identify the opération, the system or subsystem,

or the areas-that will bg. affectéd by the study.

Generally speaking,the scope of~tl"fe study is the
problem described in defail by upper
management and/or the. Juser. requestipg.- the

analysis study. Detailed mformatlon.m the ope .
statement is.very important because it séfS the -

jboundaries within which the analyst will work.

.
The scope of the analysis study should -

answer or identify the following list of problems

" (if they exist) for the systems analyst:

1]

I. What are the nature and purpose of the

~work products desired?

2. Is.this a new system or subsystem?
3. Is this a hardware or software problem,

a_. orboth?

4. What data files are invoﬁd or will be
created? s

5. What new-erold reports areinvolved?

6. Is existing documentation for the syster
or subsystem available and up-to-date? - -

7.What is the due date for imple-
mentation? .

*8. Are external resources or orgamzatlons
involved? '

If the scope of the analysis study is
sufficiently described,‘it will permit the systems

__analysxs.-study—team to start visualizing the

problem in a wider spectrum immediately. The
'scope statement is the document that gets the
analysis off to a correct start.

. s
Schedules (Step é)

The fourth step O’f prepagatron (pkzase 1) is

the setting df time schedules. After a horough
* review of the scope statement, an experienced ~
analyst should have a good idea of how long the,
analysrs should take. This time factor should be

" discussed with all’ members of the systems
- analysrs study team and- qoordmﬁted with upper -

management. Always request. enough time, and .
set milestofies that are realistic. *

.. i

-

Setting time schedules,could‘ be a major

_factor in the apalysis if it involves_an offsite °

total systems, analysis study of an organization
that presently does not have a computer.sy$tem.-
If .this situation exists, all travel time schedules
should also be coordinated with the orgafifzation
under study and the present upper management »
'durmg this phase step

N2

Analysis Study Plani(Step 5)

~The fifth step of prepiratron ¢phase 15 is- - h

preparmg the actual analysrs Study planf The -
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majority of the material needed in the.analysis
study plan should be collected and inserted into
a bound document during the preparation
(phase I)~(step 5). When drafting the-analysis
study plan,” it should not be regarded as a final
document, but as a starting tooly subject to
change until the analysis study is completed.
Later in this chapter an outline format for an
analysis study plan \is displayed in detail. The

. ittms and -forms included will always vary,

because every analysis study is different in some

. way. This outline is only a suggested procedure

4

’

. -are physically

on how -to- preparraj)roblem”for Ermys“‘ The ™

following items, however, are common in every

analysis study and should always be included in *
the analysis study plan:

1. The written authodrity to conduct the
analysis study. '

2. A written“statement of the mission of
the analysis study, the problem as it is known to
exist, and what the survey is expected to
accomplish. ~

3. A written statement assigning. the
analysis study “team members, including eaeh
member’s security &learance.

4. A schedule showing when each major
step is to be accomplished and which team
member will perform it, - )

Questionnaires (Step 6)

During , the ~sixth step " of preparatlon
(phase 1) all locally designed questionnaires
should be typewritten to completion except for |
information the questionnaire asks the recipient.
Questionnaires should be Jocally designed to
supplement personal interviews. . The form .
should be designed ‘for the computer systems
hgrdware ,and softwarg ‘on which theaanalysiss gy
being performed. The use of such,qu 25t {0 au@
should be limited to. srtuahons where jt°
inconveridiit- to interview all of the indisg
involved .n the analysis in pefson. Following

_some of the instances when.a questionngire

be useful as a fact-finding tool when persor
interviews are prohibited:

I. In cases when the anélygjt and recipient
separated and travel is not
feasible. 1 ( .

- Without

l%",’

?(Step 8).. -

. -assocnated' .with

2. In cases when the récipients are too
‘voluminous.

3. In cases when the mformat10n gathered
is repetitious and wilfbe used to verify similar
‘data from other sources.

S v

Interview_Forms (Step 7)

During the seventh step of preparation
(phase 1) tHe team leader should prepare °
interview forms and fill in data that is already
—available;-such- @§t— e o

1. Name of individual to be mterv1ewed

2. Project number.

3. Security of interview form (if known
prior to the actual interview).

4. Department where individual }s to be
interviewed.

5. .Phone number.

6. Status of individual; for example, DP1,
GS-9, contracted civilian, etc.

7. Remarks .section—list all appropriate
questions pertaining to .the analysis as can be
determined for the problem under study for the
individual being interviewed. QueStions of this
type help organize the material in logical
sequence and keep the interview in order. The
particular systems analysis study, project-topic,
and managements desired outcomes will derive
,the actual questions <’

¢

The analyst should be prepared to go to the
interview with a documented list of questions
pertinent ¢§g. the analysis being “performed.

" thought-out list of prepared®

-questions, the analyst- may not generate all the
required information, the interview could tpnd .
to Tramble, and the’ analyst could appear ‘“not
60 bright.” "

]

“St¥dy Team Indoctrmatxon

’

. During 'the eighth step of preparation

- (phase 1) the -entire analysis study team: should

be oriented. by the team leader. The team should |
be hnefed on all aspects of the analysis and all*
. pertinent . information and material to be
the analysis, such as

~ .
N ~

- 410" -
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organizational eharts, functional charts,
directives, regulations, instructions, policies, and
documentation manuals relative to the analysrs
study. The briefing should also specify which
forms are to be used and hqw they are to be
completed, the people to be interviewed; \{/d_‘
the required data to be collected.

Upon completion of the ifdoctrination
briefing, the team members should have their
work schedule and expected completion dates
for each phase of the analysis. N
—Ample—timie should be given durlng the
brleﬁmg to answer any team member’s ques iong,
It is essential that the team leader explain the
assignments of and reqttlrements of each team
member in detail. Remember, the moro@tailed
the indoctripation 1s. the better end- results will
be kccompllfcd in t-hc analyss.

Interview Schedule Coordmatnon

taken toward this phase opa systems analysis
study. These approaches have varied from a
cdmplete data gathering and fact-finding analysis
to a cursory look at the problem that generated
the systems analysis. ?ﬂnese widely different
approaches stem from the actual policies, ne€ds,

e

and requirements _sef ' férth at different
commands.

‘ -

When time and manpower permit, a

complete. «and-- -thoreugh——analysrs ~should-—be——
conducted using sét procedures The procedures
for a small problgm analysis stould generally’be
the same as for a large project systems analysis.
"Every command should follow the
documentation ' procedures, set forth in the
SECNAY $233.1 -series instrugtion, and dther -
appropriate instructions. “for equipment
acquisition (SECNAVINST .5230.6 (ser1es)),

{ , operation, review, and ‘evaluation!
(Step 9) . k
. . . The main purpose of the m‘terv1ew/survey

During the ninth stcp of “preparation phase .is to gather facts. . THis is basically
(phasc 1) al interview schedules should be . accomplishtd in the followm,g three steps of
confirmed.” The analysi$ team leader should ~ phase 2: : ) \ -
arrange appointments as far in advance as v - o
possible and coordinate all interviews through . Survey thé problem usmg existing
department branch heads and division leading documentation. ‘
petty officers. When coordinating the interview 2. Interview in - their

schedules “with these individuals, a thorough -
. explanation of the analysis study should be
glven .

N

5
Analysis Study Commencement -
. (Step 10) .
During the tenth and  final step of

" preparation (phase 1) all steps of preparation .
" should be checked for completeness.

If time perniits, it might be desirable to take

«an orientation trip to the' branches inyolved in

the analysis. In this- visit, the analysf has the -

opportunity to meet concerned individuals and.

_can ‘break down ‘dny initial resistance to the

fortheonnng 1ntcrv1ews

¢
s

A

INTERVIEW/SURVEY (PHASE 2)

L3
]

The second phase of a systems analysis study
-«consists of the interview and actual survey.
There hage been m.any different approaches

* Problem Su_rvey (Step 1)

1nd1v1duals-
environment. e
3. Document and collect data.

Phase 2 of the systems analysis study should '
be started as soon as“possible afer the

completion.of.phaSé | (step 10).

ol

*

L

- The firsh step of the 1hterv1ew/survey
(phase 2) is to ensure that the existing
documented and operating pracedures, as set
forth in the documentation manuals, are

-

- currently up-to-date and arc being adhered toin * °

actual operations. If the problem being analyzed
does exist and is not-a new Tequirement, it is
then necessary for the, .analyst, to dctually -
observe and survey current operating pro¢edures
of thé project’s software and hardward. It is-
exttemely JAmportant that the analyst obtain
copies of he actual forms, operating documents, ,
and.m als that dre currently being used in the .

'’
3

IS -1
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« »
system and are pertment to the problem under
analysis. I

The ﬁurposes of observatron are many. [t

facts:

-y

What is being done.

How it is being done. *.

Who is doing it. * : :
When it is being done.
Howilong it takes.
Where it is being done.
Why 1t is being done in its present
. manner. .

No v s

This procedure.is often very helpful to the
analyss, beaause n many instances it is
discovered that the systems documentation is

incorrect and that actual procedures: are

different from what some of the mtervrewed'

people think. - M -
<

Interviewing {Step 2) .

e

o The -personal interview is the most powerful
_ faét-finding tool available fo the systems analyst.

It provrdes the analyst with a means of getting
information that may not be recorded any where
edept in the mind of the individual being
interviewed. N . -~

An( interview should® be construed by an
analyst as being a purposefu eonyersafion,
planned and controlled by the an: ySt, to gain a
specific objective. An interview shbuld be
thought of as a face-to-face conversation rather
than a professional interrogation. The interview
that drifts into a confrontation of
old-versus-new will produce nothing tangibie for
the systems analysis-study.- If the interview is
conducted properly, it can produce meanmgful
useful, and correct information.

In short, the interview is the tool used by
the systems analyst to help resolve the .project
request that generated (originated) the systems
analysis study. This is true whether the analysis
is a simple project request for additional or
modified reports, or a total systems analysis.

. A \

'Conducting the Interview.—To start an
interview in the right direction, the systems

- ’

~e

4

.allows: the analyst™ to determine the following °

)

-

kS
all
time in

analyst should
aprintments are

ensure

u that ~
kept *

on ‘ the

" interviewee’s office, space, or environment. If 4t

all possrble the. analyst- should not require
persons being interviewed to _leave their work
.areas. The interview shouldbe conducted as

. informally as possible, yet consistent swith the

412 0 e

97 -

. operational step?

need for organized and planned results. Further,
the systems analyst should.be courteous without

.- leaving the -impreésion of being apologetic for

interrupting the individual’s work schedule w1th

. an interview.

As mentioned earlier in “this chapter; the
systems analyst should.have a locally prepared
interview form for each individual to be
interviewed. A check list of questions may prove
very helpful during the interview: Following isa
list of some possrble questions that might be
used: )

I. What items are maintained as ﬁle
information? '

2. What is the number of A/N (Alpha-
numeric/Numeric) characters i in each item in the
file?

systems data base?
4. What are the source data" ‘ .

5. What is done with the ‘source data,
step-by-step, during the performance of each.
operation? -

6. What other data ,are used - * éach
operational step? o o

7. What -decisions» + are * each

made in

. 8. What - normally reecu.rring conditions are
accounted for in each operation?
9. What exceptlo,nal conditions arise during
the data processing? .

10. Where, ase the exceptronal condrtrons ’

reintroduced into the operation? .

11. What are the results (punched cards,
documents, llstmgs reports, magnetic medra
etc.) of each operation?

12. How frequently is the operation done?

13. What resdurces (personnel and
equipment) are r%bw utilized for.the operation?

14. Are thé source. data- processed in
batches?

15. How manjf items are processed on an
hourly, daily, or any other periodic basis?

“intervigw: _

3. How many A)a'rate files make up the

hed

3
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16. How many items of output result from
processing on the same periodic basis? -

17. What deficiencies in processrng\ are
known to exist? .

18. What deficiencies in spurce data are
known to exrst"

19. Whatjdeficiencies in output information
are known to exist?

20. What are some recommendatrons.for the
new réqurrements" C

21 What rs your recommendation Yor the

, solution to the problem? , .

The preceding questions are just a few out of
the theusands that could be. askéd during an
interview. The ones created locally should be
direct and pertinent to the problem under
analysis. .

During the interview the analyst should take
notes. Notes help organize the material in logical
sequence and clarify thinking. Facts are more
reliable when they are immediately recorded.

Individuals being mterwewed mrght consider it
1nsu1t1ng if*a written record of their conversation:

is not kept especially if they feel ‘their answers
cannot be remembered by the’systems analyst.
Further this practrce will “help"’ prevent, the

analyst from coming back after the 1nterv1ew to -

verify facts. v

While it is important that a systems analyst
have -an excellent command of the English
language, it is more important
individual be a good listener. A good rule to
remember is “you canndt obtairr facts while
talking.” Observing this rule ‘will give the

‘interviewee the impression tha{ the analyst is

interested in what is being said. .

There :ar¢ many personal and professional
traits that an analyst should either possess or
control to make any 1nterv1ew'a success. The
following are just a few of the “do’s” and
“‘don’ts” that a systems analyst should consideg
during an 1nterv1ew .

l: Be on time for the interview.
. 2. Explain the problem and purpose of the
mtervrew

. 3.Be a "good listener and reffain from
talking’ about subjects that are not pertinent to
, the prob'lem being analyzed.

¥

that this -

" 413

4. Ask frank and forthright questions.

5. Be courteous but not apologetic about
taking up the interviewee’s time.

6. Do not mak\r\drsparaglng statements .

7. Do not ‘give'\the impression that you,
know more about the “problem under analysis
_than the individual being.interviewed.

"8. Conduct the -interfiew as informally as
possible, but consistent wrth respect of the
status of the individual being intemviewed.

9. Avoid using ADP terminology (computer
jargon) with individuals who are not, ADP
oriented. :

10. Obtain ideas, opinions, and facts about
the problem under analysis”

1. Do not make derogafory remarks about -
other individuals or present procedures.

Interviewing Problems.—There are specral
problents c?nnected with interviewing, both in
.the analyst’s attitude and in the interviewee’s
‘attitude. ) .

As an analyst it is easy to faIl to take into
account a preconception concerning the results
you would like to obtain. That is, instead of
objectively attempting to get_the fact on a .
particular situation, the natural impulse is to
arrive at a tentative conclusion and then attempt
.to get the necessary facts to back up ‘spme
.Jpremature theory, already half-formed. Nothing

"z could be more detrimental to a successful

systems interview. Likewise, when -a new
situation, arises, there may be an unconscious
attempt to associate it with" some past
experience. Even highly experignced analysts,
who may*have used certain methods successfully
in the past, have a tendency to aftempt to
“straightjacket” the.-existing srtuatron into this
previous expenence

"During an interview, the analystshould be
aware of, the attitude of the person bemg
interviewed; for example:

l. Nerwousness—Many individuals are
nervous under the actual strain of any type of
interview. . The more experienced Analyst will

" notice this at the beginning of the interview and
will explain that the interview is not formal in
an attempt to set the interviewee at ease.

-~
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& on Over-response—Through a desire to
cooperate, some individuals, when interviewed,
have a tendency {o supply answers that they feel
are most favorable tg.the analyst, rather than to
state the facts as they exist. Questions should be
carefully worded to avoid suggesting an answer.

3. Conjecture and inaccuracy—Some
“individuals being intetviewed may give
informatiort without actually checking the facts.
This is true when the interviewee feels that
he/she should already know the answer without
having to look..it up. Questions should be
precisely worded to require specific and.factual
answers. When an analyst wants an opinion, the
question should be so stated and noted in the
recording of such information. * .
. 4. Cautiousness - Directly opposite to the
“overzealous person is the cautious individual

answer- is correct. This type of individual may
old valuable information if not absolufely
surdof its accuracy in every detail.

USRS

s

resentful attitudes toward what is under analysis
are pefhaps the most difficult sources from
which tb get ‘information. They may have any
number of reasons for not cooperating with the
analyst. Some,of these reasons are that they may
be averse to change, fearful of losing their job to
a,machine, or just too busy to be bothered. A

. considerable amount of tact and. resourcefulness
must be called upon to convince this type of
individual of the need for cooperating in the
systems analysis study. The fears brought about
. by this type of attitude can be dllayed by a
careful explanation of the purpose(s) of the
analysis. . .

+ ., Tone of the Interview.2The tone of the

physical aftitudes of the -interested parties. If
' . they are relaxed, friendly, and informal, the
“interview will produce positive results. Tt is
mostly up to the dnalyst to bring about this
desirable situation. Interest cannot be
successfully pretendeq, but must, really exist.
People are quick ta recognize sincerity and
- usually react to it in a favorable’ mariner.

£

—

Remember never to give adverse criticism of
the way things are presently being done, and
never verbally express an opinion about the
problem that is under analysis.

Guiding the, Interview.—The interview
‘should be limited. to information and fact
gathering. ‘While free discussion should be

who answers q,uestlons only when pgsitive the -

encouraged, be careful not to be drawn into
conversational detours dbout hunting, fishing, or
other hobbies. The analyst should recognize that

this is a waste of time and quickly guide the

conversation back to the analysis.

Further, the analﬁzst should be very reserved .  °

about making conclusive statements during an
interview. This is neither the. fime nor the place
for the analyst to make con®lusions because all
the facts have not been studleﬁ or even gathered.

Ending the In'tér_view.—Protonged mterviews
are rarely desirable. If it is necessary to discuss

-the problem of the analysis for more than an

P 5. Resemmen't—ln\dividuals with hostile or

hour at one setting, the analyst should split the
interview into two sessions. Interviews are hard
work for both the analyst and the interviewee.
The maximum time for any single discussion
should never be more than an hour.
interview is scheduled for an entire day, the
appropriate thing to do is break every hour for a
mmimum of S minutes. If, as the interview
progresses, it becomes evident ,that all the

. material cannot be covered in the allotted time,

the analyst should make another. appointment
thaL is mutually convenient. Any question that
was ‘important enough to have been included in
the .systems analysis study outline should not be

'ehmmatsd simply because it is not covered

interview is a reflection of the mental and ~

"within a particular time perlod

L

. When the analyst ends the interview, it

should be explained to the interviewee that

additibnal * time may still be required for
verification of the notes taken during the
interview.

Follow-up of Interview.—As soon after the
interview as possible, the analyst should make a
complete flowchart of the information gathered
during the interview. Further, a good summary
shquld be made from the’ interview notes, and

If the i
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drawings of charts sheuld be completed. When

the information has been compiled by the.

_analyst, a copy should be returned to the
individual who was interviewed for verificatign,
corrections, and additions. It is always advisable
to have the interviewee sign the copy and return
it for use in future phases of the analysis.

.

Document and Data Collection

By the time the systems analysis study has
progressed to this point, many of the source
data and documentatlon' manuals describing the
source inputs and outputs have been identified.
As soon as possible after® the interview, the
syStems analyst should collect samples of all the
source data pertinent to the analysis and any

- other documents found to -exist --during the
~intérview not already identified and rewewed
Once all operating. and programming functions
are identified and all supporting documents and

source data (inputs/outputs) collected it is °

imperative that this information be recorded in a
meaningful manner for analy51s study. These
compiled documents and sample source data will
provide insight into how the existing or
proposed dystems operate or will operate. But
this insight will not materialize unless the
analyst and other members of the.analysis study

team have some, designed mieans and techniques

that will aid in the analysis of the documents
and source data collected. In a system analysis
of a small probiem, only a few documents and a
small amount of source data would be°collected;

in more, complex systems analysis studies, the .

number of documents and source data collected
could run into the thousands. When collecting
any volume of documents and source data, it is

necessary and practical to employ a worksheet .

~ for recording the information about a document
or source data as it- becomes available to the

- systems- analyst. For example purposes in this

chapter, this type of worksheet will be referred
to as a Systems Analyst Document/Data
Collection ' Worksheet (SAD/DCW). It is

recommended that a similar form be designed as °
and used = while -

local conditions warrant
interviewing individudls and during actual
document and source.data collection. As shown
in figure 4-5, an SAD/DCW is a self-explanatory

form that can be reused to eon({nse large
amounts of reference data onto a single sheet of
paper for each piece of data or document ’
collected. This type of locally prepared form
should contain actual facts and not opigions,
since it is used later in phase 3 of thes/yr;(ems

analysis study.

Other systems a}lalysis toolsithat can be used

in data. and document fact gathering include *-

flowcharts,
decision, t

grid charts, matrix charts and
les. Basically, it is up to the analyst
* to determiine which tools to use and how
thoroughly the -systems analysis is to be
conducted. Remember, the more facts that are
gathered during this phase of the systems
analysis the better will be the solutions durmg
the aralysis and decision phase. - - -

ANALYSIS/DECISION (PHASE 3)

The third phase of a systems analysxs study
is the analysis of. the documents and. data
collected, piu$ informational data generated by
the analyst team thus far in the systems analysis

-study. This task sounds relatively. simple, but in

actuality, it can become very complicated, even
for small projects such as an addition to an
operating" systems software already in existence.
3

After the inter'view/survey phase, the
systems analysis team is likely to have quantities
of detailed information gathered on the problem
that generated the systems analysis study; the
bigger the problem that generated the study, the
more bits and pieces of information that will
probably be collected for phase 3. The primary
purpose of the analysis/decision - phase is to
analyze the bits and pieces, draw conclusions,
and make recommendations to upper
management concerning the - -assessment of the

prablem . o

In’ previous phases, the analysts have
“collected documents and data on (1) what is
being done, (2) who is doing it, (3) where it is
bemg done, (4) when it is bemg done, (5) how it
is being done, and (6) why it is, bemg done ina
particular manner.

The analysis/decision (phase -3) is often
divided into four steps to provide a suecessful

s
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SYSTEMS ANALYST DOCUMENT/DATA COLLECTION WORKSHEET (SA[VDCW)

TYPE DATA/ DOCUMENT IDENTIFICATION ORIGINATOR, INPUT SYSTEM .
DOCUMENT Y . .

SOURCE DATA | |{FORMAT VOLUME , LOCATION OF DATA

- DOCUMENT' . ‘
y . INPUT SOURCE DESTINATION *
. INTERMEDIATE . . . ~ .
DATA ..
FINAL DATA USE OF THIS DATA/ DOCUMENT
, OUTPUT .
. »
. N X . v L4
. .
. . . :
. ) ) \ ]
s PISPOSITION FORWARDED | | suspenoeD FILED" .- | |DESTROYED - | [cLAgSIFICATION ST
HOW DATA PREPARED

1 .

RETENTIONTIME |MEDIA TYPE RO. OF MEDIA
9

DOCUMENTS ORIGINATING FROM THIS'AND BXQNG UPDATED $Y THIS DOCUMENT/DATA

, . -

INPUT / OUTPUT RECORD FORMAT LAYOUT INCLUDING FIE\Q SIZE AND TYPE (A/N)

’ n > B
{) . ] . .
A} :
_ .
' . .
S . -
4
’N ° v “ /
3 = / - :
\ : N\
¢
) ( REMARKS ON REVERSE) s . ‘
. DATE - ANALYST SIGNATURE VERIFYING SIGNATURE y
W A ’
ro f a <
Ca : ‘ T 1881
A . Figure 4-8.—Systems analyst document/data collection worksheet (SAD/DCW). °
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and meaningful récommengatioh"tq upper . "'fhey should ,havé a general, overall

N

management. The four steps are*

1. Docyment and data collating.

2. Analysis of facts.

3.. Conclusions. -t .o
4. Recommendations.

Before the docifments and data collected are

reviewed, they should be arranged “into some.
" type. of

sequence. This ‘is usually a
time-consumipg task, but the results of this
organizing activity ‘will' make the-copious
mounds of information collecteq less
cumbersome. '\ .

(Step 1)

" The first step of the analysis/decisign phase
(phase 3) is to separate and sequence the

S

N\
0

Afirm conclusions'

“

A}

doduments and data previously collegted'_ix/

some orderly fashion. It should be apparent by
now that each analysis study varies at léast
slightly from every other analydis study. Since

this is the case, it is necessary that this step be *

performed according to the requirements of the
problem under analysis. ‘In most cases, the
collected documents and data can be sequenced
into four categories. The four categories are,
document and data (1) inputs, (2) communi-
cations, (3) processing and storage, and (4)

informational outputs. .
¢ -

-

The input to any system is that point at-

which data first enters the system or where a
record is made of any action. Communications is
the transforming df data from the point-of entry
to and between processing and_storage points.
Processing and storage is the miethod of receiving
incoming data, transforming it into a medium
which can be readily used by human or miachine,
and retaining it for retrieval by the user.” The
informational output of the system occurs when
information is delivered from storage in a forma

suitable for the user to understand. '
~ * . “

v

Analysis of Facts (Step 2)

By the time’the analysis study- team have

- reached this step of the systems analysis study,

‘

/

’

°
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understandigg of. the problem under analysis.
However, this is usually not enough to allow
ind .fecommendations of the
systems analysis to’ b¢ made. During this step.af.
the systems analysis study, each’ document and
each piece of data information should be studied
in a meticulous manner. .

It is recommended that the syste¢ms analysis
team analyze the documents and data collected
using the step-by-step procedure outlined in
phase 3 (step 1). .

Input.~To ensure that all of the information
needed is obtained, it is.a good practice for the
analysis team' to first study the facts about the _

..~ - -input toythe-system. Some.of the questions to be -

answered are:

=
1. What areghe inputs into the system?

2. Where do the inputs come into the
system? ~——

. 3. In what form are tile inputs?
4. What are the volumes of the inputs?
5. What are the frequencies of the inputs?

6. What 4nd how many alphabetic| .and
numeric characters are in each item of the -
source data? ’

7. What areas in the system do.fhe inputs
affect?

.8. What is the reliability of the source?”

9. What is the quality of&he control for the
source data?

:
10. Are -all of the personnel processing(,the .
source data qualified and professionally
knowledgeable? T .

- [N

It should be noted here that use of the
preceding questions, varies depending on the
problem under -analysis and -the types of.
documerfts and data collected for the analysis. It
would be impractical to attempt to list all of the
types of questions pertinent to all of the ‘t?'pes
ofI analysis in a rate training manual, = |

‘Comm'unications.—The record type of
documents and data’to be analyzed includes
facts (source materi{ collected -about

& 0

‘102 |

14
¢
i




\

B . DATA PROCESSING TECHNICIAN 1 & C,

7,

, answered may be:

L What communication equlpment is being

used?
- 2. Are any specral’ commumcatrons
. ~srequired, such as remote input, output,
= and inquiry?
. _ 3. .What problems exist in these areas?
o "4, l-lpw many persons are involved?

. An understandmg of system commum-
. cations enables the analysis team to determme
how itemrs of. information .and data are

study. This'is the *area where data transmission
bottlenecks are often found. The analysts gan
then determine whether the communications are
. adequate or are being routed through areas that

4 ¢

" documents and data to be-analyzed covers facts
(source material) collected about -the ‘actual
processing storage of data for-a system. In most

processing and storage offers the systems analyst
the greatest opportunity to analyze facts on how
to improve the system, or how. tg solve the
problem under analysis. The analysis of the
material .pertaining to “processing and storage
usually results in .locating ‘areas where
duplication of effort, duplrcatlon of data
'elements, duplication of reports, and improper
procedures are found

Processing and storage, although closely

, related, are two separate areas. When analyzing

material in the processing area, the analysrs team

should try to answer the following (or similar)

questions:

1. How much of the operating system is
required for processing each task?

2. What. human decisions are made during
processing?

3> What outputs are required?

4. How frequently is processing required?

5.How much proCessing time is involved
(human and machine)?

4

communications. Some, of the questions to be ‘

5. Are ~present, communications adequate" ‘

R M--transmxttedﬁmto _and-out. 6f the- system- under -

«

perform no action.and are therefore superfluous.

Processing afd Storagé.—The third type oﬁ,

cases the source material collected in the area of -

6.What are the peaks and valleys of '
processing w)olumes" ) \
7.'What online and offline equlpment is

\

) utilized during processing?

8. What programming lan'guage is utilized
for processing?

9. What systems utilities are utrlrzed for

processing? R

What is the abort ratlo for software"

H

10.

When analyzing the material (documents and

"data) collected in the*storage area, the analysis

team should Jry to answer the following (or

similar) questlons

|
~}+-What files are maintained? -~ -
2. What types of files are maintained?
3. How many records are in the file?
4. How many items are in each record?
5. How often.are the files updatéd?
6. What, type of storage media is utilized?
7. What retentlog period is required?
8.°Are data elements duplicated? ¢
9. Can files be combined? , . |
10. What access method is utillzed? i
.~ - ‘s
Output.—The fourth type of material ‘
(documents and data) to be analyzed is made up
of facts collected about the outputs of a system. ‘
The outputs of an existing system or the outputs
of a requested system are the actual purpose of
the system and are of prime concern to
management. Whether the systems analysis team
is analyzing collected *facts pertinent to an
existing system or a requested system,
depending ' upon the scope of the -systems -
analysis in accordance with SECNAVINST
5231,1 (series latest revision), the requirements
of management are satiéfied with actual output.” -
It is the responsibility of the systems analysis -

_ study team-to produce a timely and efficient

means for the production of such system ~

_output. Some of the following, questions should

help the systems aralysis study team to
determine output requirements:.

l. Whiat are the outputs?

2 How are they prepared? * -

3. Can the present system produce the
additional requested output (if any is required)?

*

S " R,
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4. How many copies are required?

3- What modification to the present system
is required’to produce any new reports?
, 6. Is the requested report produced in part
" asa whole by another system or subsystem?

.7 After analyzing the different categories of
material that were collected during the interview
and survey phase, the analyst should have 2
thorough knowledge of .the problem that
generated the " systems analysis. The
analysis/decision phase of the systems analysis

study should be executed to resolve all questiokis 3

pertinent to the scope of the systems afalysis.
Naturally, the preceding sample questions are

ot—pertinent—in—every “type of amalysis. ‘The

.requirements set forth in the scope of an actual
analysis will dictate what type of locally
prepared questions should be asked about
collected material. The - locally prepared
questions should produce information upon
which to base conclusions about
be analyzed. )
T 3
Conclusions (Step 3)’

During the third. step of the analysis/
decision phase (phase 3) the system ‘analysis
"study team should be prepared to agree’on
conclusiofis about the systems analysis study:
JHere ‘again, it will depend on the scope of the
analysis as to what type of conclusions will
result.

Generally speaking, the analysis team should
make their conclusions ‘based on the.FACTS:
* gathered - during the systems analysis. The
following are just a few sample questions that
can aid the

conclusions:
t

l. Has 2 the material pertinent to the -

scope of the systéms analysis study been”
analyzed? ¢
2. Isthe project request feasible?

3. .Can the project request that generéted. ;

the systéms analysis study be accomplished
within the command or does it fall within the
purview of SECNAVINST 5231.1 series and
require higher authority processing.

4. Can the software/hardware be modified
to accomplish the results requested? -

]

¢

the material to .’

systems analyst in making

5. _Has each member of the systems anglysis -

team reached the same conclusions? |, .
6.» Is the cost factor within.command

" budget limits in accordance with SECNAVINST

5231.1 series. . -

- When there is more than one “individual
performing the systems analysis study, there will
always be the possibility . that 'different
conclusions could be drawn about a ‘particular

- part of the analysis. If this happens, the member
in charge of the systems analysis team should

mention the- differences when making
recommendations to the official who authorized

tbg_&l{i&i# _ - ]
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Récommendatipns (Step 4)

: * .

The fourth step of the analysis/decision
phase (phase 3) is for the systems analysis team
to make a written report to the official who
authorized the systems analysis study. This
report should be prepared intelligently and
carefully with respect to all requested objectives

‘within the original scope-of the systems analysis

., analysis. sfudies

study. :

This report will contain different ty[;es of
information, depending on- the following two
factors: ﬁ

I3 Whe,th'er the "anal_ysis study was
authorized at a local level for an in-house

problem involving software, hardware, or ~
operating procedures.
2. Whether the¢ analysis study was

authorized by _higher command . authority -- --

directing.a total systems analysjs.-

As stated earlier, examples of total systems

in accordance with
SECNAVINST 5231.1 series are not thoroughly

covered in this chapter. The following items '

should be gontained in the report and forwarded
to- upper management for their review- and

approval‘:~ Y, Vs

1. Concise statements  of anticipated
benefits as a result of  enacting the project
request. :

\

L




 __ _  ___request. . _ .

+

+ DATA PROCESSING TECHNICIAN | & C

2. Specific recommendations, where

deemed appropriate, for redesigning hardware
<aconfi 1guratlons or software systems.

" 3, Precise statements with suppo;tmg

reasons when Tecommendations are submitted to

disapprove a project request.

"4, A brief description of each modification,
addition,* or deletion required to the present
software/hardware system.

. 5. Explicjt statements for alternatg avenues
that could produce identical results in relation
to the scope of the study. °

6. Explicit statements of any additional
requirement that was not included in the project

Sufficient detai] should be included in‘the:
report to assist upper management in making a

decision as to whether 'or not to authorize the
design, documentation, - development, and
implementation of the project request.

If the project- request is “disapproved for
implementation, Upper management should take
the following actions:.

1. Notify the user of disapproval.

2. Send a copy of the systems analysis
study team’s recommendation report to the
user. o

3. Disestablish the ‘analysis study team and
reassign them to their normal dut1es

\ 4 /
- PESIGN (PHASE 4) ] .

In the fourth phasé of a systems, analysis

study, the systems analyst utilizes past
experience, ingenuity, and knowledge of all

areas of data processing to solve.the problem .

that generated the systems analysis study. The
procedures and approach of the design phase of
an analysis will fary, depending on the actual
scope of.the project request under study. For
edample, the procedures and approach for
« designing an additional software subsystem for
- an existing system would differ from that for a
total systems analysm A total systems analysis
would inwolve designing a new ha;)dware
configuration, data bases, operating software,
and. preparing a ‘Mission Element Need
Statement (MENS) in accordance with

A

SECNAVINST 5231.1 series. The likelihood of a
. Navy data processing technician designing a total
system-on any duty assignment is very unlikely.
For the purpose of this rate training manual, a
project request for an additlonal software
subsystem on an ex1stmg funded system- will be
analyzed. v

- At this point, upper management has
approved the project -request and any
modifications that, were submltted at the end of
phase 3. It should \be méntioned here that some

" commands do not tl;oroughly perform phase 1,

Ll

phase 2, and phase 3 “because of heavy ‘work |,
schedules. Although/it is not recommended to

, been done b
" phases. If only a cyrsory attempt to complete
phase 1, phase 2, a (Lphase 3 occurs, SOONET or

" later, redundancy and ication will exist in
the installation’s software2 data base, and
operating procedures. A paramount con-

~ sideration in mamtaxmng an optimum system is
to avoid duplication. It should bé remembered
fhat systems analysis/design and optimum
system performance are the respon51b111ty of the
DP (2751) systems analyst.

Durmg phase 4 of most analysis studies, a
new system is designed or an existing system is
red¢signed using four steps. These steps, in order
of commencement, are (1) output design, (2)
input rgesign, (3) data base design, and (4)
processi gspeciﬁcations. Lo

Output ‘Design Sgecnflcatmns ' |
(Step 1) .

Bhrough phases 1, 2, and 3 of the systems
analysis Study, the systems analysis itUdY team
determines what is needed as output-from the

" system’to meet the needs of the user and upper
management. The design or redesign of systems
starts with the design or redesign of the systems

, outputs. It is virtually unpossﬂai’e to design the
input and processing procedures if the desired
outputs and output formats are not first
determined. .

.During this step of the analysis, the systems

analyst should -use the documents colIected in
the analysis,and maintain a close liaison with the
user while designing the new output conte/n_t and

4-20
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format. Also the systems analyst should at this
time consider new documentation tequirgments.
Any time a new system is designed or an existing
system is redesigned a requirement for a new
documentation s genérated. Guidance on
documentation is in chaptefr” of this rate
training nranual. At most'commands the systems
analyst branch will be involved with and
sometimes responsible for
documentation manuals such as the Data
Requirements Documenf (RD), the
System/Subsystem Specification (SS),  the
Program Specification (PS), and the ‘Data Base

certain

6. Durability—for example, paper tape
" versus'magnetic tape
/7. Retention—for example, CRT d1splay

versus microfilm

The wvariations in djfferent output med1a and
media type should be taken into careful
consideration by both the systems analyst and
the user. .

<
Input Desrgn Specrficatrons
(Step 2) 2 4

When designing output requirem‘ts, the .

systems analyst should keep the
objectives in mind:

lowing

s

1. Design the output in a fashion to reduce
the volume of information to a minimum
(especially printed output) while being
consistent w1th achieving the needs of the user.

2. DeS1gn the output so that it is easy to
understand.

3. Design the output. to be copsistent with
command policy.

4. Design the output on apptopiate form_ -~

layout sheets f@ the system undeg analysis, e.g.,
IBM forms, Holieywell forms, UNIVAC Yorins.

L3

After the output content and_formdt have .

been designed or _redesigned. by the systems
analyst and ‘approved by the user, the output

- media should -be considered. Output media

consideration is a very important part of output

design. The following are just a few factors to-

consider when selecting’ the type of output
media: : ) .

.

1. Cost—for example, pr1nter paper versus

CRT-hard copy

Storage—for

microfilm

3. Speed—for
versus disk : ,
. Efficiency—for example,

= typewriter versus printer -

S. Shipping~for example, , disk versus

printer listing =

N

example, c_ards versus

example, magnetic! tape

console |

been designed and approved by the user, the

systems analysis team can then proceed to
desighr the new input requirements. During this
" stery of phase4 the analysis team is simply

42
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defining and designing the datd that must be
brought. into the' system to produce the
requested output. The types’ of data that will
probably be considered as input are:

\ 1. Actual output from other ‘systems w1th1n
the total system.
2. New source data. created from source
documents. *

3. Data entered within a program from the
resylts of computer calculations.
. 4. Extracted data from existing ddta bases.
5. Data keyed into the system dunng
processing time. \

It is essential that a new software system
have accurate 1nput to produce the desired
output. If the input is haphazardly designed: by -
the systems gnalysis team, it can almost be
assured that the user will be dissatisNed with the
results of the final oufput. The following
procedures are suggested when designing input
data and input media:

A

1. Utilize edited data whenever possible

2. Design the 1nput so_ that it 1s ‘easily
understood.

3. Design’ the 1nput so that it is easily
collectéd.

4. Keep the volume of data to a_minimum
that is réquired to prodUce the-desired output.

5. Do hot dupllcate the source data
resources.

/

los .

—Afterthe-output-content-and—format-have———

y e
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6.>Design the input- data within the
processing limitations of the comput
characteristics. °

7. Design the input data to match the
desired input media. .

" Good input design and output results can be

" judged only by -the user. The final step in

designing input should" always be the acceptance
of the design by the user.

.-

Data Base Design and Specifimtion§ '

-~

(Step 3)
) ] T T e
When designing a data base, the quality of
data is a critical factor. Many of the

considerations given to a conventional data base
are also given to a system that utilizes a Data
Base Managem®nt System (DBMS). Chapter S of
this rate training manual discusses data bases in
conventional“format' and in systems using the
DBMS: The design techniques should conform
to the structure of the data®base presently being *
used within the system.

When desigring -any type of data iaase, the

performs this step of the analysis should be _
thoroughly familiar with the operating and
programming language c#pabilities of ~ the -
operating system. It'would be a complete waste
of time, money, and effort if designed programs

" and procedures were beyond the capabilitie.s of
the computer’s software and hardware. - ’

The following software and hardware
considerations- are potential guidelines for
designing a complete subsystem to an operating -
sysfem: .o [

1. Design program documentation and
systems flowcharts for editing and validating
data for files within the data base.

and
to .create mastcr and®
L3

2. Design program documentation
=
systems flowcharts
infermediate files.
3. Design program and utility docu- §
mentation ‘and systems flowchirts to extract
" data from files. ‘ g
v 4 Design’ program and, utility docu-
fentation and systems flowcharts to update the
data base and files. ’

the

first consideration * should be

design

validatio

of input data for any application.

5. Design program documentation _ and’
systems flowcharts that will logically manipulate
data into intermediate and final outputs.

Angther key factor that should be considered
during the design of a data base is the design of
adequate audit trail for processing the. data.

The data base design will actually start with
the design of (1) input recqgrds, (2) input files
(mdster and .intermediate), and (3) input
procedures. How well the system functions and...
the quality of output depend on the quality and
dependability of the data base. It should be
emphasized at this point that reports which are
produced from files and data bases that contain
erroneous information breed mistrust of the
ADP community as’a whole. -

.

- o Ay *
Processing R:le and Specifications s

(Step 4)

6." Design . documentation and systems '
flowcharts for procedures and software
requirements that match hardware capabilities.

All of. the systems analyst tools that were
prepared in phase 2 and phase 3 are employed
during the actual design. or redesign effort. The
tools that .were used _for "fact\ gathering éqd
analysis can now serve to effectively document,
flowchart, and design' the proposed _change,
deletion, or addition to the system. These tools
were items such as decision tables, interview
forms, SAD/BCWs, grid charts, and other locally
prepared material' utilized to perform the
analysis study.

The systems analysis team.should pfepare a
complete design with all specifications, in the
~ form of documentation and systems flowcharts,

/Dgring this step the systems analysis team
will a

tually design the proced‘rxres, programes,

and utilities necessary to produce what the user -

" has requested. The

2

systems .analyst

A}

who

13

for all’outputs, inputs, data bases and files, and
protessing .progcedures. These designs and
specifications should be prepared in such a N

107 -
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manner as to faulrtate the aetual physrcal and

technical design produued by the programmmg,
data base, and operations branch in phase 5 of
. the systems analysis. It should be emphasized at
this point that it is not a’function of ‘the systems
branch to perform the actual technical functions
of programming and detailed data flowcharting.

. These functions arethe responsibility of the”

programming, operations; and data  base

branches of most ADP facilities.

At the conclusion of the design (phase 4,
step 4), most of the responsibilities of. the
systems analysis branch for the systems analysis
- study are_compléte. The major responsibilities

that. remain with the systems branch are\the

coordination and liaison duties between the user

and the other concerned branches involved with
the actual production requested in the project
request that orrgmated the systéems analysis’
study,.

N

'

At thrs pornt in the’ analysrs the systems
analysf should deliver the entire systems analysls
study plan to the ADP department head for
drsbursement to the other branches that will be
involved with the actjal technical development”™ *

The systems branch should be responsible
for any additional coordination between the
user and other braﬂches required durrng
implementation phdse

*

IMPLEMENTATION (PHASE 5)

w

A total systems analysis study in accordance
with SECNAVINST 5231.1 series has not been
emphagized, in this chapter. Earlier in this
chapter it was stated that a systems analysis for
" a problem on an existing funded system and a
total systems. analysis that requires higher
authority approval basically followed the same
phases and steps These procedures in general are

" true up to the .implementation phase. At this

_point, because of the vast difference of
réquirements ‘that gxists between the fwo types

of analysis, the general procedures for a total

systems analysis, in accordance with
"SECNAVINST - 5231.1 series™ are given _in
Appendrx‘r 5

<

" responsible branch, in this case

In contrast to Appendix I, the: followmg is
an analysis for a problem on an existing funded
system. This type of local command generated
problem analysis is usually completed in four
steps. It is discussed throughout the remainder
of this chapter. ) R

’

- .

(%

Research (Step 1) . -
During the first step of .the implementation
phase (phase 5) of a systems analysis, the
programming
branch, should- assign as mar¥, personnel as,
deemed, necessary t# eomplete the project
request. . .

>

T v

Once the programmer hits been assigned, a’
thorough research and desk study should™ be
«made of -the entire systems analysis study’ plan,
After it has been determined that the work can
be accomylished according to the specifications .
in the analysis study lan, the programmer in

charge should coordi 1ate completion time

schedules, tﬁrough the systems analyst with the’
»

user. .

-

7. . )
v

Develbpment'(Step 2)
- .»
Durmg step 2 of the 4mplementatron phase
(phase 3), the programmmg, operations, or data
&ase” branch, (in most cases all three branches
will ,be involved) will perform the teéchnical
requirements to develop the output, the user
requested in the project request. The user
usually does not care abolut the machines,
languages, procedures, and documentation that
is required to complete this step; instead, the
major ¢oncern of the user is simply the output.
The systems -output, therefore, ~should be
developed to meet the user’s requirements. This .
i§ accomplished by highly _trained* DP

programmess, operators, and data, base
administrators vyhp will make decisions'on what _
7procedures,' documentation, languages, and

operations will be required to produce the
output.

SECNAV Instruction 5233.1 series, FIPS
publications, and local command policy should
) . ’

s

423 » \ ,
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" be followed for the technlcal development of
any.system.

”

Testmg (Step 3)

’ During step 3 of the 1mpIementatlon phase
(phase 5) all teSting should be accomplished.
The testing of all software should be

implemented” with test data- .input. After the ,

* successful completion af testing test data, actual
live data*(real source data) should be used as

" input. This should produce the results of the '

requested output.

During the -testing stages, “all operating,
programming, and documentation requirements
should” be completed. Once these required
procedures have been .completed, the
appropriate_branch (the programming branch in
this case) cdn coordinate through the systems
branch for a final appointment with the user.

-~

User Approval (Step 4) "

During * the fourth step of the imple-
mentation phase (phase 5) all concerned
branchés ‘should meet with the user who
submit®g the project request. Once the user has
teviewed and accepted the output, the systems

~ . analyst should submit the project request to '

upper management (the ADP department head)
for production .approval. Upon upper
management’s approval, the system can be put
into production and the systems analysis study
is complete- until other modifications to the
system is needed.

A.NALYSIS STUDY - .
PLAN OUTLINE

«

Once any analy&s study has been completed,
all analysts can look back and see where
improvéments and different procedures oculd
have been used in the study The followmg

summation of 'the preceding procedures is given, *

not as a pohcy or standard, but to aid the DP2

(\ and above in conducting a systems analysis
study for a problem on an existing funded
system.

AN"ANALYSIS STUDY PLAN
’ OUTLINE

PREPARATION (PHASE 1) ' .
. ‘Step I Approval
;o Stép 2: ’Fh\e teagn is appointed
¢ Step 3: The.scope of the study is defined
Step 4. Schedulec are set
Step 5: The analysis study plan is prepared

"Step 6: Questionnaires are prepared

Step 7: Blank forms (tools)are collected

Step 8: The analysis study team is
indoctrinated .
. Step 9: Interview s_chedules are*coordinated

\
Step 10: The analysis study is officially

commenced

" INTERVIEW/SURVEY (PHASE 2)

Survey problem (project request)
using existing documentation

Step 1:

Step 2+ Interview all concerned individuals

Step 3: Document and data. collection

(source material)

ANALYSIS/DECISION (PHASE 3)

, Step 1: Sequence collected documents and
data
Step 2: Analyze facts about -material
gathered \
Step 3: Make conclusions on what s
*  requested in relation to what
actually eXxists
, Step 4: Make recommendations to upper

Ty - management
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-

DESIGNS}PHASE 4)

s,

‘e

Stepl - mplete output de51gn specifi-

- catlons

[} 1

€
Step 2: Com lete
cattgy

Step 3: Compf&_te(

input'

. s ~ specifications
Y ?

§ep 4: Complete

desfgﬁ

~r

dafa - base

specifi-

d
design _

rocessmg prochures
and specnﬁca ons

N
[ ]
’

IMPLEMENTATION (PHASE 5)

Step 1: Submit analysis study for techmcal
research

Step"2: Co'mpl%cmcal'deielopment

¢ Step 3: Complete f,échr;ical testing
Step 4: Recelve user hnd management ol .

approval for productlon unp,le- L
mentation .

[}
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. the Navy and in the civilian sector.

Y T CHAPTER.S L
S . W
DATA BA{E ORGANIZATION

E

. This chapter provides basic: infox:mation‘
about data base _organization and data. base
management_ techmques to aid the(DP who is
the duties of a ata Base
Administrator (DBA). Authorltatlve references
are cited throughout this chapter. and are to be
utilized when implémenting any type of -data
organization, data base management system, or
data element standards. This chapter should not
be referenced as the authority to impleinent any.
data base orgamzatlonal standards. Its intended
only to assist the DP} and DPC in data base

management. ‘/, .

Numerous data management techniques have
been designed and redesigned for. computer

. systems purchased by the,U.S. Navy, Army, and
With each new technique the
“ manﬁfacturer claims increased flexibility and |

Air ' Force.
speed. Consequently, because of the new terms ~
and procedures inherent with each new
technique, the DP is usually left in a state of:
confusion unless exterisive and experisive schools
are provided. .

o

R

DEFIN ITIONS

The commumcatlon of facts and ideas
depends upon, a mutual understanding of
termmglogy This is particularly true in the
fapidly growing field of information processing,
in which there i3 a continuing need for a
'comprehenswe source of techmcal terms and
“definitions. .

Fot the purpose of clarifying and

/ standardizing the terminology used in this

- chapter, the following terms, abbrevnatlons, and
deﬁmtlohs are provided: * .

_ 1.Data: (a) A .representation of facts,
concepts, or instructions presented in a
formalized manner suitable for communication,
interpretation, or processing by humans or by
,automated means; (b) Any representations, such
as characters or analog quantities,. to which
teaning is or might be assigned. |

" 2. Data Base: (a) A set of data, part or the -
whole. of another set of data, and consisting of

The increased awareness that data ‘can be
utilized ag an effegtive organizational resource

" has led t& a recognized need for disciplined

control of all automated and nonautomated
data. This control is embodied in a set of
management procedures and technical functions
whjch s characterized as “data base
administration.” At ‘the present,time, the term
data base °“administration is applied to a
conglomeratlon of duties and responsibilities for
which the DP1 is held accountable, and for
which few standafds or guidelines exist. There is

ch interest in this emerging discipline, both in

2 t

~at-least--one-file, that is sufficient for.a given
purpose or for a given data processing system;
(b) A collection of data fundar}zental fo a
. system.

3.Data Base Administrator (DBA): A
person or group of people responsible for.
managing, controlling, and organizing the data
basé for an organization. The responsibilities of
the DBA inciude - the co.ntrol definition,
organizatjon, ' documentatlon, protection, and
efficnency of the data base. - .

4. Data  Base . Management,_Systems
(DBMS): A Data Base Management System can
be characterized as a generdlized software tool

»
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that provides a single, flexible facility for
accommpmodating different - data files and

operations. A DBMS facilitates operations on -
RS

data (definition, maintenance, storage, retrieval,
output); it facilitates reference by name rather
than by physical location; and it provides an
environment that is not tied'to a particular set
of application programs or files.

5. Data Catalog: A software tool used to

-. list all of the data elements in a data base

oo

. brocessing the original data.

6. Data Description Language (DDL): A
language independent of a host language, such as
COBOL, that is used to describe a data base.

This language should have the ability to specify.

the physical description of the data; specify the
logical organization of the data; and modify the

stored " physical and logical data description
the programs -

without necessarily affecting

"7.Data Element Dictionary (DED): A
software tool used to describe each': data
element;i.e., to tell “what” it is.

8.Data Element Dictionary/Directory
(DED/D): A software tool used to list, describe,
and locate- each data element in a data base. Lt

- provides a centralized repository of information

about each data element ‘in order to facilitate
the management and control of, and access to
the data base.

9. Data'Element Directory: A software tool

' used to locate each data element; i.e., to tell

““where” it is.

0. Data hierarchy: A datd structure
conmstmg of sets and subsets such that every
subset of a set is of lower rank than the data of
the set. " .

11. Data library: A collection of related
files; e.g, in stock control,
inventory control files.

’

12. Data logging: The recording of data
about events that occur in time sequencé.

13. Data management: (a) The function of
controlling the acquisition, analysis, storage,
retrieval, and dlstrrbutron of. data; (b) In an
operating system, the cor‘nputer programs that
provide access to dat¥, perform or monitor the
storage’ of data, and control
devices. .

a collection of ,

input/output

~

14. Data mediun; (a) The -matgrial in or on
which a specific variable-may represent data; (b)
Thie physical quantity which may be varied to

~represgnt data.

. 15. Data name: A tcharacter or group of -
characters used to identify an item of data.

16. Dependént DED/D: A primary DED/D
that is d